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4. A04:2021 - Insecure Design
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6. A06:2021 - Vulnerable and Outdated Components
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7. AQ07:2021 - Identification and Authentication Failures
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8. A08:2021 - Software and Data Integrity Failures
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10. A10:2021 - Server-Side Request Forgery (SSRF)
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1. OWASP ZAP

77t the 7% slute] HAE solHd hal e

, 27 A ' Akl disl 4 ek

SR AR

testphp.vulnweb.com

demo.testfire.net

testaspnet.vulnweb.com

CSRF %A EE & O O O
CSpP w44 O O O
Clickjacking ®.& W|H| 0 @) 0
HTTPS #H oA o HTTP &=
X O X
X3 (2IYE F)
HSTS v]dA X X O
O HARE 53 A =& X 0 0
F7] Secure 1
X X X
a4
SameSite 4 §l<
X O O
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X-Content-Type-Options 3|t
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HF HAA =& X O O
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ALl B/ (=) Medium Low Informational
testphp.vulnweb.com 3 5 4
demo.testfire.net 4 7 4
testaspnet.vulnweb.com 3 5 5

- OWASP ZAP &t A3 A 7§e] HAE Abo]E B5F tpekeh Fefpxio] A=

£3] CSP, Clickjacking ®.% wH], X-Content-Type-Options 24 7} 7Z& Hotb 3H
of A= B2 ] AFClEoA AA 2 =X & e FEolth =3 CSRF

EZol} F719] SameSite £4AT A4 welsh vBaE AFHAE AgAe] AR

GHsts 44e 340 olojd F 9

2. Arachni

et g5 /Ao E testphp.vulnweb.com | demo.testfire.net | testaspnet.vulnweb.com

XSS

0)

0]

0]

SQL Injection

Code injection

CSRF

Path Traversal

x| ©O | O | O

Insecure Password Form

Common directory

Backup file, directory

Insecure Cross-Domain Policy

Unvalidated Redirect

Missing X-Frame-Options

Common Sensitive Files

o|lo|o|Oo0|O |0 | O

KL O | X XXX O | O X x| X

O | O | X | XW | X | X |]O | X |O|»|O

Password field with

auto—complete
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Abo] E/91 9 %

High

Medium

Low

Informational

testphp.vulnweb.com

demo.testfire.net

testaspnet.vulnweb.com
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3. Wapiti

At & /ALl E testphp.vulnweb.com | demo.testfire.net | testaspnet.vulnweb.com
CSP w44 @) @) )
Clickjacking ®.& 1|H] @) @) 0
Reflected XSS @) @) X
HttpOnly H]AFE 7] X X X
Secure W|AFE F-7] X 0 X
HSTS =44 X X X
MIME Type Confusion O O O
Internal Server Error 0] 0] X
716k AHA 0] X X

ALl E/A A= (H5) Medium Low Informational

testphp.vulnweb.com 3 1 2
demo.testfire.net 3 2 1
testaspnet.vulnweb.com 2 1 0
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A24d KISA 7tol=8gld & ¢ It 23 HE A%

HA| FEZ : https://github.com/hybinn/Web_Scanner

o] Aol A KISAS] FaBA/MAM 9 Aok 241 9 57} Wy stol=etal g
wrom g ojFe el de] net AWe AEHTE 2TYES Pythono® A5l
ohoSlg sbelmebele g AulsdA BA® S ol dgd mek HAokdel ol

&

=<
287H4 FEow FAHeH, 4 e A Wy A Vo] ¥Es| Al H

Slol oS AAH R A Al wgd 5 v

~AHES URLE iEwol fAbs s, o] AR F5& At 147049
Aokl sl AAS elErh ZF @5l sl Hord A mhA e Horgk Fitel ol
gto] Z2ES dlEch oY T AE Wd 23AYEE W AR/ ofd ALEAE UA
T BHeE A 7L ¢ QlEE RepgH, WHEAola nashd A4 A9 =

1. 9= 37
- el HolA o RE <a> HIIE EAste] href £A4 ghold 3 HXE ‘login’,
‘signin’, ‘register’ ¥ # =l #Y JY==E 22l Ho|XE Zrola] A As)

m

a1, <form> Ej1E 243l typeo] ‘text, ‘search’¢l <input>®E]Zl} name?®l
‘search’, ‘query’, ‘q" % ©]

1 Ho] Ao A ofolr]e} A= Qi P9 names 5Adto], ofo|tlE ‘user)
id, ‘email’, W2~ =+= ‘password, pwd, ‘pass’ ToE J|HE=E wAste] A g3k
ofolt], =] epng o] F& Bt A AT

login links = []
login_keywords = ['login®, 'si

£33t <input> Bl1E AA Zo=w AAsta, g@AE =

for a in soup. Find_gll(';', href=True):

href a.get(‘href’, "').lower()
text = a.get text(strip=Trues).lower()

if any(keyword in href or keyword in text for keyword in login keywords):
full wrl = urljoin(self.target url, aj
login_links.append(full url)

self.lopgin urls = login links



2. v¥ ewERS
- Aol 'x g =l F3 A Fol 50004 Zeole] Wi EAES dHske] H v
SHEZS FHHS H2EST 22 Fo|A= 2 HE username, password =

o] A&3l denEES A 'a’, 'query’, 'search’ ¥}E}v]EE

AL,

ofo
=)
fl
1
>~
I
2
>,
rlr

def buffer overflow(self):
long str = 'A' * 5000
test cases =

f"{self.target url}?test={long str}",
t"{self.target _url}/search?query={long str}",

- ZsED A BAE S8 %n, %s 5o EY ARAE ETFE o4 Ee 4
gatel HaEdTh Wz 272 fuehs %n AEd BA4G 2 fUsHE %s

A8 URL shevle2 d4at),

"%n%n%n%ninksnsnknanisn”
" %S%S%S%S%hS%S%S%SHSHS" ,
"%1In1%2!'n1%31n1%4In1%5!n!1%6!n1%7!n1%81n!1%9!n!1%l1@!n!",
"%11s1%21s1%31s1%41s1%51s1%61s1%71s1%81s1%91s1%l10!s!™

- LDAP A4 FHekd &5 93] LDAP ZE &9 SFACx, ), '(, '&, I
NE A oA FolREE AT ARl AHE 29l

tYdstel POST/GET &3S dFeta, Ay SHNA H

TTP 500 ol %=+ ’'ldap’, 'directory’, ‘error’ %< LDAP ## o8 7|9=5 &%

sto] Ak EA AFE ?ﬂr%f?}‘jr.

def ldap_injection(self):

ldap_payloads = [

"ad;in)(&))",
)@,
") (en=*))",

I
0

3£ 9] ysername, passw

£
o
fu
Iy
il
m> m

()&,

"*(| (objectclass=*))",

"*) (uid=*)) (] (uid=*",
"admin*) ((|userpassword=*)"




i =
- = QAA R AR A FEHE Al A wEEAC, 1, &S Y, 80" 9 Al
& ol solz=2 44T URL enEE Fa solz=g A
Avts Yeh

=
$atar, An $do| A 'root’, 'uid=', 'Directory of T W#Ho] 23
E

= 54 e gl A B

def os_command_injection(self):
os_payloads =
'; 1s -1a’,
[
'& whoami’,

'; cat /etc/passwd’,
“dd
'$(whoami)’

Z4(¢ OR 'I'="1"), 4 A&

- SQL 1AM Hekd ®HAE dd =84 4 F
'), UNION 7|9F &4 Fo] thefst SQL #Hel=2=g AASt Abdd Ade =79l
9] username, password 2 =9} hidden =& X g3t ZE & HolHE T35

A3 @ HES AL,

def sgql _injection(self):
sql_payloads =
"' OR '1'="1",
"' OR 1=1--",

"' UNION SELECT NULL--",

"adminl‘_",
"' AND 1=2 UNION SELECT 1,version()--"




N

7. SSI Q1A

- SSI 1AM HeFd A& 98 ) AW SSI AAAE &85 o Hol2=s A
A gt} '<I-—#echo var="DOCUMENT_ROOT” -->' & &% S4¥F &3, <+
exec cmd="1s —al” ——>' & E3 A]2® ®Wu A3 '<I-—#include virtual="/etc/pass
wd" —->" & &% % £ A4S st URL debn e e g4 #9 GET/PO
ST "2 RFoA HAESH, My oA '/var/www’, ‘root:’, 'drwx’ & H#
of s At A2=¥] AR =EH=A GHASY] HoH S Addt

o,
(E

'<1--#techo var="DOCUMENT_ROOT" --
'<!--#exec cmd="1s -al" -->',
"<l--#include virtual="/etc/passwd” --

vulnerable = False

ssi_messages = ['/var/www', '/usr', 'root:', 'drwx', 'total ']

8. XPath <124

- XPath 1AM FHH HAE 8 294 A5 2SS A&tk 1dA A= =84
""and 'a’="b")& A4 AFote] A
W SHo Aoy H 2= Aolg vlugttt 2T Ao A= XPath §3F &<l count
HolZ =g AMgste] XML +% 7| 4% F3de

Fd 21" and 'a’='a")H FF A3 =4

—~

ut

©
ko)
=
[¢]
=1
Ay
o
]
ofo
e
I
Ef'

_payloads =
or count(parent::*[position()=1])=0 or 'a'='b",
or count(parent::*[position()=1])>@ or 'a'='b",

or count(parent::*[position()=1])=0",
or count(parent::*[position()=1])>0"




9. g&g g A9

- HEE e A9 ek HAe 9 AWdA dEde] H5e] =EHe KBl FHoF
S FA e BAgo|t), dntHow Fa3 Furyt AFE Aol we Y
2 (/admin/, /backup/, /uploads/ % =
B 42 F7F 59 3] 7IHEs A&t Au e HEHy FR7F wEEH A
Q1 gkt

)] 1‘4]8]] 11x4 xJEL.CL /\]

o %2 oX

def directory_indexing(self):
test dirs = ['/admin/', '/backup/', '/uploads/',

‘/files/', '/images/']

- 10. XSS (AR AAP)E ~AFH)

- XSS FHoFH & 4 ofEg Aol oA AHEA = dlolE o Add dF 9 dHA ¢l
o] Fed uf WA= HeF HoFHS EAske HAolrh theke XSS Hol = (<sc
ript>, <img>, <svg> ®|1 )& URL #&}nlE], HA F 271
of Addste] AW FHolA i 2aAHEYE EHE flo] 1 2
t}. o]= %4 Reflected XSS, Stored XSS, DOM-based XSS 59 fﬂguk’@z A o 5

=
= I~
sk = 9

rO
ul s
(
Lo
4
i)
D)
i)

u
Ju i)
z
ﬂ
uls
2
foy
0,
rot

il

def xss(self):

SEVADETs
"<scriptralert('XSS')</script>",
"<img src=x onerror=alert('XSS')>",

"javascript:alert('XSS')",
"<svg onload=alert('XSS")>"




- oFg 1T FHFR A= ) cEAeld e T ®Beks HUbehs AR AL
F 5 ol

o
2, 57 /M4 Fa HAAE Fdgth A, oksk 244

ARl A BAT AL AGoz A%
8) Azdlel 4% AR A7 AUEES Hea=A FEh

def weak_auth(self):
login_url = self.login_urls[Q]
vulnerable = False

>
o
ofN

weak_credentials = [
('admin', 'admin'), ('admin', ‘'password'), (‘admin', '1234'), (‘admin‘, ''),

("administrator', 'administrator'), ('manager', 'manager’'),
('guest', 'guest'), ('test', 'test'), ('scott', 'scott'),
("tomcat', 'tomcat'), ('root', 'root'), ('user', ‘user'),
('operator', ‘'operator'), ('anonymous', ‘anonymous')

12. AR 4=
- §1 Ao 53] AF HEsI 2
o3l Wl AA D7} el % shsseha g,
if all(diff <= 188 for diff in
vulnerable True
details = "AHM 10 OIS Jt="

il
i)
flo
=
r>~
—
-
(il
lo

ZAF S R Aoz B 100

f auto attack(self):
vulnerable = False

or i inr

if self.login urls:
login url = self.login urls[
if login url in self.login form fields:
form_fields = self.login form_ fisld
username_field = form _fields.get(
password_field = form fields.get(




14. #HA FojA =&

- & #olx e =l ol 712 #EA A4 (admin, administrator, manager -s)
2 g2 us JHste] 2ol He=A] gRlsta, F535H7] 1 @A HolA A
2 (/admin, /manager, /master, /system %), 53171 1% X E(7001, 8080, 8443, 88
88 &) H&ES Al=ste] #elzt HolA 7 =& =4 gl

- admin_page exposure(self):

if self.admin login su
details = f"{sel
self.log result(
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. OWASP Top 10:2021 https://owasp.org/Topl0/
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https://www kisa.or.kr/2060204/form?postSeq=12&lang_type=KO&page=1

OWASP Zed Attack Proxy (ZAP) https://www.zaproxy.org/blog/

Arachni Github https://github.com/Arachni/arachni

Wapiti Github https://github.com/wapiti—scanner/wapiti

KISA 2024 stub7] Abol® 918 &3F KA

https://www kisa.or.kr/20205/form?postSeq=1027&page=1#fndoDocumentPreview

SentinelOne, AFo]H Xk

https://www.sentinelone.com/cybersecurity—101/cybersecurity/

SentinelOne, 913 &g d X~

https://www.sentinelone.com/cybersecurity—101/threat-intelligence/

https://www.skshieldus.com/blog-security/security -trend-idx—-39
https://image.ahnlab.com/atip/content/file/20241203/AhnLab_Annual%20Threat%620A
nalysis%20and2620Prediction_2024_KR.pdf
https://www.skshieldus.com/blog—security/security —trend-idx-21
https://www.boannews.com/media/view.asp?idx=131817
OWASP Cheat Sheet Series https://cheatsheetseries.owasp.org/
https://www.boannews.com/media/view.asp?idx=100824&page=1&kind=1
https://www.skshieldus.com/blog-security/security —trend-idx-46
https://www.sangfor.com/kr/cybersecurity/innovations/ransomware—-evolution
https://www.boannews.com/media/view.asp?idx=92617
https://cybersecurity.asee.io/blog/cybersecurity —statistics/
https://global.ptsecurity.com/analytics/web-vulnerabilities—2020-2021

https://purplesec.us/resources/cybersecurity—statistics/



