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automountServiceAccountToken: true
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anonymous-auth: true
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readOnlyRootFilesystem: false
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def init (self) -> MNone:
self_patterns: Dict[str, re.Pattern[str]] = {

"privileged true”: re.compile(r"\bprivileged\s*:\s*true\b"”, re.IGNORECASE),

“hostNetwork true”: re.compile(r”\bhostNetwork\s*:\s*true\b”, re.IGNORECASE),

"hostPID true”: re.compile(r”\bhostPID\s*:\s*true\b”, re.IGNORECASE),

"hostIPC_true”: re.compile(r"\bhostIPC\s*:\s*true\b”, re.IGNORECASE),

"allowPrivilegeEscalation true”: re.compile(r”\ballowPrivilegeEscalation\s*:\s*tr

“runAsNonRoot_false™: re.compile(r™\brunAsNonRoot\s*:\s*false\b”, re.IGNORECASE),

“runAsUser_root™: re.compile(r”\brunAsUser\s*:\s*@\b", re.IGNORECASE),

“runAsGroup_root”: re.compile(r"\brunAsGroup\s*:\s*@\b", re.IGNORECASE),

“readOnlyRootFilesystem false”: re.compile(r”\breadOnlyRootFilesystem\s*:\s*false

"automountServiceAccountToken true”: re.compile(r”\bautomountServiceAccountToken'

"serviceAccountName default™: re.compile(r"\bserviceAccountMName\s*:\s*default\b”,

"hostPath _used”: re.compile(r”\bhostPath\s*:\s*", re.IGNORECASE),

"service_type NodePort”: re.compile(r”\btype\s*:\s*NodePort\b”, re.IGNORECASE),

"hostPort_used”: re.compile(r"\bhostPort\s*:\s*\d+\b", re.IGNORECASE),

"shareProcessNamespace true”: re.compile(r™\bshareProcessNamespace\s*:\s*true\b",

"dnsPolicy ClusterFirstWithHostNet™: re.compile(r"\bdnsPolicy\s*:\s*ClusterFirsth

"seccompProfile_Unconfined”: re.compile(r"\bseccompProfile\s*:\s*\{2?[~\n\}]*type\

“apparmor_unconfined”: re.compile(r”apparmor\.security\.beta\.kubernetesy.io/[~:\

# Same-line capabilities add list

"capabilities add sysadmin inline”: re.compile(
r*capabilities\s*:\s*\[2[*\n\}]*add\s*: \s*\[[*\]]*(5YS_ADMIN|ALL |NET_ADMIN)[~
re . IGNORECASE,

)

# procMount: Unmasked

“procMount_Unmasked”: re.compile({r™\bprocMount\s*:\s*Unmasked\b”, re.IGNORECASE),

def perform scan(repo url: str):
if not repo url:

return jsonify({"error”: "repo-url parameter is required"}), HTTPStatus.BAD REQUEST

repo_service

RepoService()

scan_service

ScanService()

clone_path = None
try:
clone path = repo service.clone repo(repo url)

scan_result = scan_service.scan_repository(clone_path)

response = {
“repoUrl™: repo url,
"stats": {
"filesScanned”: scan_result["filesScanned"],
“"findings": len(scan result["findings"]),
}s
“findings”: scan_result["findings™],
1
return jsonify{response), HTTPStatus.OK
except ValueError as exc:
return jsonify({"error": str{exc)}), HTTPStatus.BAD REQUEST

except Exception as exc:

return jsonify({"error”: f"Unexpected error: {exc}"}), HTTPStatus.INTERNAL SERVER ERROR

finally:
if clone path:
try:
repo_service.cleanup(clone_path)
except Exception:

pass
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# kubee

QX D A 20 S mel 4+

'n—ﬂ'w‘-i! 23 10:11
added an integration to this cha. 8 -

U™ =27 1013

kubee ® <3 10:13
Kubernetes Misconfiguration

Date:
2025-04-30
GitHub URL:

https:/github.com/grafana/mimir

kubee ¥ <7 10:20
Kubernetes Misconfiguration

Date:
2025-04-30
GitHub URL:

https:/github.com/grafana/loki

kubee @ <% 1026
Kubernetes Misconfiguration

Date:
2025-04-30
GitHub URL:

https:/github.com/grafana/loki

n 1742 AE 2% O 10:260)

#kubeeoi] HiAIX] EU{7]

+AA@@ O ¢ U

<e

Time:
10:13:01

Total Matches:
466

Time:
10:20:31

Total Matches:
15

n) kubee ® oi= xd

15

1742 =2

109
11
1p
ip
14

ll
16
17
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19
20
21
22

Kubernetes Misconfiguration

Date:
2025-04-30
Time:

https:/github.com/grafana/loki

Total Matches:

\ kubee ® uj= 213
scan_resultjson ¥

{
“github url™: "https://github.com/grafana/loki™,
“date™: “2025-04-30",
“time”: "10:26:42%,
"total _matches™: 15,
"matches™: [
{
“matched text”™: “"readOnlyRootFilesystem: false™,
“fite”: "loki/operator/config/overlays/openshift/size
calculator/logfile metric scc.yaml™,
“Line_number™: 25
1
1

“matched text”: “"allowPrivilegeEscalation: true”,

“file”™: "loki/operator/config/overlays/openshift/size-
calculator/logfile metric_scc.yaml®™,

“Line_number™: 42

{
“matched text”™: “privileged: true”,
“file”: "loki/operator/hack/addons_ocp.yaml™,
“Line_number®: 59

1

{

177137



Kubeskoop Misconfiguration

| Kubeskoop 2| 17 2E2LA0A MisconfigurationS EHX| &.

uuuuuuuuuuuuuuuuuu

Kubeskoop

KubeSkoop2 'FHUY|E[A 2= S
HEQ|Z(EA) 2H|7F M-S ol K0

A|AE] LIEO| HO|X| &=
HE MEfE Xz O

_Jé |]I|-O|""|'_T’_ _Tl_jcl A oI71| A

20|.m

18/37



Kubeskoop Misconfiguration

I Z=0 Hot MM Q2: hostIPC X AutomountServiceAccountTokens £ &t DZHE i Zat
]

Kubeskoop Misconfiguration

hostIPC : True AutomountServiceAccountToken

Pod7t SAE(LE)Q| IPC(ZEMA ZH E4) S2te

Pod7} MAME! | AJH|A Service Accounte] EZEE
q
™ Z3Q6HAH ot0] 2ot Az E Tl | = A &

XS 2Pod LR X HES Z2Eot= S

FMe| 7 g 0| Ij20f| & SPSKSIYN

O|2 Ql8l Pod ZAEQ |7D+6_+ Jggg o AL} O] FMO| 7|24t true, O] 20| HEZ HHSHX|
ofomH =P HIE|A M9 EAISH A
U= EE% Xf%gi drgete

Pod7t SHXIOA &7 IS B ?IHE & U

iffo

19/37



Kubeskoop Misconfiguration

. . . il | n iIEI H’d-l
I Kubeskoop Misconfirgutarionol CHsl S &t O=HE TREH}
——

’\ .
Kube @koop admin
Network Graph ‘ TimeRange  2025-10-31 14:25:52 2025-10-3114:4052 [=]  Namespaces : Show Endpoints Without Link View Mode | Graph | Table ‘ C
Monitoring v

Internet
Diagnosis v .
Configuration v
‘l
3

Intranet

local-path-storage/local-path-provisioner

20/ 37




U root@DESKTOP-FSUSLSA'/ X -+ v

root@DESKTOP-FSUSLSA: /#
root@DESKTOP-FSUSL5A: /#

root@DESKTOP-FSUSLSA: /# kubectl get po,svc -n kubeskoop

NAME READY  STATUS RESTARTS

pod/controller-76fd7756b9-z68dv 1/1 Running ©

pod/grafana-5bfcbyé6ub8-rkévg 2/2 Running ©

pod/grafana-loki-58888d64b6-qbvd2 1/1 Running ©

pod/kubeskoop-exporter-zcncd 1/1 Running ©

pod/prometheus-deployment-5dc88c6b94—ffz8n 1/1 Running ©

pod/webconsole-698c9695cU-6ppcs 1/1 Running ©

NAME TYPE CLUSTER-IP EXTERNAL-IP
AGE

service/controller ClusterIP 10.96.198.231 <none>

0264/TCP  8m32s

service/grafana NodePort 10.96.116.248 <none>

P 8m32s

service/loki-service ClusterIP 10.96.204.165 <none>
8m33s

service/prometheus-service NodePort 10.96.86.86 <none>

P 8m33s

service/webconsole ClusterIP 10.96.78.221 <none>
8m32s

root@DESKTOP~FSUSLS5A: /#

AGE
Bm32s
8m32s
8m32s
8m33s
8m33s
8m32s
PORT(S)
10263/TCP,1
80:31794/TC
3100/TCP
80:30937/TC

80/TCP

root@DESKTOP-FSUSLSA: /# kubectl -n kubeskoop port-forward svc/webconsole 8080:80

Forwarding from 127.0.0.1:8080 -> 8080
Forwarding from [::1]:8080 -> 8080
Handling connection for 8080

Handling connection for 8080

Handling connection for 8080

Handling connection for 8080

& root@DESKTOP-FSUSISA:/ X =

root@DESKTOP-FSUSLS5A: /#
root@DESKTOP-FSUSL5A: /#
root@DESKTOP-FSUSL5A: /#

-~
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L]
Removing litmus sa #/9/
PMemedly tscbastiani merged 1 commit into
() Conversation 2
deploy/helm/templates/daemonset.yaml \'_C'

@ paigerubel4

DESCFIpt hostNetwork: true

Removing ol 24 24 hos L.

. " Delete secrets permission for volcano agent #43

dns (SIMEmedl) volcano-sh-bot merged 1 commit into volcano-shimaster from JesseStutler:fix 4209 ([ on Jun 21
S krkn, Kubescoop, Volcano
® %P“ig‘ i S () Conversation 4 < Commits 1 [l Checks 18 [A) Files changed 2

\ . e = R JesseStutler commented on Jun 20
- V' chaitany 30 28 —
UN i =

I i b Misconfiguration H|= ! Tjx|

90

What this PR does / why we need it:

Follow up: #4299, volcano-agent doesn't need to manipulate secrets, therefore for security considerations, we need to remove
these secrets related permission.

Which issue(s) this PR fixes:

L S

Fixes #4299

Special notes for your reviewer:

NONE
Does this PR introduce a user-facing change?

NONE
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] $ cd hubee_neb/

) ! L S

~bash: syntas srror near unexpected token

gonit | L

Dockerfile README MO . od al_requiresents. txt docker-compose yml
READMWE o ie s env exanple

onif s start . sh

B env W sLRun

AL L L el

requiresents . txt




QEAA FoIH HM o

| k8s Misconfigurationoll Zts}x| 23, @EAA Hute] S|opMO= B4 e 2% DERETIE.

untar(tarPath string,
decompressor :=

filepath.Clean(header.Name))
epath.Clean(dest)+string(os.
e %s", header.Name

if err := os.MkdirAll(filepath.Dir(target), 00755); err |=

in(filepath.Dir(target), h
path.Clean(linkTarget), f 3 s " of 1025:49
target: % e aall 1025:34

1025:14

link(header.Linkname, ftarget 1038:40

MkdirAll(target, @0755); err !

tar.TypeReg:

£, err := 0s.OpenFile(target, os.0_CREATE|os.O_RDWR, os.FileM

Taint Analysis ClIO|E| & 2412 2] (Query)sto] ZE9 QId| A El A EH||o]A HAM|2| WELS LLMO| M[S 5o
A

=]
HHE FAHS 2= SAST =+ A= Y S HES +3sk= Al HIO|E[E of|CfE]

26/37



QEAA FoFY EM A7

I Flowise @EAA0| Clol &dHet IEHIE X1 Ziq}

Al Workflow

accentu

Flowise?t LLMZ & of|l2| 2M x}53} - EA

L ZE At

Flowise?t LLMS &8%t0l|2| 24
X-Sat

27137



QIAA X

h*—

Remote Code Excuen in Flowise [CVE-2025-59528]

function convertToValidJSONString(inputString: string) {
try {

const jsObject = Function('return ' + inputString)()
return JSON.stringify(jsObject, null, Z)

} catch (error) {
console.error('Error converting to JSON:', error)
return '’
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I Flowise RCE F24H&& PoC

HEBOESKTOP-FSUSLSA /he X + - + = x N root@DESKTOP-FSUSISA /X + - = =) * N oot @DESKTOP-FSUSLSA. / . + - - o
BDESKTOP-FSUSLSA: /h /soohyun/cu /Flowise#t i .
IDESKTOP—FSUSLSA: /home/soohyun/cursor/Flomises pnpn s | T 00 CODESKTOP—-FSUSLSA: /3 root@DESKTOP-FSUSLSA: /#
- { root@DESKTOP—-FSUSL5A: /# root@DESKTOP-FSUSLS5A: /#
Unsu *ted engine: wanted: "node"™ :">=18.15.8 <19 — .
| “20°% Courrent: {*node:*va2.19.0","pnpme:=1e.13. |TOOLODESKTOP-FSUSLSA:/# root@DESKTOP-FSUSL5A: /#

1 3
owise@3.0.5 start /home/soohyun/cursor/Flowise
1-script-os

owise@3.0.5 start:default
packages/server/bin && ./run start

-18-31 11:089:28 [INFO]: Starting Flowise

-10-31 11:09:28 [INFO]: @ [server]: Data Source init
zed successfully

-10-31 11:09:28 [INFO]: B [server]: Database migrati
completed successfully

-10-31 11:09:28 [INFO]: & [server]: Identity Manager
tialized successfully

-18-31 11:89:31 [INFO]: . [server]: Nodes pool initi
rd successfully

-180-31 11:09:31 [INFO]: B [server]: Abort controller
ol initialized successfully

-10~31 11:89:31 [INFO]: A [server]: Encryption key i
alized successfully

-10-31 11:09:32 [INFO] i [server]: Rate limiters in
Lized successfully

-16—31 11:09:32 [INFO)]: @ [server]: Cache pool initi
ed successfully

-10-31 11:09:32 [INFO]: WM [server]: Usage cache mana
initialized successfully

-10-31 11:09:32 [INFO]: BB [server]: Telemetry initia
1 successfully

-10-31 11:09:32 [INFO]: £ [server]: SSE Streamer ini
ized successfully

-10-31 11:99:32 [INFO]: & [server]: All initializati
teps completed successfully!

-10-31 11:09:32 [INFO): 4 [server]: Flowise Server i

T SERVER REVERSE SHELL RCE TRIGGER
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& lobe-chat ' Public ansor 57 EditPins ~ & Watch 278 ~ % Fork 139k - W Starred 673k -

SK é’Efé Lobe-Chat SSRF $/Q"g g? ¥ next - P 190 Branches ©> 2238 Tags Q, Go to file t Add file ~ <> Code ~ About

i & LobeHub - an open-source, modern

CVE_2024_47066 & lobehubbot [ docs(bot): Auto sync agents & plugin to readme 39a7399 . 10 hours ago 1Y) 6,803 Commits design Al Agent Workspace. Supports
multiple Al providers (OpenAl / Claude 4
4, d 3w o
L i, noy
.cursor/rules fixc fix dialog issue (F...
levcontainer -
[

click install MCP Marketplace and
2 mo ago Artifacts / Thinking. One-click FREE
- deployment of your private Al Agent
update 2 ago application.

B apps/desktop

B changelog

I8 docker-compose

[Research & Technique] Lobe Chat QEAA M U] B
SATAR 67.3k
SSRF #|2™(CVE-2024-47066)
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SSRF in lobehub/lobe-chat with native web fetch module

() Published ) ( Low ) arvinxx published GHSA-fgxd-p8xf-ghpd 2 wee

im -SOOhy;I n of

Description

Vulnerability Description

Vulnerability Overview

* When the client sends an arbitrary urls array and impls: [*naive”] to the tRPC endpoint tools.search.crawlPages, the server issues
outbound HTTP requests directly to those URLs. There is no defensive logic that restricts or validates requests to internal netwarks
(127.0.0.1, localhost, private ranges) or metadata endpoints (169.254.169.254).

* FHow: client input (urls, impls) — service invocation in the tRPC router — the service passes the URLs to Crawler.crawl —
the Crawler prioritizes the user-specified impls (naive) —+ the naive implementation performs a server-side fetch(ur) as-is (SSRF) -
the server collects responses from internal resources.

* In the dev environment, authentication can be bypassed using the lobe-auth-dev-backend-api: 1 header (production requires a
valid token). In the PoC, this was used to successfully retrieve the internal APl at localhost:8889 from the server side.

Vulnerable Code

! to 43 in d942a63

res = await withTimeout(
fetch(url, {

3t

Severity
Low ) 3.0/ 10

CVSS v3 base metrics

Attack vector Network
Attack complexity High
Privileges required High
User interaction None
Scope Changed
Confidentiality

Integrity

Availability

CV5S:3.1/AV:N/ACH/PRH/UEN/S:C/CLAN/AN

Weaknesses

» CWE-918

Credits

. im-soohyun

SSRF in Lobe-Chat (CVE-2025-62505)

“ packages/web-crawler/package.json @ 160644 -» 180755

“happy-dom™: ""13.8.8",
"node-html-markdown": "*1.3.8",
"ssrf-safe-fetch™: "workspace:*",
"guery-string”: "*9.1.1",

"url-join": 5"

import { CrawlImpl, CrawlSuccessResult } from '../type’;
import { ssrfSafeFetch } from °"ssrf-safe-fetch';

import { MetworkConnectionError, PageMotFoundError, TimeoutError } from '../utils/errorType’;
import { himlToMarkdown } from '../utils/himlToMarkdown®;

import { DEFAULT_TIMEOUT, withTimeout } from *../utils/withTimeout';

try {
res = await withTimeout(
fetch(url, {
ssrfSafeFetch(url, {
headers: mixinHeaders,
signal: new AbortController({}.signal,
1

Lobe-Chat SSRF Patch Contribution
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3_Path Traversal (read): Read /etc/passwd by escaping the base path via parent-directory traversal.

<> Code - 376 Bytes

1 docker run

2 fullstor
3 -d "{"in
4 localhos
5 jgq -r

E Image - 79.

&= o

ZipSlip in weaviate/weaviate

ADD HACKER SUMMARY

TIMELINE - EXPORT

o soochyun submitted a report to Weaviate VDP.

Vulnerability Overview

s

October 16, 2025, 6:41amUTC

= This vulnerability is a Zip Slip during backup restore: files are created by blindly concatenating each gzip+tar archive entry name
( tar.Header.Name ) with the restore root path. An attacker can set an entry name to an absolute path (e.g., /etc/... ) oruse parent directory

traversal( ../../..

* The coreissue is that the restore logic fails to do the following: reject abseolute pathsand ..
the resolved real path stays within the base directory; and block link entries (tar symlinks/hardlinks). Note that a simple filepath.Join isnota

security filter—if the input is an absolute path, the base path is ignored.

Vulnerable Code

* There's no validation on header.Name for absolute paths, parent-directory|( ..

filepath.Join tocombine paths, anattacker can escape the restore root.
https://github.com/weaviate/weaviate/blob/2a5balec68fe2dObb69b85ccf30d8bd07ef7cfa5/usecases/backup/zip.go#lL241-L262

<> Code

2

621 Bytes

/7 target file
target := filepath.Join(u.destPath, header.Name)
switch header.Typeflag {
case tar.TypeDir:

if err := os.Mkdirall(target, @0755); err != nil {

return written, fmt.Errorf("crateDir Xs:

%", target, err)

) to escape the restore root and create/overwrite files at arbitrary locations within the application’s privilege scope.

segments; normalize the path and then verify that

) segments, or link entries, and because the code only uses

= & 0

HackerOne
BugBounty

2712] FFE ML

Accept

32/37



03 Z=ME g}

e k8s Misconfiguration
o Q@IAA FOFH M

E

|

I

°
osk
ot




k8s Misconfiguration

| FHiuIEIA 8 B a2 e U =23y,
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Kubernetes RBAC ##

MTHE s, A3

AT

- s
=51

32e| £ RE

|2E SIS,

ME BB 2ot Y MY YHE
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| @ 12

sl

Methodology for Identifying Security Threats with Kubernetes RBAC

Relationshi

JaeHyeong Shin'", GeonHee Kim', SooHyun Kim',

Minsu

p Analysis

JiWoo Nam'. YoungMin Eo', YuKyung Jeon',

Kim*

RBAC, Misconfiguration, 3

1. 8

QA m

HUIEI 2
T HO T
RBAC(Role-Ba:

FHUIE!

- apiGroups: [ ** ]
resources: [ "nodes”,"pods" ]
verbs: [ "get", "list", "watch" ]

|

- apiGroups: [ ** ]
resources: [ “events® ]

(18 2\ NuhaFQ Nada Datrh

volcano ' pubiic

' master

volcar
.github
benchr
cmd
config
defs
docs
examp
hack
installe

license

Removing litmus sa #
1+ Merged

U Conversation

@ paigerub:

Descri

Removing

F T T T S R

{{- with .nodeSelector }}

Kubescoop

c: true
StPID: true
hostIPC: true
automountServiceAccountToken: false
: ClusterFirstWithHostNet

nabled }}

capabilities:
add:
- NET_ADMIN
SYS_PTRACE
- SYS5_ADMIN
- S¥5_RESOURCE
- DAC_OVERRIDE

drop:

{{- toYaml .resources | nindent 12 }}
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CVE-2025-59528
CVE-2025-59934
CVE-2025-59527
CVE-2025-62505
CVE-2025-62156
CVE-2025-61687
CVE-2025-58044
CVE-2025-62379
CVE-2025-59426

CVE 62 x| 3! 2=CH7]
Argo CD
(Open Redirect)

Gateway
(SSRF)

Activepieces
(Blind SSRF)

Directus
(Open Redirect)

Rocket.Chat
(Open Redirect),
(Blind SSRF)

HIHERE| 271 CVE ¥ 7|
Weaviate
(ZipSlip)

Weaviate
(Path Injection)

Onlook(32)
Langflow(32)
Payload (27)

Dify (1)

Node-RED (1)
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