SONALL TS &3 AH[A
(Infringement Incident Response Notification Service)
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< SFRUHAZISHE(KISA) oAt d1 A SA ) >

20214 20224 20234

T T -iitd i Chitd S higd - iitd
g E= 298 342 473 669 | 664
Al 640 1,142 664

(SH: )
TE 20194 2020 20214 20224 2023 8E

DDoS &4 155 213 123 122 159
otM3aC AP QI 59 140 234 347 218

Al AE S 204 250 283 673 513

A 418 603 640 1,142 890

(At=2: Sh=AHUTIZ R, 20238FE 7|E)

AsiAba A3 A4t vjd S Hob ZhAl 2 91 oS 53 4
HokS 9gshe 4L AL Askstn Wi AetiL, AARE Kok st




he

s . Linux BOT 2= 1013
Running Cyber Threat Response Service
Date: 2023/10/0% 22:13:20

—|— 0S5: Ubuntu 18.04 LTS
| 4

Comments: LINUX L T} A| A S 2|H ZHZ E

O
Option: F7HE2I HE= /2|54 S48 = €T

\ l i R R oA A7 2F102 ~ 152 48 olH

IQ.-‘:‘"-.:”:] QEEI::::INEE GRR_EGTHH' E:F:lll'j?
GRR |28 @S YLICH

| TIME: Tuesday, January 21 4:00-4:30pm
WINDOWS L I} A AR 2 % H22 HE TIPS

Z VI rUSTOtaI Ol &F AlZF S 302 ~ 142 41 0




ZTZ=ME 712 - GRR

GRR(Google Rapid Response) C GRR

@ GRR User: admin S

C.540cdacade091162
Status: (@@ 47 seconds ago

{9 c-76-126-2-142.hsd1.ca.comca Online Subject Host oS MAC Usernames First Seen Client

Version version
st.net
ubuntu.us-
Host Information -
PSR R @  C.031daddc6df8fabe zecn:\rs:adic— 18.04 201008000105 oy 5000-06-17 18:19:56 UTC 3401
Start new flows ! . p.or.tal ‘ 00:00:00:00:00:00 o

Browse Virtual Filesystem :
278216.internal
Manage launched flows

Aifarcicatss @  C.540cdacade091f62 2020-06-18 19:51:04 UTC

MANAGEMENT




ASIALD CHS ¥ MH|A MH[A 29

~
> GRR
.
- ®
GRR AP Powershell PowerGRR VT AP] Shell
Windows Artifact Linux Artifact

s slack
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Attacker Use Path, File Path, Network Info

Find Path(File)

VirusTotal Upload

Check Malware

/data/2023_MM.json

YYMMDD_HHMM.|json

Check data 100000

File
Path

Message
To
Slack




LiINnuX

Attacker Use Path(C2), File Path, Network Info, Registry, -

Find Path(File) VirusTotal Upload Check Malware | Message
S
/data/2023_MM.txt YYYY_MM_DD.txt Check data 100000 Slack




TIEH O
a| = A

9.

02 , & A =2 ~XI5I0 YYYYMM_main.txtE SES;
MIRTE ATT&CK2} EQt 3|Al 2| LE S

CyMHE AIZE Z2
YYYYMM main

AT

‘= BE&, |—1\_

F YYYYMMDD HHMM I}t H|ﬂ6r04 /diff_date/YYYYMM_HHMM X &

total ©
SITWXTWXIWX
SIWXTWXI—X
total ©
total ©
total ©
SITWXTWXIWX
SITWXTWXIWX
total 32

total ©
total ©
total 20
-YW-Y——Tr—-—
-YW-T——T——
total ©

=

=

=

plitoo plitoo @ Jun 11 05:11 agent.2397

plitoo plitoo © Jun 11 ©5:11 X©
gdm gdm © Jun 11 05:10 X1024

gdm gdm © Jun 11 05:10 1214
plitoo plitoo © Jun 11 ©5:11 2397

logstash logstash 32768 Jun 19 07:52 7711

root root 10918 Jun 18 10:56 index.html
root root 612 Apr 6 23:20 index.nginx-debian.html

«Normally Path infox

+total ©
+sTrwxrwxrwx 1 gdm gdm © Jun 11 ©5:10 1214
+srwxrwxrwx 1 plitoo plitoo © Jun 11 ©5:11 2397

total 32
——IW——————— 1 logstash logstash 32768 Aug 31 06:51 91464
+=IW——————— 1 logstash logstash 32768 Jun 19 07:52 7711

total ©

total ©
—-total 5360
——rWXr-xr-x 1 root root 5455872 Jun 19 09:53 Exaramel-Linux
——rw-r—--r—-— 1 root root 10918 Jun 18 10:56 index.html
——rw-r--r—— 1 root root 612 Apr 6 23:20 index.nginx-debian.html
-=IW-Yr--Y--= 1 root root 294 Jun 19 09:53 obfuscated_webShell.php
-—IW-Ir—-=-Y-— 1 root root 5 Jun 18 10:57 ple.exe

-=YWXT=Xr-=X 1 root root 2760 Jun 19 09:53 test_webshell.py
-=YW-Y--Yr-— 1 root root 844 Jun 19 09:53 webShell.php

+total 20

+-rw-r—--r—-— 1 root root 10918 Jun 18 10:56 index.html

+-rw-r--r-- 1 root root 612 Apr 6 23:20 index.nginx-debian.html
total ©

*Normally Path infox

date/ Jo JQMM_main.txt

data/ jJo JQMMDD_HHMM.txt




-
A=A

J.

o /diff date/YYYYMM_HHMM XA 20000000|42| L} O0| RCHH HashZ HH2HSICE

- HZISH H H = /diff_hash/filename.hash 2 N &
- ST SHA[Z virusTotal APIE 0| 83}0] §=2E = A

plitoo@grr server:~/GRR IR service/linux/diff_hash$ 1ls -a
plitoo®grr_server:~/GRR_IR_service/linux/diff_hash$ cat Exaramel-Linux.hash hermez.hash
a9a0al881al139bc7dlbé69acf629adsc36elfb3e80120f4flbbedbel92al77c7a
8d3T68b16T0710T858d8c1d2c699260ebT43161ab5510abbBe7bab67bd72¢c965b

Linux_BOT 2= 10:15 ®
Ubuntu 18.04 LTS ?Ezlﬂf (1) 1security vendor and no sandboxes flagged this file as malicious

. ! 57 a%alalg881a13vbc/dlbéYactféZz2faddc3ifelfnIeB 012014 hsaedaal92a177c7a
CHAF AR /var/www/html/Exaramel-Linux -

E1} Sl Al:
a9a0al881a13%bc/d1bb6%acf62Paddc36el1fb3e80120f4f1bbedbelP2al /77
[?-EI Community Score
U YHE: 1/57
VT A A2t 2023/10/09 09:15:35 DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 4
VT 23 &3
https: /www.virustotal.com/gui/fle/a%alal881al13%bc/d1b6Facf62%ad4c3
6elfb3e80120f4f1bbedbelT2al//c/a/detection/f-
a9a0al881a13%bc/d1bb6%acf62Paddc3b6elib3eB0120f4f1bbedbelP2a1 77 Security vendors' analysis (D
c/a-1680334384

Exaramel-Linux

E] Virus Total elf  &4bits  detect-debug-environment

Crowdsourced YARA rules (O

Microsoft (D Backdoor:Linux/Vigorf.A Acronis (Static ML)
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Slack Start | A| K]
& LIO|AH|DH F A

glls GRR_BOT & o2 7.5
*Windows PC FItt GRRO] Malix| &L Ct.

TFTr T Runing GRRT r I

FSAIZE 2023 108 19Y 19A] 192 32%_windows PC

Ofl &FAIZH 30 ~ 1:30 22 0f| &

FldARE S 24O powershell 23 & E
/windows_progress= g5l £HR ZF LH 'CQ; process.txtoﬂ X-l jcc>|-

I Import-Module C:4PowerGRE-0. 12, Powe rGRR-0 12, OFowe rGFR, ped1 -force
¢ JEPFCredent ial = Microsoft . PowerShel |, Securitvliaet—credent ial -Userfame adnin Message "R 21 password ZEZ J|CR2IHE”
FTEDIE £
Cl ient ConputerNane = hostnane
FAZE clientE 25 B9 (clientid?t 25 BIE.)
SALL_Clientid = {Get-GARCI ient |dFromComputertiame $CIient _Computeriame) Clientid
#=2C0|HEIDH 22 20/=2 (client host nameZ )
Set GFALabe | -Conputeriame 3C1ient Cosputeriane -Label Park
FERH0IHE |[E e Z =Y
bclients = Find-GRRC|ientBylabel —SearchString Park
FEZH A HE FH| + huntid2t 238 Bl HE
bHunt id_svstem! = Wew-GFRHUNt -HuntDescription “file svetem path hash savel” -Flow FileFinder -RuleType Label -Label Park -ictionTvpe Hash -Mode 410 HITS -Path 'C:
BHant id_system! . hunt_id = huntid, txt
HERHE A|E
Start-GRRHunt —Hont 1d $Hunt id_svsten  hunt_id

GRR Client Hl =



.- hash_setl SEt{entP ["payload” ][ hash_entry™]["sha256"] for entry in datal["items"])
hash_set2 set{entry[ “payload™ ][ "hash_entry™]["sha256"] for entry in data2["items"])

u sl

Ll AIZHHIAH 0= =M AITSIEE

r —Once —At (Scurrentlime Jﬁddf1lnLrtE:L i unique_hashes = hash_setl.symmetric_

= = O L— = |
it = ] _-J_ C_

di

==
fe

f rence{hash set?)

— = —
=

| 5 OIS0 E2IHE AZTLICH SHIEA B i
bl n — $tr‘hqner' —_iction © unique_entries = []

mu .
o

i F
@ 9

+ =
12
1

A
~—+

o

for entry in datal["items"] + data2["items"]:
if entry["payload”]["hash_entry"]["sha256"] in unique hashes:
# T!",j Er_-l |_|-_ : i = LTS . sha256 = entry["payload”]["hash_entry”]["sha256"]
shal = entry["payload”]["hash_entry”]["shal™]
md5 = entry[”payload”]["hash_entry"]["md5"]
path = entry["payload™]["stat entry”]["pathspec”]["path™]
timestamp = entry["timestamp"”]
unique Entﬂy = {
- "index": index,
ps_ EEPlpt = f "sha256": sha256,
Import-Module C:\\PowerGRR-8.12.8\\PowerGRR-@.12.8\\PowerGRR.psd1 -force; ,i;:f_};:al’
$GRRCredential = Microsoft.PowerShell.Security\\get-credential -UserName admin -Message 'GRR 215 password 2EHF 7|CrE[M “path™: path,

Get-GRRHuntResult -HuntId {huntid} systeml -Show]SON > C:\PowerGRR-8.12.8\PowerGRR-8.12.8\py slackbot test\json ret\\tes “timestamp®: timestamp

$trigaer. Bepet

}

unique_entries.append{unique_entry)

— — —_— —

T =lO

index += 1

=
= -.-.,-I.,—-\. LA F
= L T =

with upen{ C: RHPGuﬂrGHH 8.12.8\\PowerGRR-8.12.8\\ret_grr.psl”, "w") as script file:
74 J_l_l.

script file.write(ps script) =
x7| A2t

ps_ EEFlpt path “C: EkPDdﬂPEHH 8.12.8\\PowerGRR-8.12.8\\ret_grr.ps1”
username = “admin” ()}|:?2|;7|-

password = "parkl@e4”

process = subprocess.Popen(
[ "powershell’, "-ExecutionPolicy’, "Bypass®, "-File', ps_script path],
stdin=subprocess.PIPE,
stdout=subprocess.PIPE,
stderr=subprocess.PIPE,
text=True




T

o
-

O
| I

o

|.'..| | F A
GRR_BOT & 2=
" GRR A|AE] HZELICH

s

GRR START TIME: 20233 102 19Y 19A| 40

WINDOWS Lj T} AJAE L{E ol Az &2

TIT M5 L
"urn®: "affd:Shunts/oBEABASET2F95A0"
"hunt_id": "&BEAB7A3672F35A9",
"humt_type": "STANDARD",
"name": "GenericHunt",
"state™: "PAUSED"™,
"flow_name": "FileFinder",

"flow_args": {

"paths": [
mC 1\ WWINDOWS Y\ *5"
"Cay\Usersy \ # ",
"C:\\ProgramDatal\**",
"C:\\$Recycle.Bini\**"
"CivASystem Volume In 'FCI TE_—iEI'I.'-.'._H“"’

"C\Tempi \**",
"C:\\5ystem Volume Information\\**",

rH [

13%

S

i Yo sl
e
=)

"items™: [
{
“client_id":
"payload”: {
“stat_entry”: {

"st _mode": 33286,

"st ino": 281474976774258.

"st_dev": 2319326956 :71

"st nlink™: 2,

st uid”: @,

"st gid": @,

"st size": 882,

"st_atime”: 1575738764,

"st mtime": 1555613348,

"st ctime": 15757368764,
"st flags osx": @,

st flags linux™: @,

"pathspec™: {
“pathtype™: "05",
“path™: "/C:/Windows/addins/FXSEXT.ect"™,
“path_options”™: "CASE LITERAL"

1t jsonIt e

}
¥
“hash_entry™: {
"sha256": "63ROh8c5vigYloSoSvz2Am+DAQxXIII10x4u/Fcl
"shal™: "b1l8hegHyIllvl13ueZb/sd+Ggls=",
"md5": "GFFfjdrullDIHXaPLASxFw==",
“num_bytes": 862
}

1
J

“payload type”: "FileFinderResult”,
"timestamp”: 1696711791893263

"index": 1,

“shal™: "gkS5sg8BS5BzESIRzIS31AS3IIVDSCc=",

"cha256": "VoAnnjtrFYQEz79QcOM7QIY+KIp7sjA4Kx8/YRYpnHU=",
"md5”: “gguXQpsBUedDcIs3aAfual=="

“path™: "/C:/Windows/bfsvc.exe",

"timestamp™: 16967328980534088

"index™: 2,

"shal™: "A/eBSV2ZPTW3YirIIhRBOKcziQdk=

"csha256": "7iVE42tmgeZa(QxFthd6SeX2tduFVOTNOdBGToYQLEXE="",
"md5": "4zp5VsdvaXgkYZid3FwQHg==

"path™: "/C:/Windows/bootstat.dat”™,

"timestamp”: 1696732898853485




entry = unique entries[@]
sha256 hash = entry["sha256™ ]
print(sha256 hash)

tile path = entry[ " path™]

scan url = t https://www.virustotal.com/api/v3i/files/{sha256 hash}"”
headers

apl key

response = requests.get(scan url, headers=headers) if total engines
file risk = T : {malicious engines}/{total engines}”

else:
file risk = " : : T~ HE"

formatted date = korea time.strftime("%Y-%m-d %H:%&BM:%5")

current_time = datetime.now()
formatted time = current_time.strftime(™%Y-%Em-d HH:&EM:%5™)

file status = scan_result["data™]["attributes™]["last analysis stats"]["harmless™]
if file status > @:

status message = "4 Z4p: ofd O = USULCH. S2AHAH 2ClotMd e,
else:

status message

vt link = f"VirusTotal IL}E




@GRR_BOT /windows_result

GRR_BOT 2 2=s10
Windows PC GRR ﬁ-l-l' b27ed6e2310107d12659ad25193d177a952ca9652dc27d96978327e8610395eb Q 1 & CP &  Signin

LA H2: /C:/app_apk/1945-Air-Force-v11.17-mod.apk =

Bt sl Al: 3746200CC2375E5BFED994DATD2CARS467608AFDOF
U SHE: I QIEE: 2/75

AZH 20k U2 oHFs EYLICH

VT M A|ZE 2022-11-d 12:55:17

ZE AlZh 2023-10-d 20:10:41

(1) 2 security vendors and no sandboxes flagged this file as malicious (¥ Reanalyze = Similar ~ More ~

2] VirusTotal

b27e46e231b107126592d25193d1772952ca9652dc27d969783... ‘ Size Last Analysis Date ‘
APK

-1945-Air-Force-v11.17.apk 157.95 MB 11 months ago

android  apk  contains-elf runtime-modules  reflection  telephony

Community Score

KM LHES 204 oH Fof F3HES SR ‘ AR-E ‘ i.'\, DETECTION ~ DETAILS  RELATIONS ~ BEHAVIOR  COMMUNITY

Linux_BOT =% 1018 Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.
& Ubuntu 18.04 LTS #2t:

i F2:/var/www/html/Exaramel-Linux Security vendors' analysis () Do you want to automate checks?
a3 A 2] VirusTotal

a%9a0a1881a139bc7d1bb6%acf629ad4c36e1fb3e80120f4f1bbedbe192a177 Fortinet (T) Android/Agent.JDUttr Trustiook (T) Android PUADebugkey

c7a

me s 1/57 Acronis (Static ML) () Undetected Ad-Aware () Undetected

VT &34 A2} 2023/10/09 09:15:35

VT 33 ¥3: AhnLab-V3 (©) Undetected Alibaba (@) Undetected
https:/www.virustotal.com/gui/file/a%a0a18812139bc7d1b6%acf629ad4c3

6e1fb3e8012014f1bbedbe192a177c 7a/detection/t- Al¥ac () Undetected Antiy-AVL (¥) Undetected

a9a021881a139bc7d1b69act629ad4c36e1fb3e80120f4f 1bbedbe192a177 ‘
c7a-1680334384 Arcabit (V) Undetected Avast @ Undetected

»? VirusTotal
VirusTotal
VirusTotal




-+ Hnux -

+ HMZm| =Tt

~—p ~ ~

LISTEN -
tcp Q %}
LISTEN -
-tcp o 1
SYN_SENT -
-tcp o 236
ESTABLISHED -
-tcp6 %) Q
LISTEN -
+tcp (%) %)
LISTEN -
+tcp %} 1
SYN_SENT -
+tcp o 236
ESTABLISHED -
tcp6 (%] %)
LISTEN -
-udp %) Q
+tcp6 o (%]
LISTEN -
udp %} (%]
udp %} %)
udp %) Q
udp (%] 2
-udp6 %) Q
+udp (%) %)
+udp6 Q Q
udp6 %) Q

Ubuntu 18.04 LTS Z3}:

0.0.0.0:5601

192.168.246.194:59000

192.168.246.194:22

:::80

0.0.0.0:80

192.168.246.179:48806

192.168.246.179:22

w1631

0.0.0.0:42593
:::80

127.0.0.53:53
0.0.0.0:68
.0.0.0:631
.0.0.0:5353
:::39290
0.0.0.0:36378
:::60085
o353

7]
]

CH&F HZ2:/var/www/html/Exaramel-Linux

Z1} SHAL:

0.0.0.0:%*

192.168.246.148:9200

192.168.246.144:35650

R

0.0.0.0:*

192.168.246.148:9200

192.168.246.144:48540

a%9a0a1881a139bc7d1b69acf629ad4c36e1fb3e80120f4flbbedb6el192a177

c7a
o e x: 1/57

VT ZA A|ZF: 2023-10-09 17:30:30

VvT Z3 2 3:

https:/www.virustotal.com/gui/file/a2a0a1881al139bc7d1bé6%acf629ad4c3

6el1fb3e80120f4flbéedbel22al77c7a/detection/f-

a%9a0a1881a13%bc7d1bé6%acf629ad4c36el1fb3e80120f4flbbéedb6e192a177

c7a-1680334384

»? VirusTotal
VirusTotal
VirusTotal

B HISIE/MEHSSHI} o= g.57
@Linux_BOT /linux_start

@Linux_BOT linux_start

#linuxOl| HIA|X] ELHZ|

+ Aa ® @ O ¢ @

> virusTotal

ur

o>

QD viE




information... ~

&7 SJWAUaol=

A 2i =

2 o} a2l =125
- L - . - =23

by AT

HH

2 a
Finunx

test
windows

=2 =70

CHOI== Al X
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