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#echo "2t 2 IJE y-e1®

SECURETTY=/etc/securetty
SECURE=$(cat $SECURETTY | grep -i "pts" | wc -1)
SSH=/etc/ssh/sshd config

if [ -e $SECURETTY ] && [ -e $SSH ]; then
SSHD=%$(cat $SSH | grep -E "PermitRootLogin yes|PermitRootLogin no” | awk '{print $2}')

if [ $SECURE != 0 ] && [[ $SSHD == "yes" ]] ; then
echo "U-01 F ¥ & " >> result.csv
elif [ $SECURE -eq 0 ] && [[ $SSHD == "yes" ]] ; then
echo "U-01 3| & 4" >> result.csv
else
echo "U-01 ¥ & A" >> result.csv
fi
else
echo "U-01 A& 4" >> result.csv
fi

#echo "3t 2 FE U-02"

PW=/etc/security
PwWD=/etc/security/pwquality.conf
MIN=$(cat $PWD | grep "minlen" | awk '{print $4}')

if [ -e $PW ]; then
if [[ ${MIN} -ge 8 ]]; then
echo "U-02 ¥ & 4" >> result.csv

else
echo "U-02 3 Y & " >> result.csv
i
else
echo "U-02 HZ 4" >> result.csv
fi

#echo "S5 ZE U-03"
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#echo "+ = I = U-65"

PH=%$(echo $PATH | egrep "\N.:|:z:]:.:")
if [ -z $PH 1; then

echo "U-85 2FF 4" == result.csv
else

echo "U-85 = 2f 4 " == result.cswv
i

#echo "S5 I &= U-06"
DIR=%$(find / \( -nouser -o -nogroup \) -print 2=/dev/null)

if [ -z S$DIR ]; then

echo "U-06 2F & A " == result.cswv
else

echo "U-06 = 2 4" == result.cswv
i

#echo "ot 5 D &= U-07"

PWD=%$(1ls -1 setc/passwd | awk '{print $3}"')
PsSwWD=$(stat -c "%sa" setc/passwd)
ifT [ "$PWD" == "root" ]: then
it [ $PSWD -le 644 ]: then
echo "U-87 & &F 4 " == result.csv
else

echo "U-07 F| < 2" =>> result.csv
i
else
echo "U-087 = 2f 4" == result.cswv
i
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#!/bin/bash
#echo "} =22 IJF E UY-19"
Ls -lL /etc/xinetd.d |grep finger > /dev/null 2>&1

if [ $? -eq 0 ]; then

echo "U-193| Y & " >> result.csv
else

echo "U-19 ¥ & 4" >> result.csv
fi

#echo "= ZC U-20"
if [ -f /etc/vsTtpd/vsfitpd.conf ]; then

if grep -q "ftp" /etc/vsftpd/vsftpd.conf; then
echo "U-20 & & A" >> result.csv

else
echo "U-20 Z| < & " >> result.csv
fi
else
echo "U-20 A4 & " >> result.csv
fi

#echo "§=2I L U-21"
files=$(1ls -alL /etc/xinetd.d/* /dev/null 2>&1 | egrep "rsh|rlogin|rexec" | egrep -v "grep|klogin|kshell|kexec")

if [ -n "$files™ ]; then

echo "U-21 Z < 4" >> result.csv
else

echo "U-21 ¥ & 4" >> result.csv
fi

#echo "R IFE y-22"
cron file="/etc/crontab”

cron_owner=$(stat -c %U "$cron file")
cron permissions=$(stat -c %a "$cron file")
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M!/bin/bash

#echo "S+ = AL U-42"
echo "U-42 Z| < & ">> result.csv

#echo "S+ = A E U-43"
echo "U-43 A4 A" >> result.csv

#echo "+ = A E U-72"
echo "U-72 A4 SI" >> result.csv
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! /binsbash

if grep -gF "81" error.txt; then

echo "U-81 £ 3 Y O} " == finish.csv

echo "root A3 HHEHZ HE" »>> finish.csv

echo -e "[Telnet MH| A A8 A Ivn 1. 'Jetcs/securetty' MY M pts/x 43 HAH T=, 4 Hawn 2. "setc/pam.dflogin® oY =3 T =, 47 Y (=34 H) #uth r
rity/pam_securetty.so\n [+ # &) auth required /lib/security/pam_securetty.so" == finish.csv

echo - "[SSH ME|A AEA]Ivn 1. viBHIE O E&H 'fetessshssshd_config' oY FH2(wvn 2. Orei e 20 4 HH T, 474 4 Ywn (=3 M) #PermitRootLogin Yes\n
FootLogin No® == finish.csw

echo "" == finish.csv
fi

if grep -gF "82" error.txt; then

echo "U-82 £ 3 Y SHLf" »= finish.csv

echo "TIH A2 S &4 93" == finish.csv

eche -e "1. J{AHYE &Y 43 oY ZFyn #etc/security/pwguality.conf MY = H\n 2. AN HHS 4 HE\vn password requisite pam _cracklib.se try first_pass
lcredit=-1 ucredit=-1 dcredit=-1 ocredit=-1" == finish.csv

echo "" == finish.csv
fi

if grep -gF "83" error.txt; then

echo "U-83 £ 3 H¥ CLf" == finish.csw

echo "3 4 &2 YA 93" == finish.csv

echo -e "1. vi &7 E 0|&5W *fetc/pam.dfsystem-auth' TFY H2|m 2. Ofei 2 &0 =34 E=, 473 #2vn auth regired flibfsecurity/pam tally.so deny=5 unlock til
ootyn account reguired /lib/security/pam tally.so no magic root reset" == finish.csv

echo “* == finish.csv
fi

if grep -qF "84" error.txt; then
echo * U-84 £ 3] 2 91" == finish.csv
echo "IN AL MY EE" == finish.csv
echo -e "1. #pwconv ---»> = F A E Ha HE ¥ \n 2. #Fpwunconvy ---> Y IHAZYLE HA HE Cf® " s» finish.csv
echo "" == finish.csv
fi

if grep -gF “85" error.txt; then

echo "U-85 £ 2 2% 2L " => finish.cswv

echo "rootZ , WA ClHE3 FEH L IjA 43 == finish.csv

echo -e "1. vi BYINE NEFHH root HFHC 93 Lty (~/.profile & Jetcfprofile) B \n 2. Ot @ 20 +=F\wn
»= Tinish.csv

=$P,
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#!/bin/bash

while true :
do
./moglog/moglog/result.sh # Y4 2 C &4 otg
./moglog/moglog/nds.sh # O| 48 ¢ 2 Ct & ot¢g
break
M done
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B!'/bin/bash

while true :

do
echo "ACCOUNT START"™
./moglog/moglog/account.sh
echo "ACCOUNT END"
echo ™"
echo "FILE START"
./moglog/moglog/Tile.sh
echo "FILE END"
echo ™"
echo "SERVICE START"
./moglog/moglog/service.sh
echo "SERVICE END"
echo ™"
echo "LOG START"
./moglog/moglog/log.sh
echo "LOG END™
break

done

grep "% " result.csv == result.txt

count=0
countl=9e
count2=0

while read -r line

do
if echo "$line"™ | grep -q "2 "; then
count=%{({($count+3))
elif echo "$line™ | grep -q "= "; then

countl=%(($countl+2))
else
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users=§{grep /bin/bash /etc/passwd | cut -fl -d:}
echo "AtE A , 2392 R ()22 (YY), =222 MM BHEE" >> result.csv
sed -1 '1s/7/wny/" result.csvy
rm userstime.txt
for user in %users; do
last “"suser® | awk '{if(%$1==""'$user'") {print %4, %5, $6, %7, $8, $9}}' | awk 'l/crash/ && !/still/ && |/logged/ {print}' > "S{user}.txt"
if [ -s "${user}.txt"™ ]; then
echo "${user}.txt save to file completely”

else
echo "${user}.txt save to Tile False"
fi
file="${user}.txt"
login times=(%$(awk '{split(%4, a, ":"); print a[l]}"' "$file"))

login months={%{awk '{print 4$2}' "4file"))
login dates=($(awk °{print %3} "$file"))
logout times=(s{awk '{spliti($6, a, ":"); print a[1l]}' "$file"))
total login=8
total logout=@8
for time in "${login_ times[@]}"; do
(({total login+=time))
done
for time in "${legout times[@]}"; do
{{total logout+=time))
done
if [ "${#login times[@]}" -gt © ]; then
avg login=%((total login / ${#login times[@]}))
else
avg login=@
fi
if [ "${#logout times[@]}" -gt ® ]; then
avg_logout=%((total logout / ${#logout_times[@]}))
else
avg logout=@
fi
echo "Al 2 3} : suser" == userstime.txt
echo "2719 B4 Al?b: $avg login" =>> userstime.txt
echo "EJ0% A Al 7H: favg logout” == userstime.txt
for ((i=0; i<${#login times[@1}; i++)); do
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B! /usr/bin/python3

import tkinter as tk

from tkinter import *

from tkinter import ttk

import paramiko

import subprocess

import os

import tkinter.messagebox as messagebox
import shutil

import requests

from io import BytesIO

from PIL import Image, ImageTk
import tkinter.font

# MOGLOG v1.0 GUI & 4o

window = tk.Tk()

window.title("MOGLOG v1.G")
window.geometry("1100x650") # & 32| €3

# SSH 9 &2
ip_address
username =
password =
ssh client
result_output = "'

45

# U E WA
bg canvas = tk.Canvas(window, bg="white",width=1800, helght=600)
bg_canvas.pack()

# "4t Ooe 44
intro_frame = tk.Frame(bg_canvas)
intro_frame.pack(side="left",padx=8, pady=10) # 2= & oo 207

# "AZ" 2OolE MM

intro_label = tk.Label(intro_frame, text="4 ", bg="gray", width=508, height=2)
intro_label.config( font=("Helvetica", 10, "bold"))

intro_label .pack()
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=74 Bepy e M| =txt

@ ZIE G Al AE T} HAS

[rootélocalhost ~j# pythoﬁ3 t/mbéiﬁgZ.py
/usr/local/lib/pythonB.6/site-packages/paramikoa

lecated 1n cryptography. The next release of cry
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A% Bopy met A=

M'—‘
o [ root@localhost ~]# python3 ./moglog?Z.py
wsa of/usr/local/lib/python3.6/site-packages/paramiko/t ransport.py:32:
ecated in cryptography. The next release of cryptography will re
eqm| From cryptography.hazmat .backends import default backend
-2z 4SSH HE 0| 4522 +HEASLT.
wedAdEE MIYE 452 YopgASHT.
_ qu~|moglog/
- na gmoglog/account .sh
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moglog/service.sh
. o IM0glog/1log.sh
Saaudmoglog/error.sh
- step|M0glog/ result.sh
faguqmoglog/moglog.sh
_step2|M0910@/Nds . sh
aveor |l A 3 2l E /root/moglog/moglog/moglog.sh £ 0] d&3sigS L C.

JSewlscript.tar I A7 2R EASLCH.

J? e

T
=

LF

s

/root/moglog Cl|A €2 A7 Y20z gaedsUg
- "Fa =

AE : GUI 7Her @ 2744 A




Contents 02 IZHIE X|SH HHH Ol jdl | 42 @

MOGLOG v1.0 -

271 HYE det | Zpx}

AHE 2t OIAMIIS BAISH T2 1URILICH AW HREOUMI

Connect EICCHA) A|AE e HES
BiLich
MogLog v1.82 Linux AAED| FOUHHE ACHED 27 7|H .5 gy OE  ZaEd (23)

| L OE Ol WY R =7 N
¥R AT 20219 'FRYLELIINAIY 718Y MUY ) | t\'/
S B B 4M 70T S JIHO2 SRSLCH ﬁi;l! Al &S Hors mict gl f [
O| Y BIX|S o WRL|C)
- A3 2 BULE AW MA 2 147 B E—
0E : £449
- Iy 9 ClME2 &2 @ UMASK 43 &2 2 187 o= UY : ARG
Y : O W HA =7 N
=] § x| E} | 0| A
- MHIA E2) : ftp MulA =2 9 347 @S 27} gol Er ;ﬁ" Eli%l%ﬂ?i} Elx.—;:ﬁ;l
Bl o . s . steigt|ch.
- IR 2] 0 2Y 2SR 3 A0 FoAR A8

- 2] &2 212 13 dE 9 B0 9 17 2=
02 : HL

B HEHORMT

AW : MUY WY &3 MY

Exit Elck Al 2HaAHEE 10

* Ol O DAL B4 RIS 2250 5 EMS 53
W2 0192 ¥& 7SS Oy WYE WO § 2 JI=8

StEALICE.
- Stepl. Linux A|ARIE AMBZIQ| ¥& 7188 /YA OB : UIE
HELZ MAY £ YO0 OINUASRE 0 B NI=S Y HEHOHHD
APEBILICE. ‘ e Ao AC T3 ofw
- Step2. Zt L 7123 20t ARAME WE L AUS v Uy
Jﬂ*lslﬂl HIZRILICH. D,Q.G%n L’&;ﬁ
Ay

- Step3. H|Z ZDO| M2 WF H I|Z0A KL O l==x|] 2 o= - A
DAPHS 1AIZt R OM/AD/YIY THR EREUC JBU AN FEEEHHD

===l . Ay : AU AT T3 Y

FE : GUI 7HE I EIM FA




Contents 02 IT=2%|
E X|SH "dieH Ol
—o et L
oH X 7 = L =2
Al &S
= C ‘ 43 |U-26 B2 A ;
3 [U-01 3{ef A i; E'E? Ha &
4 |U-02 ¢ Al -28 U At
5 |U-03Ls Al 46 |U-29 HH &
6 |U-04Um Al 47 |U-a0Ed o
7 |U-4q 3o = 48 |U-31 2SS Ab
8 |U-45 Z2f & 49 |U-32 s Ab
9 |U-46 ot = 50 [U-33 FoF At
_10 [U47 3% B 51 |U-34 F|oF o
11 |U-48 3 & 52 (U-35 P At
12 |U-49 F|ot 3t 53 |U-36 BA At
_13 Usoys @ 54 |U-37 EHZ A
_14 |U-51 %< 8t 55 |U-38 HAH At
15 U522 & 56 |U-39 =2 Af
16 |U-53 && 3} 57 |U-40 HH At
17 US4 SE st 58 |U-41 &z Al
_ 19 |U-06 ¥B A 60 |U-61 =|2F 5
20 (U073 o 61 [U-62 $|;I: ot
2L (U088 o £2 |U-B3E = S
22 |U-09 F|oF Al 63 |U6 ::]:-Ia il
23 |u-l0 39 A ea U 1US =
24 |U-11 3(9F A c 65 HEH =
25 uL2gs Al 5 [U-66 2t =
26 (U133 A 66 |U-67 U2 =
_27 VLEE Y 67 |U-68 M 5t
28 |U-15 HA At 68 |U-60 XA =
29 |U-16 HH A 69 [U-T0Us =
30 |U-17 E e A 70 |U-T1 ks =
31 |U-18 $|2F A 71 |U-42 F|9F A}
72 (U-43 HE Ab
73 (U2 HEHA S




Contents 02 T=HIE X|gH diH Ol 7HH | &2 ©
result.csv = LibreOffice Calc
mE) WEE) =221 280 M40 =441 dbogD IFw Z==TMH)
5 -8 -0 HEdMN’ TR e E - &
& | (=2 vii[lo v/ & 4 = EEE
v fx 2 = AEXR
B | C D E G |
Ol AKE) 2O YRHY) =IO AL E:=
3 centos May 23 1032
4 |centos Apr 19 15 Or&
5 |centos Apr 19 1581
6 |centos MNov 8 14 OrH
7 |centos Nov 8 14 OrH




Contents 02 IZHM|E X|sH HiH Ol 7db | | o

J-01 =X] 2 ohl

root HE RHFE M

[Telnet A{H|2 AR A|]

1. Yetc/securethy’ PO A{| pts/x A& M E&=, T4 X2

2. Yetc/pam. d/iogin' It 3 S, 4 AR 26 |U-11 EX| g i

(=& ) #auth required /lib/security/pam securetty.so 27 \letc/syslog conf 0t AFXAF 2 ASH U4

(=& =) auth required /lib/security/pam_securetty.so 28 |[CentOS 60| AR
[SSH ME|A MEMJ 29 | #chown root /etc/rsyslog.cont

G40 fetc/
1. viEE 7|8 0|8510] Vetc/sshisshd_config’ Gtel ¥7| g‘i | #chmod 640 /etc/rsyslog conf

2. Op2l2} &0 F4 MM £, M AfE 32 |U-13 =R| W ol
(& ) #PermitRootLogin Yes 33 |SUID, SGID, &% orYEH
(& %) PermitRootLogin No 34 |1 MH e

35 |#chmod -5 <file_name>

36 |2. FI1EQ ZAF WY

U-09 Z=X| A ok 7 | #find / -user root -type A -perm -04000 -0 -perm -02000 %) -xdev -exec |s -al {3\
/etc/hosts Tt 2RA A AR JF 38 [3.9ISA| AFRO| WRE AT RH 1E0D ARSI R Koot W
fetc/hosts’ GhQ S| AFA 3! A HE (AT A root, A8t 600) 39 | Yut AMEXIS| Setuid AFE S MIBHE (Rl2]2] BT 7Hs)

#chown root /etc/hosts 40  #usubin/chgrp <group_name> <setuid file_name>

ftfchmod 600 /etc/hosts 41 |#usrbindchmod 4750 <setuid file_name=

had

U-10 =X| &g ohH :i f’{f:;'fi:;fma

fetc/(x)inetd.conf afel 2FAH X Ast IF -#_I:;huwn <u;er_nam:} =file_name=

/etc/inetd conf GH 2| LFAL I ASH HE (27X root, ABH 600) 46 [2. ¥t AHBXL 47| ABHE KM HEM .

#chown root /etc/xinetd.conf 47 | s#chmod o-w <file_name:>

#chmod 600 /etc/xinetd .conf 48
49 |U-15 E=X|'2E ohi

U-11 &=X| g Ok SO |1 e ALEAL 47| ABE MAHBIME.

7 |/etc/syslog.conf I ARX L ASH A X = ;_TIT;“;“;:;PE—E"?W}

[CentOS 6 0| &Y HR) 53 | =#m —tf <world-writable T} %>
#chown root /etc/rsyslog.conf 54 |
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root@localhost: - 0'X

File Edit View Search Termmal Help

[root@localhost ~|# vi moglog2.py

[root@localhost ~]# python3 . /moglogZ.py

Jusr/local /1ib/python3.b/site-packages/paramiko/transport.py:32: CryptographyDeprecationWarning: Python 3.6 is no longer supported by the Python core team. Thereforg, support for it is depr

ecated in cryptography. The next release of cryptography will remove support for Python 3.6.
from cryptograpny.hazmat .backends import default backend

[root@localhost ~|# vi moglog2.py

[root@localhost ~]# python3 . /moglogZ.py

Jusr/local/1ib/pythond 6/site-packages/paraniko/transport.py:32: CryptographyDepracationWarning: Python 3.6 is no longer supported by the Python core team, Therefore, support for it is depr

ecated In cryptography. The next release of cryptography will remove support for Python 3.6.
from cryptography .hazmat backends import default backend
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