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— - L

1

2 centos:latest (centos 8.4.2185%)

3 ===============================

L Total: 439 (UNMKNOWM: &, LOW: 153, MEDIUM: 253, HIGH: 28, CRITICAL: @)

5

5 | T I T | | |
7 | Library | Vulnerability | Severity | Installed Version | Fixed Version | Title |
8 | I I I I I I
= | bind-export-libs | CvE-2821-25215 | HIGH | 32:9.11.26-3.e18 | 32:9.11.26-4.215_4 | bind: An assertion check can fail while answering queries |
18 | | | | | | for DMAME records... |
11 | | | | | | https://avd.aguasec.com/nvd/cve-2821-25215 |
12 | | I | | I I
13 | | CVE-2022-38177 | | | 32:9.11.36-3.e18_6.1 | bind: memory leak in ECDSA DNSSEC verification code |
14 | | | | | | https://avd.aquasec.com/nvd/cve-2822-38177 |
15 | | I | | | I
16 | | CVE-2022-38178 | | | | bind: memory leaks in EdDSA DNSSEC verification code |
17 | | | | | | https://avd.agquasec.com/nvd/cve-2822-38178 |
18 | | I I | I I
19 | | CVE-2021-25214 | MEDIUM | | 32:9.11.26-6.218 | bind: Broken inbound incremental zone update (IXFR) can |
20 | | | | | | cauze named to terminate... |
21 | | | | | | https://avd.aquasec.com/nvd/cve-2821-25214 |
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['49.12.80.40', '91.189.91.38']
49.12.80.40 ZHAL A|ZE

Fortinet malware
Xcitium Verdict Cloud malware
2 engines detected this file

A A%

91.189.91.38
BitDefender malware
G-Data malware
2 engines detected this file

HES3 AA

netstat 34 £
P =&0510] 2 HAF Tl

lsof E X
[['minerd', '1', 'root', '4u', 'IPv4',

Sl T2 MA A

lsof HHZ E5|

oo=2 o

AEf0] Lio| &

o Ctg ZE2ENA Xt& AAHELICEH.
: Riskware.Linux.BitCoinMiner.1!c
: Linux.Cryptominer.Camelot

: /bin/minerd

docker history 38 & & =7 0[|0[X| 2{|0] F
XS AlsH mp! 24l (ENTRYPOINT)
-> off & I ?iEﬂOILi QEZ SASHH AL T

2l 2N A0 St M E 3lE

'164536', 'oto’

oH
o

O




node

H| I H| O] X|

A dockerimaged 2 HEHEH= 0| X|

&1 H|0| X|

A =4 Z21E MEXOAH 20 3F== H| O] X|

‘ mongo

—

—

—>

docker_img [Z4 Ch7| 2[AE]
static [BH &M Auf]
dynamic [SX &4 Z1t]

fs [ZAD} HTAM]

recent_search [%| 2 ZdAist &=7{ O[O X[]

12



J 2. T2HNE JHdt
2-4. @l AIO|E TZME A EIMENE o=

Docker Detect
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static

Recent Search Docker images

ynprpagamentitk/liferay

AME2X7F £74 0|0|X|H SRS 2t

v
1) DBO|| 24 21} X Al Sli'e 21t =5

2) docker_img0il ¢12 Al O[O X|H XM ———

o|ojz|H ynprpagamentitk/liferay
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Recent Search Docker images

golang
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Recent Search Docker images
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TOTAL 1192
=7 o|O0jA] H& tJ:\:(VNOWN 212
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91.189.91.81 0 engines detected
185.125.190.39 5 engines detected
CRDF malicious site
CyRadar malicious site
BitDefender malware site
G-Data malware site
Criminal IP malicious site
91.189.91.83 0 engines detected
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TEMA minerd

HdEEE 29476 minerd 40 engines detected

Z Al

:l:_: [TiYPN_SENT] Lionic Riskware.Linux.BitCoinMiner.1lc
DrWweb Tool.Linux.BtcMine.2157

?4?.*5@; """""""""""""""""""""""""""""""""""""""""""""""""""""""""" ClamAV Unix.Tool.Minerd-6404314-0

: i FireEye Gen
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