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Server

Backend: Node.js
Server: CentOS 7

Language: Python

MongoDB
Module: pyscard
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r‘outer‘.post{",.r"._LJw:;Lﬂj‘gElf", (rec il%%g prog
const parsedata = {
uid: req.body.uid, router.post("/uidrm”, function (re
mac: req.body.mac, router.post('/postest', (req, res, next) => {

username: req.body.username, const parsedata = {

hostname: reg.body.hostname, 'uid's req.body.
¥s 'mac': req.body.mac,
: I: l‘ "”l‘ FT: 'Y
Postestl. getUserBylUid(parsedata.uid, (err) hostnane: req. body.hostnane

r

if (luser) { h
Postestl.add(parsedata);

prv r e eyl

return res.json({ if (req.body.uid == undefined || req.body.mac == undefined || req.body.hostname == undefined) {

success: true, return res.json({ success: false, msg: 'Fail' });
msg: "4 UI] : " + parsedata.ui }

TR sUCH,

});
\ else f Postest.getUser(parsedata.uid, parsedata.mac, parsedata.hostname, (err, user) => {
k= L

return res.json({ success: false, msg if (luser) {
SES MESAYUC." D; console. log("matching fail");

vatiivn mar ananlf riinnnners £alra mens IPamnana Easll 1),

E/A Y TtslE ASHH FH
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i lserstidlakdifsooveonjaeheroku login -
neroku! Press any key to open up the browser to login or g to 4 I:Ih‘2 class="page-he: 2|l == frontend
Jpening browser to https://cli-auth.heroku.com/auth/cli/browser <table class="'takb ] " —————

3Gﬁhﬁif?«ﬁhCE{hﬁiFEll’lngmgMMDMj [l JEwOS42M i dvNOFk Ad7 zalduZWRUBIBCGe T thead class—"thead-dark"

Ci#lserstid|akdifsooveoniae>a it init h>uid</th
Reinitialized existing Git repository in C'/Users/dlakd/sooveor h>mac</th

L . ) , h>hostname</th
G Wlserstid | akdWsooveon jaerheroku gitiremote —a sooveonjae . th
set git remote to I>username

router.get("/testest", (rec §-I %E sS=

[

Postestl.getAll((err, users) {
if (err) throw err;

tr *ngFor="let user of users'
td>{{ user.uid }}</td
td>{{ user.mac }}</td
td>{{ user.hostname }}</td
td>{{ user.username }}</td

res.json(users);
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O NFC QA 7= 7l

from smartcard. system import readers o= 5=
from smartcard, wbil dmeort FoHewString ===
from smartcard.] def work(): =O0|Al

from smartcard, r = readers() I=214 Prog

1T len(r) < 1:
print ("error: No readers available!")
sys.exit()

else
reader = r[0]
print ("Using: ", reader)

connection = reader.createConnection()

while(True):

try:
connection.connect()
cmdMap = {

"getuid":[@xFF, @xCA, ©9x00, 0Ox00, 0x00]

b
data, swl, sw2 = connection.transmit( cmdMapl['getuid'] )
uid = toHexString(data)
checkUid(uid)
sleep(1)

except:
prlnt("No Card")

Python ‘pyscard’ &S f-g-ofal NFC Cl|O|E 2 =5/&8
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02t &= 7= HE

n}o|’M tkinter(GUI) , pyautogui(7| EEH|0]) 2 &8
MHO|A MAC, Hostname, UID7t EX{35t=X| 2ol

A 2] 4% = Key disableg §9
(n ] 3
|

of spH ==
Fot

=7|(Esc, Alt-F4, ZHH 2| XHE HOt s

window.bind('<Key>', deny_none_alnu)
window.protocol("WM DELETE WINDOW",do_exit)

D270l Ho| B o YMrl=s 2R HAMXE ZX|
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0 =t e =X/

tkinter Ttk |#global variable = -
tkinter x |window = tk.Tk() x"ngl-nl_ =
string window.title("LOCKER")
FIL Image |window.wm_4

. key_is_pre{ checkUid(uid): xl-:l. oHX‘II Prog

fUser Data - window :
hostname = socket.gethostname() params = |{"uid": uid , "mac": mac, "hostname": hostname }

mac = psut]] ety f addrsC) hed = {'Confent-Type™: "application/ison']
- res = requests.request('post', 'http://sooyeonjae.com/users/postest’
lrint(res.text)
resjson = json.loads(res.text
Icu¢)|==

I—I—O

E=I
=

lentry) < 1:
print ("error: Md
sys . ex it

console.log("matching fail™);
return res.json({ success: , msg: "Compare
Fail™ });

} else {

réader = r[0]
print ("Using:

console.log("matching success")

MM Haeticz 88 %
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0 28 & H7|(EASH)

tl = Thread(target=work)
tl.start()

ZiF| == Oy O 504X
window.attributes('-fullscreen', True) ZH = 27| E 2tHES Prog

window.bind('<Key>', deny_none_alnu) def do_exit{event)
window.protocol("WM_DELETE_WINDOW",do_exit global window
window.mainloop() global key_is_pressed
t1.join() ' kev_is_pressed:

print( k")
kewv_is_pressed = Falze

def denyv_none_alnulevent):
't event.char in string.printable:
printlevent, "denied!!!")
key_is_pressed = [rue

“kevPress event state=0x40000 keysyr=Win_L keycode=31 %=911 w=388> denied!!!
KeyPress event keysym=Control_L kevcode=17 x=1163 w=403% denied!!!

KeyPress event state=Control keysym=A|t_L kevcode=18 »=1163 w=403> denied!!!
“KewPress event state=Control [C20000 kewswn=ilt | keveade=18 v=1183 w=409> denied!!!

X S8 £ Y= TE=EI|(Esc, Alt-F4, 2 at2|XHE ato} Hot Z5}
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L& *Python 3.7.9 Shell*

File Edit Shell

Debug Options Window Help

Python 3.7 =k
| & Python 3.7.9 Shell

(AMDE4)] on
Twpe "help"

arorm.py ==
Using: ACS
UiD - CC 96
otatus word
mtatus: The

{ Pvthon 3.7.9

&

L I S I B Y i I el i) A

17 Sy ‘ID-ED-1D"| rupr‘v

File Edit Shell

Debug Ophans Window Hdp

— A= 3= —

(AMDEA)] on o
Type "help",

Lg *Python 3.7.9 Shell*

AR AR &

File Edit Shell Debug Options Window Help

or rm,py ===
Using: ACS
UiD : CC 96 A
atatus words:

L Omelr dzoin

0=

o 0 e b To0 —

0
M=

N
N
R

Python 3.7.9 (tags/w3.7.9:13c94747<7, Aug 17 2020, 18:58:18) [MSC +.1900 64 bit
(&MDE4I] on win32
Twpe "help" . "copwright",

"credits" or "license()" for more informatiaon.

or rm.py
Using: ACS ACR1Z22U PICC Interface O
UID © CC 96 F3 O1

status words: 50 00

Status The operation completed successful lw.
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| & *Python 3.7.9 Shell

File Edit Shell Debug Options Window Help

Python 3.7.9 (tags/v3.7.9:13c94747c7, dug
(4MDB4)] on win3?

Type "help", "copvright", "credits" or "|

RESTART: Citilsersid|akdiDesktopd 22 T T 2H E 4 |2 S2M0t310] EH200618

finallv.py
Using: ACS ACR1Z22U PICC Interface 0
1"success" false, "msg": "Compare Fail"}

17 2020, 18:56:18) [MSC v.1300 B4 bit

icensel )" for more information.

2| A2IE st

| S

doj 1hyeonddo) ihyeon-ui-MacBookALr node X node app.Js
Server started on port 89!

Connested to database nongodd://sooyeon)ae: Innghkdlx]dgds361998.ale
ooyeon)ae
Batching succes!
netching fail

S5 M3SAl

ebug Options Window Help

(taQSfVS T.9:13c94747c7, Aug 17 2020,
«|n32
"copyr ight",

l C Wlserstd|akdiDesktopE ER T = ZH E A A4l S

18:58:18) [MSC +.1900 64 bit
for more informaticon.

OF2H0| EW200618

"credits" or "licensel )"

R122U PICC Interface D
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