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//#include <stdio.h>
#include "stdafx.h”
#include "deviceUSB.h"”
#include "Dbt.h"

#include "shellapi.h”
//#include "winwlx.h"”
#include "Resource.h”
//#include "io.h”
//#include "time.h”
//#include  <commctrl.h>

#define MAX_LOADSTRING 100

#define USE_UNROCK 0x0000
#define _PATH_CHECK_FROM_DRIVER_PART]1 ":/shield.key”
#define _PATH_CHECK_FROM_DRIVER_LOCAL "bitdata.dat”

EEEEE T
HDC g_hMemDC;
HINSTANCE hlinst;

// current instance
TCHAR szTitlelMAX_LOADSTRING]I;
// The title bar
text
TCHAR szWindowClass[MAX_LOADSTRING];

// the main window class name
// Forward declarations of functions included in this code module:

ATOM
MyRegisterClass(HINSTANCE hlnstance);

_12_



BOOL
InitInstance(HINSTANCE, int);

LRESULT CALLBACK WndProc(HWND, UINT, WPARAM,
LPARAM);
INT_PTR CALLBACK About(HWND, UINT, WPARAM,
LPARAM);

//_DLL_ int WINAPI CtrlAltDel_Enable_Disable(BOOL);

// Global Variables:

int _RESULT;

bool g_check_screen = false;
HWND g_hWnd;

//mew desktop //////11//1/11/1///1/1711071017017770170 0111010170717
//new desktop W

HDESK g_hOriginal Thread;

HDESK g_hOriginallnput;

HDESK g_hNewDesktop;

STARTUPINFO g_si =

{sizeof(STARTUPINFO),};

PROCESS_INFORMATION g_pi;

//new desktop ##H T4

void INDT(LPWSTR szDesktopName,LPWSTR szPath);

void fClose_NDT();

BOOL StartProcess(LPWSTR szDesktopName,LPWSTR szPath);

N I s W e e
#define _MAX_CHAR 21

#define _MAX_LINE 1

//key #H&H W

_13_



//enum {firstcheckkey = 5 , keyposl = 10 , keypos2 = 7} g_EKeyPos;
char *key = "fkh";

char g_key_path[_ MAX_CHAR]J;

char g_save_key_path[_ MAX_CHAR]J,

int g_key_pos[]={5,10,7};

bool g_key_check;

N e B e e

bool Check_USB_key(HWND hWnd);

bool Get_Key_Path(HWND hWnd); /7 AR A

bool _Checky_key(HWND hWnd); /)G AR 717F AR =A]?
bool fExcuKeyMaker();

/7)ol A -
//71 vl ol 7] il
HANDLE g_hWnd_for_keymaker;

//71el A #E g

bool fKeyMaker(); //717} TFEoX = AL o] <t BF A FHojof 3
o).

e

o

N

f/=2 w8 /107170
//3HA B W

HMODULE g_GetModule;

HWND g_testhwnd;

HANDLE g_hProcess = NULL,;

Ve e N o I e s

bool LockOffScreen(UINT iMessage, WPARAM wParam);

/95 dll #E g E WS
//bool key_flag=false; //

_14_



HINSTANCE g_hlnst_loaddll;

//int WINAPI CtrlAltDel_Enable_Disable(BOOL bEnableDisable);

int (WINAPI #*pFuncCAD)(BOOL); /3t EQIH

//int WINAPI TaskSwitching_Enable_Disable(BOOL bEnableDisable);
int (WINAPI *pFuncSwitching)(BOOL); /& 3E<lE

//int WINAPI Process_Desktop(char *szDesktopName, char *szPath);
int (WINAPI *pFuncProcess_Desktop)(chars*,char+);//3t4 X<l H

LTI 0717070071701 7717007717777
7800 i

int APIENTRY _tWinMain(HINSTANCE hlnstance,
HINSTANCE hPrevInstance,
LPTSTR IpCmdLine,
int nCmdShow)

UNREFERENCED_PARAMETER(hPrevInstance);
UNREFERENCED_PARAMETER (IpCmdLine);

// TODO: Place code here.
MSG msg;
HACCEL hAccelTable;

// Initialize global strings

LoadString (hInstance, IDS_APP_TITLE, szTitle,
MAX_LOADSTRING);

LoadString (hInstance, IDC_DEVICEUSB, szWindowClass,
MAX_LOADSTRING);

MyRegisterClass(hInstance);

// Perform application initialization:
if (!InitInstance (hInstance, nCmdShow))

{

_‘]5_



return FALSE;

hAccelTable = LoadAccelerators(hlnstance,
MAKEINTRESOURCE(IDI_ICON1));

// Main message loop:
while (GetMessage(&msg, NULL, 0, 0))
{
if  (ITranslateAccelerator(msg.hwnd,
hAccelTable, &msg))

TranslateMessage(&msg);

DispatchMessage(&msg);

return (int) msg.wParam;

//

// FUNCTION: MyRegisterClass()

//

// PURPOSE: Registers the window class.

//

// COMMENTS:

//

// This function and its usage are only necessary if you want this code

// to be compatible with Win32 systems prior to the 'RegisterClassEx’

// function that was added to Windows 95. It is important to call this

function

_16_



// so that the application will get 'well formed’ small icons associated
// with it
//
ATOM MyRegisterClass(HINSTANCE hlInstance)
{
WNDCLASSEX wecex;

wcex.chSize = sizeof( WNDCLASSEX);
wcex.style

= CS_HREDRAW | CS_VREDRAW,
weex IpfnWndProc = WndProc;

wcex.chClsExtra = 0;
wcex.cbWndExtra = 0;
wecex.hlnstance = hlnstance;
wcex.hlcon

= LoadIcon(hInstance,

MAKEINTRESOURCE(IDI_ICON1));

wcex.hCursor =
LoadCursor(NULL, IDC_ARROW);

wcex.hbrBackground = (HBRUSH)(COLOR_WINDOW+1);

//(HBRUSH)GetStockObject(BLACK_BRUSH);
wcex.lpszMenuName =

NULL;//MAKEINTRESOURCE(IDC_DEVICEUSB);
wcex.lpszClassName = szWindowClass;
wcex.hlconSm =

LoadIcon(wcex.hInstance, MAKEINTRESOURCE(IDI_SMALL));

return RegisterClassEx(&wcex);

//
// FUNCTION: InitInstance(HINSTANCE, int)

_‘]7_



//
// PURPOSE: Saves instance handle and creates main window

//
// - COMMENTS:

//

// In this function, we save the instance handle in a global variable
and

// create and display the main program window.

//

BOOL InitInstance(HINSTANCE hlnstance, int nCmdShow)
{
HWND hWnd,;

int SX,SY,_sb,_sr,y_size;

SX= :GetSystemMetrics(SM_CXSCREEN);
SY= :GetSystemMetrics(SM_CYSCREEN);

_sb = SX+150;
_sr = SY+150;
y_size = 160;

hlnst = hlnstance; // Store instance handle in our global variable

hWnd = CreateWindow (szWindowClass,
szTitle WS_CAPTIONIWS_SYSMENU,// WS_OVERLAPPEDWINDOW,
SX-280, SY-118-50, 280, 110+30, NULL, NULL, hInstance, NULL);

//111,108

::ZeroMemory(g_save_key_path,sizeof(g_save_key_path)); //717} tt¥ 7]
e A% AR

_18_



g_hlnst_loaddll = ::LoadLibraryA("shieldk.dll”);

if(g_hInst_loaddll == NULL)
{
MessageBoxW (hWnd,_T("error
0002"),_T("error”), MB_OK);
return FALSE;

pFuncCAD = (int
(WINAPI*)(BOOL))::GetProcAddress(g_hlInst_loaddll,”_CtrlAltDel_Enable_Disabl
e@4");

if(pFuncCAD == NULL)

{ MessageBoxW(hWnd,_T("error
0003"),_T("error”) MB_OK); return FALSE; }
1117117117117

pFuncSwitching = (int
(WINAPI*)(BOOL))::GetProcAddress(g_hInst_loaddll,”_TaskSwitching_Enable_D
isable@4");

if(pFuncSwitching == NULL)
{ MessageBoxW(hWnd,_T("error
0004"),_T("error”) MB_OK); return FALSE; }

Y

// pFuncProcess_Desktop = (int
(WINAPI*)(char*,char*))::GetProcAddress(g_hInst_loaddll,”_Process_Desktop@8”
);

// if(pFuncProcess_Desktop == NULL)

// { MessageBoxW(hWnd,_T("error
0010"),_T("error”) MB_OK); return FALSE; }

_19_



e

//
//
//
//
//
//
//
//
//
//

LRESULT CALLBACK WndProc(HWND hWnd, UINT message,

A A 2 8] AsAL

ZeroMemory (&g _pi, sizeof(g_pi));
g_hWnd = hWnd;
if ('hWnd)

{
return FALSE,;

ShowWindow(hWnd, nCmdShow);

UpdateWindow (hWnd);

return TRUE,

FUNCTION: WndProc(HWND, UINT, WPARAM, LPARAM)
PURPOSE: Processes messages for the main window.
WM_COMMAND- process the application menu

WM_PAINT - Paint the main window
WM_DESTROY - post a quit message and return

wParam, LPARAM 1Param)

{

HDC MemDC;

HBITMAP MyBitmap,OldBitmap;
BITMAP bit;

int bx,by;

_20_
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int wmld, wmEvent;
PAINTSTRUCT ps;
HDC hdc;

static int error_code;
static int error_code_from_AT;
static int error_code_from_ND;

static bool check_key;

//SetTimer(hWnd,0,500,NULL);

PDEV_BROADCAST_HDR Ipdb
(PDEV_BROADCAST_HDR)IParam;

switch (message)

{

case WM_COMMAND:

// 05 vtk A=A SiA .

wmld = LOWORD(wParam);
wmEvent = HIWORD(wParam);
// Parse the menu selections:
//SetTimer(hWnd,0,1000,NULL);
//srand((unsigned)time(NULL));
switch (wmld)

{

case IDM_ABOUT:

DialogBox(hInst, MAKEINTRESOURCE(IDD_ABOUTBOX), hWnd, About);
break;

_2‘]_



case IDM_EXIT:

DestroyWindow (hWnd);
break;
default:
return

DefWindowProc(hWnd, message, wParam, 1Param);

}
break;

// case WM_TIMER:
//MessageBoxW (hWnd,_T("0.5Zv}t}
& dFAY? ), _T("error”),MB_OK);

/%
if(g_hProcess == NULL) // Z 2 A~
7F 9 H
{
if(g_check_screen == true) /2Z AL Y& T2 HAAH o7 ==
7}
{
/oA true Bt AAR FeAolrr ~3d FSUAH
=t
StartLockScreen();
}
}
*/
// break;
//return 0;

case WM_PAINT:
hdc = BeginPaintthWnd, &ps);

_22_



MemDC = CreateCompatibleDC(hdc);

MyBitmap =
LoadBitmap(hInst MAKEINTRESOURCE(IDB_MAIN));

OldBitmap =
(HBITMAP)SelectObject(MemDC,MyBitmap);

GetObject(MyBitmap,sizeof(BITMAP),&bit);
bx = bit.bmWidth;
by = bit.bmHeight;
BitBlt(hdc,0,0,bx,by, MemDC,0,0,SRCCOPY);
SelectObject(MemDC,OldBitmap);
DeleteObject(MyBitmap);
DeleteDC(MemDC);
EndPaint(thWnd, &ps);
break;
case WM_LBUTTONDOWN:

fKeyMaker();

//Get_Key_Path(hWnd);
//Check_USB_key(hWnd);

break;

case WM_RBUTTONDOWN:

//if(ICheck_USB(hWnd)) //& & WAl M= mlAlA] FA]. A7
/ /

_23_



/ /
MessageBoxW(hWnd,_T (" A2 <l
717} otgddt ), _T("error”),MB_OK);

~
~.

~.

/
break; //th& ZEE FdA Zx

W e

~
~.

Jelse

/
{ MessageBoxW(hWnd,_T("gd4<l 7] dyc}. 34d H
5 S A"),_T("ok”),MB_OK); }

break;

case WM_DESTROY:
//KillTimer(hWnd,0);
FreeLibrary(g_hlnst_loaddll);
PostQuitMessage(0);
break;

case WM_DEVICECHANGE:
switch(wParam)
{
case DBT_DEVICEARRIVAL:
if(Ipdb—>dbch_devicetype == DBT_DEVTYP_VOLUME) //volum °] 4+ =%}

ol <17}

AR g 25 . o DA?



//usb on A FAEHE I=

//BF usbeb 14 W FE 3.
[/ & ol

rfo
12
o)
rO
N

~

/1A el Bt G417

4 i B == R I

//Sleep(2000); /L EA <12 €.

//bool temp;

H/7V7F A= d4 A7k

/715 Fre 2 ushbZb onAlelRt 59 @A Ak

if(Check_USB_key(hWnd)) //7] %ol

//SystemParametersInfo(SPI_SETSCREENSAVERRUNNING, FALSE, NULL,
NULL);

//Sleep(3000);

_25_



//MessageBoxW (hWnd,_T("7]

o
N1
i

=true;

= false;

=
=

sy n”), T

strepy(g_save_key_path,g_key_path); /3%

= NULL)

g_pi.hProcess;

= NULL)

[/EZ A TEA

=
]

=

/

//

/

_26_
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31 %"),NULL);

g_key_check

g_check_screen

7] golE 2

if(g_pi.hProcess

g_hProcess =

if(g_hProcess



// CloseHandle(g_pi.hProcess);

CloseHandle(g_pi.hThread);

TerminateProcess(g_hProcess,0);

g_hProcess= NULL,;

fClose_NDT();
// 2= 91 3N

//key_flag =
true; //°4# Q1 717k S} OB on

LTI 1707711771777 7777711771707777777
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if(pFuncCAD
== NULL){MessageBoxW (hWnd,_T ("error 0000 "”),_T("ok”),MB_OK);

break;}

error_code =
(*pFuncCAD)(FALSE);

//if(error_code
== 2){MessageBoxW(hWnd,_T("Z1 <2 s A]"),_T("error’), MB_OK);}

if(error_code ==
0){MessageBoxW (hWnd,_T("error 0001 ”),_T("error”),MB_OK);

break;}
Vs

if(pFuncSwitching = NULL){MessageBoxW (hWnd,_T("error 0004

"),_T("ok"),MB_OK);

break;}

error_code_from_AT = (#pFuncSwitching)(TRUE); //& #©1& Ft}

if(error_code_from_AT == 0){MessageBoxW (hWnd,_T("error 0005
"),_T("error”),MB_OK);

break;}
L1111 1717077717177 7777 7777777770777 11 7777777717177 1777771777777

//g_hProcess =
“FindWindowA (NULL,"check.exe”);

_28_



1 A REHA REET

InvalidateRect(NULL,NULL,FALSE);

//:UpdateWindow(NULL);

if(Check_USB_key(hWnd)) //7] %ko] AArolzlw?

DBT_DEVICEREMOVECOMPLETE:

if(Ipdb->dbch_devicetype == DBT_DEVTYP_VOLUME)

Y/

break;

if(g_key_check) //774<1 717} A4

_29_
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if(_Checky_key(hWnd)) //717} 9

d dRoA 715 e A=7R

{ //717F iobd true g¥ Pom =

A A et g 7] W on fa glon,

//MessageBoxW(hWnd,_T("ald FHelA 7|5 2= Zgervz LOCK
ON"),_T("3l&") MB_OK);

)
S~
ax

)

//8He] %

[e
O:

o2 Ao =R

g_check_screen

= true; //AA At}

g_key_check = false; /A7 A< 717} wpA .

Y L L L L e e A

if(pFuncCAD == NULL){MessageBoxW*hWnd,_T("error
0000 "),_T("error”),MB_OK);

break;}
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error_code = (*pFuncCAD)(TRUE);

//if(error_code == 1){MessageBoxW(hWnd,_T("A<d =+

="),_T("error”),MB_OK);}

if(error_code == 0){MessageBoxW (hWnd,_T("error

0001"),_T("error”),MB_OK);

break;}

Y L e e e e ddeda

if(pFuncSwitching
NULL){MessageBoxW(hWnd,_T("error 0004 ”),_T("error”),MB_OK);

break;}

error_code_from_AT = (#pFuncSwitching)(FALSE);

i)
ftlo
B
rd
v

if(error_code_from_AT
0){MessageBoxW(hWnd,_T("error 0005 ”),_T("error”),MB_OK);

break;}

/e

Y L L A e A e e ddeda

_3‘]_



//error_code_from_ND =

non

(*pFuncProcess_Desktop)("new”,"”check.exe”);

//if(error_code_from_ND —
0){MessageBoxW (hWnd,_T("error 0011 ”),_T("error”)MB_OK);

//break;}

//StartLockScreen();

/A 2E AT AL

INDT(_T("new”),_T("check.exe”));

//devment.scr

//StartProcess(_T("new”),_T("check.exe”));

}/end of if(Get_Key_Path(hWnd))
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}//end of if(g_key_check) //34 ZEF°] true 9.

break;
}
break;//WM_DEVICECHANGE

default:
return DefWindowProc(hWnd,

message, wParam, 1Param);

}

return O;

// Message handler for about box.
INT_PTR CALLBACK AbouttHWND hDlg, UINT message, WPARAM
wParam, LPARAM 1Param)

{

UNREFERENCED_PARAMETER (IParam);
switch (message)
{
case WM_INITDIALOG:
return (INT_PTR)TRUE;

case WM_COMMAND:
if (LOWORD(wParam) == IDOK ||

LOWORD(wParam) == IDCANCEL)

EndDialog(hDlg, LOWORD(wParam));

(INT_PTR)TRUE;

return
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}
break;
}
return (INT_PTR)FALSE;

bool fExcuKeyMaker()

{

/AR Ao r A3
//TCHAR path[MAX_PATH];

//::GetWindowsDirectory (path MAX_PATH);
//1strcat(path,_T("\\notepad.exe”));
//PROCESS_INFORMATION m_pi;
if(g_hProcess != NULL)

return false;

SHELLEXECUTEINFO exeset;

ZeroMemory(&exeset,sizeof(exeset));

exeset.chSize
= sizeof(exeset);
exeset.hwnd
= NULL; //////null2 v} 3}
A =AATE.
exeset.fMask
= SEE_MASK_NOCLOSEPROCESS

SEE_MASK_NO_CONSOLE;

7F w7 ok g

exeset.lpVerb

= _T("open”);

exeset.IpFile

= _T("keymaker.exe”); /At HA=Z A&, o] 3¢

_34_
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//_T("c\window\Media\devment.scr”); /At 2=
o] 32 odr} A mof sy,

//path;

// _T("check.exe”); //Ad 4= Al&. notepad.exe
exeset.IpParameters = NULL;
exeset.nShow

= SW_SHOW;

BOOL bRet = ShellExecuteEx(&exeset);

FA] true

g_hWnd_for_keymaker = exeset.hProcess;

/17

if(bRet == true && g_hWnd_for_keymaker != NULL)

{
return true;
}
else
{ return false; }

bool LockOffScreen(UINT iMessage, WPARAM wParam)

{
//g_GetModule = GetModuleHandle(_T("shield.exe”));
//int x =0;
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return 1;

bool Check_USB_key(HWND hWnd)

{

A=

o

o
o

B
N
ot

(e
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A

//usb7} #3 ol
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/fc=etol B ool = EgtolHE EWA keyZb U=A

/) CaFR,
/G er FAAF Tt

//g_keycheck_fp =NULL;
if(g_key_path[0] == "\0O’)

return false; //AZ& A E3d.

//
//::ZeroMemory(g_key_path,sizeof(g_key_path)); //7] W<

//strepy(g_key_pathkey); /715 A wjdo HAF =5
JAE vk g AE M 7 g WA BF
//char *temp_key= "dltglddIrjvnfdjghkfk”;

FILE =*pkey_checker;

FILE =*pKey_from_local;

int LineCnt=0;

char* temp_buff = new char[256];

char* temp_buff local = new char[256];

char copy_key[_MAX_CHAR];
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int temp_key_pos=0;

::ZeroMemory (temp_buff,sizeof(temp_buff)); //7] Wd =
718

::ZeroMemory (temp_buff_local,sizeof(temp_buff_local)); //
7] WiE %7138}

i:ZeroMemory (copy_key,sizeof(copy_key));
strncpy (copy_key key,sizeof(key));

pkey_checker = fopen(g_key_path,"rt");

pKey_from_local =
fopen(_PATH_CHECK_FROM_DRIVER_LOCAL,"rt");

if(pKey_from_local == NULL)

{

return false;

if(pkey_checker '= NULL && pKey_from_local '= NULL)
{
while(!feof(pkey_checker)) //34 <]
A u7tA].. AR A G
fgets(temp_buff,256,pkey_checker);
fgets(temp_buff_local,256,pKey_from_local);
//temp_key_pos

= g key_pos[LineCnt];

//if(copy_key[LineCnt] == temp_buffltemp_key_pos]) //717} skthd A&
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if(stremp(temp_buff,temp_buff_local)==0)

{
LineCnt++;
continue;
}
else
{

//key7}F okl Etd Y AQIEE wa B

MessageBoxW(hWnd,_T("7] 7} il HAFYY
"),_T("error”),MB_OK);

MessageBoxW(hWnd,_T("error

0009"),_T("error”) MB_OK);

fclose(pkey_checker);

fclose(pKey_from_local);

return false;

)
//LineCnt = 0;// 2l 78 Z7]3}
}
else
{
return false;
}
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/I3 e 27kA] gtemw A E.

//::ZeroMemory (temp_buff,sizeof(temp_buff));  //7] Hl

delete [Jtemp_buff;
delete [Jtemp_buff_local;

fclose(pkey_checker);
fclose(pKey_from_local);

return true; //774A Q0 d2 o]t

bool Get_Key_Path(HWND hWnd)

{

pathljl;

FILE *check_keyfile_pointer;

char driver = 67;//D%H.. €A C
char temp_path[25]; //ald =etolW & G+ Hjd
char temp_key[_MAX_CHAR];

::ZeroMemory (temp_path,sizeof(temp_path));

int 1=1,j=0;
char path[] = _PATH_CHECK_FROM_DRIVER_PARTI;
for(int cont=0; cont < 22 ; cont++ )

{

driver = driver+1;
temp_path[0] = driver;
while(pathl[j] = "\0")
{
temp_pathlil
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i++;

j++

check_keyfile_pointer=

//mrelde 2 @7k 2

fopen(temp_path,”’rt");

MessageBoxW (hWnd,_T("7] =

//for() //z ERFolBkA] EH AL

if(check_keyfile_pointer ==NULL)
{ AT HAAAME WA FA

//
z2h2] EelH Yt ), _T("error”) MB_OK);
continue;
}
else
{
//

MessageBoxW(hWnd, T("71& %% F4Yt} ), _T("ok"”),MB_OK);

Ao el AgS

fclose(check_keyfile_pointer);

Zoro B2 fail ¥

strepy(g_key_path,temp_path); //

/5t £ E B

return true;

if(cont == 22)
{
//z EgfolB 7}

/75 AA

MessageBoxW (hWnd,_T("error 0008”),_T("error”),MB_OK);
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fclose(check_keyfile_pointer);

return false;

if(check_keyfile_pointer != NULL )
{

fclose(check_keyfile_pointer);

return false;

bool _Checky_key(HWND hWnd)
{

/7178 AP el 715 ZHSF A=
FILE =#pkey_checker;

char temp_buff[ MAX_CHAR];

pkey_checker = fopen(g_save_key_path,’rt"); //7]
oju] 9l Hlomz ofr|A dx P

if(pkey_checker == NULL) //sl9d $1A &&= 3ol

e g™ 717 My eng
{
//mullel 22 2= 3 a7} Qo
//fclose(pkey_checker);
return true;
}
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/AF 717 oFF o mE false 2 E
fclose(pkey_checker);

return false;

void INDT(LPWSTR szDesktopName, LPWSTR szPath)
{

// Save original ...

g_hOriginalThread =
GetThreadDesktop(GetCurrent Threadld());

g_hOriginallnput = OpenlInputDesktop(0, FALSE,
DESKTOP_SWITCHDESKTOP);

// Create a new Desktop and switch to it

g_hNewDesktop = CreateDesktopA("new”, NULL, NULL,
0, GENERIC_ALL, NULL);,

SetThreadDesktop(g_hNewDesktop);

SwitchDesktop(g_hNewDesktop);

// Execute process in new desktop
StartProcess(szDesktopName, szPath);
//StartLockScreen();

BOOL StartProcess(LPWSTR szDesktopName,LPWSTR szPath)
{

// Zero these structs
ZeroMemory (&g_si, sizeof(g_si));
// g_sicb = sizeof(g_si);
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g_silpTitle = szDesktopName;

g_silpDesktop = szDesktopName;

//g_si.dwFlags = STARTF_RUNFULLSCREEN;
ZeroMemory(&g_pi, sizeof(g_pi));

// Start the child process

if (\CreateProcess(szPath, // No module name (use command line).

NULL,

//szPath,

//_T(" check.exe”), // Command

line.
NULL, // Process handle not

inheritable.

NULL, // Thread handle not inheritable.

FALSE, // Set handle inheritance to FALSE.

0, // No creation flags.

NULL, // Use parent’s environment block.

NULL, // Use parent’s starting directory.

&g_si, // Pointer to STARTUPINFO structure.

&g_pi)) // Pointer to PROCESS_INFORMATION
structure.

{
return FALSE;

// Wait until process exits
//WaitForSingleObject(g_pi.hProcess, INFINITE);
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return TRUE,

void fClose_NDT()
{

// Close process and thread handles
CloseHandle(g_pi.hProcess);
CloseHandle(g_pi.hThread);

// Restore original ...
SwitchDesktop(g_hOriginallnput);
SetThreadDesktop(g_hOriginal Thread);

// Close the Desktop
CloseDesktop(g_hNewDesktop);

L L L L e e e edaa
/171 MolA Bd A=

LTI 7777077777777 7707717777777 17777717777

bool fKeyMaker()

/ol Fvh A3 HeA EERE ol3telAM A sjof
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//keymaker exeE 3. ZEAZ E}

K

[/EZZAN =7 S5 AR 7 w7 7] o2
if(fExcuKeyMaker() ==true)
{

WaitForSingleObject(g_hWnd_for_keymaker, INFINITE);
MessageBoxW(g_hWnd, T("7] " o] A
A F+8"),_T("check”),MB_OK);
}
else

{

return false;

return true;

a
7] WolA exe Y AUt

void CkeymakerDlg::OnBnClickedOk()
{

// TODO: Add your control notification handler code
here
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UpdateData();
int check_strlen= m_NewPassword.GetLength();

if(check_strlen < 4)
{
MessageBoxW(_T("g| A~ =52 42 o]4F dHAs| F4
8. "),_T("shield”),MB_OK);
}
else

{

if(m_NewPassword ==
m_NewPassword_check)

//MessageBoxW (_T ("3} 2~ 9] = 7}
A =gy th”),_T("check”) MB_OK);

//
m_wndchild_wait.Create(_T("message”),_T("TTT"),WS_CHILD | WS_VISIBLE
| WS_CAPTION,

//" CRect(10,10,100,100),this,1234);

//dl_dlg.DoModal();

if(ifkeyMaek())
{

MessageBoxW (_T("+& 3t Aol ") _T("shield”),MB_OK);

}

else
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MessageBoxW(_T("¢& 3} ¢+5.. ”),_T("shield”) MB_OK);
}

OnOK();// Z2a3 Z8,

}
else
{
MessageBoxW(_T("d| =~ =7} o
AskA erFU T Al JEa] FA48."),_T("shield”),MB_OK);
}

bool CkeymakerDlg::fkeyMaek()
{

/A A EE A A bsstE gkt

LPTSTR temp_buff = new

TCHAR[m_NewPassword.GetLength()+1];

int k = m_NewPassword.GetLength();

char *temp_char_buff = new char[k];

/ptstr & Qo] 27

_tesepy (temp_buff, m_NewPassword);
//temp_char_buff = (char*)temp_buff;
for(int i=0; i <= k; i++)
{
temp_char_buff[i] = temp_bufflil;
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FILE *fp;

//fp = fopen("project_shield\datal.dat”,”wt");
fp = fopen(_PATH_DRIVER_,"wt");
if(fp == NULL)
{ MessageBoxW (_T("3} ¥ 4 7] 2l
"),_T("shield”), MB_OK);

return false; }

//fwrite(temp_buff,sizeof (LPTSTR),sizeof (temp_buff),fp);

fwrite(temp_char_buff,sizeof(char),strlen(temp_char_buff),fp);

111170170000 710 7711107101771
//usb "W A S 2=

MessageBoxW(_T("H 3 WAE A2 )4l
A2 "), T("shield”), MB_OK);

o
Ao
e
o
4
It

int temp_exit_code =1,

while(temp_exit_code)

{
if(Find_USB())
{

A v
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FILE=* fp_other_device;

char* t = save_key_path;

//fp_other_device = fopen("C:/a/k.txt”,”wr");
fp_other_device = fopen(save_key_path,"wt");

if(fp_other_device != NULL)

fwrite(temp_char_buff,sizeof(char),strlen(temp_char_buff) fp_other_device);

fclose(fp_other_device);

MessageBoxW (_T("# 7 v Ao 7]
E AFHor AA FAFUY ), _T("shield”) MB_OK);

temp_exit_code =0;

else
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MessageBoxW(_T("Z%d A= ¢
Ut & ZA2E Adgs] =48 "), _T("shield”),MB_OK);

//temp_exit_code =1;

else

MessageBoxW(_T ("4 WAE & glsyth A% WAE A2 shil$ &
olg FEA L "),_T("shield”) MB_OK);
temp_exit_code =1;

}

i
/& WREE] s)A.

fclose(fp);

delete [Itemp_buff;

//delete [sizeof(temp_char_buff)]temp_char_buff;
i:ZeroMemory (temp_char_buff,sizeof(temp_char_buff));
temp_char_buff = NULL,

return true;

bool CkeymakerDlg::Find_USB()
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int m_nDrivePos = 0;

CString m_strDrive = _T("?:");

DWORD dwDriveList = ::GetLogicalDrives();
//char drive = 67; //@A] ¢ =gto]H,

while(dwDriveList)
{
/) 2 1HE ol&F (= b5 Z=gtol

(T

A=)
dwDriveList >>= 1;

m_nDrivePos++;

// DNORD#E 0.2 dol& 7k s}

AV

W& Ao soln E4 §¥ @
if(dwDriveList & 1)
{

=5
ol
rr
o
>
1
it
rlj
e

/) "CN'Z} o] Egto]BE E A
/A R 7IEL R ol AT IE FE o] &
m_strDrive.SetAt(0,” A’ +m_nDrivePos);

CString
strTemp = _T("");

strTemp.Format(_T(” \"%s\' Z&to] B o)l A3 &A1 A57H?"),m_strDrive);

int

Message_Result;

Message_Result = AfxMessageBox(strTemp MB_OKCANCEL);
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if(Message_Result == 1) //t}& A2E d&g AJ7??

//char temp_path[25];

C S t r i n g
path(_ PATH_CHECK_FROM_DRIVER_PART1);

CString cstr_save_path =

m_strDrive+path;

LPTSTR temp_buff

new

TCHARIcstr_save_path.GetLength()+1];

_tesepy (temp_buff, cstr_save_path);

//temp_char_buff =
(char*)temp_buff;

int k=cstr_save_path.GetLength();

for(int i=0; 1 <= k; i++)

save_key_pathli] = temp_buff[il;
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delete [ltemp_buff;

return true;
}
else
{

/e ARE FEY

//::ZeroMemory (check_readonly_fp,sizeof(check_readonly_fp));

continue;

}
}

//checkexe ¢ A3 Fddyrct

// check.cpp : Defines the entry point for the application.
//

_53_



#include "stdafx.h”
#include "check.h”

#define MAX_LOADSTRING 100

// Global Variables:
HINSTANCE hlnst;

// current instance
TCHAR szTitlelMAX_LOADSTRING];
// The title bar
text
TCHAR szWindowClass[MAX_LOADSTRING];

// the main window class name

W10
//37} 3

/A9 Mot whE uka) ek,

HDC MemDC;

HBITMAP MyBitmap,OldBitmap;
BITMAP bit;

int bx,by;

nt SX,SY;

bool fInit_bitmap();
void fChange_bitmap();
HINSTANCE g_hlnst;

// Forward declarations of functions included in this code module:
ATOM
MyRegisterClass(HINSTANCE hlnstance);

BOOL

InitInstance(HINSTANCE, int);
LRESULT CALLBACK WndProc(HWND, UINT, WPARAM,
LPARAM);
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INT_PTR CALLBACK About(HWND, UINT, WPARAM,
LPARAM);

int APIENTRY _tWinMain(HINSTANCE hlnstance,
HINSTANCE hPrevInstance,
LPTSTR IpCmdLine,
int nCmdShow)

UNREFERENCED_PARAMETER(hPrevInstance);
UNREFERENCED_PARAMETER(IpCmdLine);

// TODO: Place code here.

g hlnst = hlnstance;//F7} Z=

MSG msg;
HACCEL hAccelTable;

// Initialize global strings

LoadString (hInstance, IDS_APP_TITLE, szTitle,
MAX_LOADSTRING);

LoadString (hInstance, IDC_CHECK, szWindowClass,
MAX_LOADSTRING);

MyRegisterClass(hInstance);

// Perform application initialization:
if (InitInstance (hInstance, nCmdShow))
{
return FALSE;
}
/EFE 2¥kE 24!
if(MfInit_bitmap())
{
return FALSE;
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hAccelTable = LoadAccelerators(hlnstance,
MAKEINTRESOURCE(IDC_CHECK));

// Main message loop:
while (GetMessage(&msg, NULL, 0, 0))
{
if  (!TranslateAccelerator(msg.hwnd,
hAccelTable, &msg))

TranslateMessage(&msg);

DispatchMessage(&msg);

return (int) msg.wParam;

//

// FUNCTION: MyRegisterClass()

//

// PURPOSE: Registers the window class.

//

// COMMENTS:

//

// This function and its usage are only necessary if you want this code
// to be compatible with Win32 systems prior to the 'RegisterClassEx’
// function that was added to Windows 95. It is important to call this
function

// so that the application will get 'well formed’ small icons associated
// with it.

//

ATOM MyRegisterClass(HINSTANCE hInstance)
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WNDCLASSEX wcex;

wcex.chSize = sizeof( WNDCLASSEX);

wcex.style
= //CS_NOCLOSE;

CS_HREDRAW | CS_VREDRAW;

weex IpfnWndProc = WndProc;

wcex.cbClsExtra

0;
wecex.cbWndExtra =0

wcex.hlnstance

hlnstance;
wcex.hlcon

= LoadIcon(hInstance,

MAKEINTRESOURCE(IDI_CHECK));

wcex.hCursor =

LoadCursor(NULL, IDC_ARROW);

wcex.hbrBackground = (HBRUSH)(COLOR_WINDOW+1);

wcex.lpszMenulName =

NULL;//MAKEINTRESOURCE(IDC_CHECK);

wcex.lpszClassName = szWindowClass;

wcex.hlconSm =

LoadIcon(wcex.hInstance, MAKEINTRESOURCE(IDI_SMALL));

//
//
//
//
//
//

return RegisterClassEx(&wcex);

FUNCTION: InitInstance(HINSTANCE, int)

PURPOSE: Saves instance handle and creates main window

COMMENTS:
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//

// In this function, we save the instance handle in a global variable
and

// create and display the main program window.

//

BOOL InitInstance(HINSTANCE hlInstance, int nCmdShow)
{
HWND hWnd,;

hInst = hlnstance; // Store instance handle in our global variable

SX= :GetSystemMetrics(SM_CXSCREEN);
SY= :GetSystemMetrics(SM_CYSCREEN);

hWnd = CreateWindow (szZWindowClass, szTitle,
WS_BORDER,//WS_OVERLAPPEDWINDOW,
-10, -30,
SX+10,
//0,
SY+60,
//0,

NULL, NULL, hInstance, NULL);
Yiiiiiiiiia
/A HEW %7]3)
fInit_bitmap();
if ('hWnd)

{
return FALSE;

// ShowWindow(hWnd,SW_HIDE);
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ShowWindow(hWnd, nCmdShow);
UpdateWindow (hWnd);

return TRUE,

//

// FUNCTION: WndProc(HWND, UINT, WPARAM, LPARAM)
//

// PURPOSE: Processes messages for the main window.

//

// WM_COMMAND- process the application menu

// WM_PAINT - Paint the main window

// WM_DESTROY - post a quit message and return

//

//

bool fInit_bitmap()
{
MyBitmap
LoadBitmap(g_hInst MAKEINTRESOURCE(IDB_BITMAP1));

return true;
}
void fChange_bitmap()
{

static int cnt=1,

switch(cnt)
{
case 1:
MyBitmap
LoadBitmap(g_hInst MAKEINTRESOURCE(IDB_BITMAP1));
break;
case 2
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// MyBitmap =
LoadBitmap(g_hInst MAKEINTRESOURCE(IDB_BITMAP2));
break;

}

cnt++;
if(cnt > 2)
{ent=1; )

LRESULT CALLBACK WndProc(HWND hWnd, UINT message, WPARAM
wParam, LPARAM 1Param)
{

int wmld, wmEvent;

PAINTSTRUCT ps;

HDC hdc;

//37} 58

//SetTimer(hWnd,0,2000,NULL);

switch (message)

{

case WM_COMMAND:
wmld = LOWORD(wParam);
wmEvent = HIWORD(wParam);
// Parse the menu selections:
switch (wmld)
{
case IDM_ABOUT:

DialogBox(hInst, MAKEINTRESOURCE(IDD_ABOUTBOX), hWnd, About);
break;
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case IDM_EXIT:

DestroyWindow (hWnd);
break;
default:
return
DefWindowProc(hWnd, message, wParam, 1Param);
}
break;
case WM_TIMER:
//oNY el g AL
//RedrawWindow(hWnd, NULL,
NULL, RDW_ERASE | RDW_INVALIDATE);
//fChange_bitmap();
break;
case WM_PAINT:
//hdc = BeginPaint(hWnd, &ps);
// TODO: Add any drawing code

here...
hdc =GetWindowDC(NULL);
MemDC = CreateCompatibleDC(hdc);
MyBitmap =
LoadBitmap(g_hInst MAKEINTRESOURCE(IDB_BITMAP1));
OldBitmap =

(HBITMAP)SelectObject(MemDC,MyBitmap);

GetObject(MyBitmap,sizeof(BITMAP),&bit);
bx = bit.bmWidth;
by = bit.bmHeight;
//NULL w7 3}de.,

StretchBlt(hdc,0,0,5X+10,SY+30,MemDC,0,0,bx,by,SRCCOPY);
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//BitBlt(hdc,0,0,bx,by,MemDC,0,0,SRCCOPY);

SelectObject(MemDC,OldBitmap);
DeleteObject(MyBitmap);
DeleteDC(MemDC);
EndPaintthWnd, &ps);
break;
case WM_DESTROY:
RedrawWindow(hWnd, NULL,
NULL, RDW_ERASE | RDW_INVALIDATE);
PostQuitMessage(0);
break;
default:
return DefWindowProc(hWnd,
message, wParam, 1Param);

}

return O;

// Message handler for about box.
INT_PTR CALLBACK AbouttHWND hDIg, UINT message, WPARAM
wParam, LPARAM IParam)
{

UNREFERENCED_PARAMETER(IParam);

switch (message)

{

case WM_INITDIALOG:

return (INT_PTR)TRUE;

case WM_COMMAND:
if (LOWORD(wParam) == IDOK ||
LOWORD(wParam) == IDCANCEL)

EndDialog(hDlg, LOWORD(wParam));
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return
(INT_PTR)TRUE;
}
break;
}
return (INT_PTR)FALSE;
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