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Strengthening of Token Authentication Using Time-based Randomization

Byoungcheon Lee”

£
I

rlree
o
Ruffieis4
ofrt lﬂ

EN{NNIO
O?—ﬂh_h,
ﬂl

ﬁ

9
=

-

T
%
=
z
).
L
o
N
N
et
Y

AS[]E AHEAE 7190l ofEdh= <
1 e A}%HW% gk EF 4 g

2N AEAE dEse e Ri _‘?_é‘éb] ﬂﬁ’w— ?J’H 2 3
= F5840] 90]A] ]].Ei_j_?_]
—4]’\04‘:‘4' EZo] BAEE 3 oz u}i X*”Qﬂ W-‘i‘oﬂ 53%
Agol SlojA HrEA] OLEP} 4 SAlA *}%QQO]E gt} 1
-% 3| 23}7] 3] TOTP(Time-Based One -Time Password)[4] "2]¢] /\]-%% T

TIJAA R} FRE L e 1A A Es A AMHEE Yo g st W)
2 BARE "3’“0]'04 AESHA k= 7403 1:;417:10“ 43 = IA Ol'oi‘:}

o] =EollA= TOTPY Wl W43 dF S83ke] A 2 *]'%Q—L A= YAr|zoll Ao 1
AH EZ UASE AARE o] &-s}d] ‘&TP‘}Q T Ue WHE AN olF o] &t ETUF
AR7E A met debds =TS Eﬂ?ﬂ"‘]@ T %\ ol2|gt H“?S%% 71E0l AHEEHY
JWI[3] EZ 9% AN2"E ot 45t Wrstd 5= 2908 AEE S oks ol qrk

Ao} H2E AF, B2 Q1% e, AFRIY, £43F, TOTP

erm

o
ot
o p G

o E o R
ot A2 o
ro 1

2
i, O O it ofN rit ¥O T,

o nia o ™
L2y
X
oﬂ OE
r-{:[
lo

0%
>~1
et
)
O [ i

A

WY ofN Fr oE'; o £ >

l&l rlo 1o e 1
°é
lﬂl

Abstract

Password-based authentication[1] depends on human’s memory and is simple to implement that it had
been widely used in the real world from the beginning of computer industry. Token-based
authentication[2][3] is an authentication of user by showing that the user possesses a specific token that
was issued by the server, and it is widely used to implement auto login in current massive web service
environment since it can greatly reduce server’s workload. But in these authentication protocols fixed
information is sent to the server repeatedly over the communication channel that it is subject to
eavesdropping attack, thus these authentication protocols have to be executed over a secure communication
channel such as SSL/TLS. To solve these eavesdropping attack TOTP(Time-based One Time Password)[4]
protocol can be used which produces randomized authentication information depending on shared password
and current time.

In this paper we propose a new randomized token-based authentication protocol by using TOTP
approach to modified token-based authentication. This protocol can thwart eavesdropping attack since the
authentication information changes depending on time. This approach can provide randomized token-based
authentication with simple modification of traditional JWT authentication.

Keywords : Password-based authentication, Token-based authentication, Randomization, Auto login,
Eavesdropping, TOTP
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UEE 3= A AR Ao AFE fEAE EA Fasit) ol IS ARlaE
A F3H7] %‘HH% Aol AREAPE 2%l Aol ek ARE st o Fojx] 2P Antth
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1. POST flogin with username and password

[} ==Xe)
1o

A J

2. Creates a JWT

with a secret
3. Sends the JWT to the browser

‘ )
)

4. Sends the JWT (eg. on the Authorization header)

5. Checks the JWT signature.
Gets user information

6. Sends response fo the client from the JWT

(19 1] JWTe] &5 3 28§
[Fig. 1] Issuing and usage of JWT

1) SEIAEE= AWM A username, passwordE H53dte] 219
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30Dk

VERIFY SIGNATURE

[1% 2] JWT 29 7&
[Fig. 2] Structure of JWT token

JWT EZ W2]9] 3 71x] @de BEE AAE =A45te] 55t A-Estd gllo] ARgAe]
AES GA AT & Qe Aotk IHERE JWT EES o83 AFZTEEFS HTIPS,
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O
e gos A e B8 SAG e FAAE B AFLsE £l A

4 oAl = Sl A
- 9;1‘4. Ty == ﬂ% Fajoll M= /\}%ZV} dEshs v S (pass)7t AWM E £E
o} WMl 5o FTMHEE o8t dmd sHpio s M AAE nEUHE A= A
FHA Geth oA M| ARRA AFDB7E FAAANA =EE AFolE AREARY] HIRHE
FHEE HITel7] A3k 2ot I ER IFTOIAES} A= U ARE TRt e
o] ofjolA TOTP 4ol FAe 2= Tl 27 HEHA= & U

O

3. EZUFY d=d)

B AT BHE JWIY 2HE E2E AGSHE AF PAo] SHFA HFHEE o|Ae
TOTPoI A8} o] ARkl weh AZARIL drshsls B4 02 AMsas s 2ol 198
E2 91F WAl AWt g4 ARDBE AASA GuE FeholAET Aol MaﬂT
22 o g3tel AR YRE AAY 5 glojof Atk THH o U3 ESL I A

'E E\__ = O
S FAAE E2S A5 AAEFOEN ABAR 47 AT 5 WA FE 4B Be
Rl el ARsiAl "ot o] FAE sAs] flel A7IoM= AT AREARIAl 42 B

71 F e EF(ENES, MEED) S TEdlFe TS Atk sTIESS AW AR
A ARE A AT F A=E AlA HEste B0 HREZ S JASHEE AlMsh=t
T AT AWelAlE AEsA ¥e EES Toth Ale IIEZCEREH HYUEES A
A glojof ASARE AFT 5 Ak MG 239l B BEE UE/88 Z2EZL o
o

ol

(3

31 AHA 5

AH&ARE Bel-Ad ID, passg d¥ skl oA /\Wioﬂ AEsi A 55 847 A
W& WAYE St hpass = pbkdf2(pass,salt, ) & AL A7]A pbkdf2[5]= A=
Wb 71483 8krol ] ARgARe] 4 2= pass} L")\E "*EHO}t salt, Y317 IE g =
290 43stE sfHge AN AWM= AHEA Al DBll <ID, hpass>& A3t
32 AH&A 29l

AHgAE BekeAe] Za0%e ID, pass® YT oS Aol AEBT AME A
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Al DBolA] ID, hpassE $101231 AMEAZ} M5k pass7t YXAeh=A &Qlgth AMgAte] 21
Qo] gl MW E T Zo] EES dadith

JWT E2& [H][PL[S]¢+ 2o 3t H, Hlo|2& P, AW S9] 35E 08 FAREH of7]dis=
EZ9 MWE t2 FASkA o)A AAPAHAAE T HMACS ©]83ste] H o 2] 37]
3712 kA

t= HMAC(H,P,secret)

714 &4 HMACS AMHAAREToH F717Fss Hel PE YdE o2 ol F/EHA] = A
W] BIUEL secretS o] &3l EFY MW t& AASITE AREA 2%lo] SRIFH M= E}ﬁ
3} o] AFE F Y EZ(FNES HLET)S AAste BeeA o AFsiy BHeeA = o
58 HebeA Y 2AAEY Ao AAsit)

t, = HMAC(H, Py,secret), P, = [ID,M, T,,0]: 3/HN=Z

t, = HMAC(H, P,,secret), P, = [ID,M, T,,1]: viQEZ

o714 payloadol E3EE ARE IDAMEAS D), MAFEALe] 71714R), T,(2e] f37]
Y Solw mpxute] EE 0/18 Wd Seh Auolth 2 T Ao E2e Zejd o]9e]

s =
U FEE 7o A" Zlolth 971 ARk ZI71HE ME FIRE AL AR o
el 717155 AT AF AR e EEES A ol&stER ] Y FEAROH. F
el ARAEZS sk T2 o] ol9lol= o) 7kx] Hgd W4jo] AHEE & Sl=H MW7t
AEd 3NES AERERY HUEZS A5 947 At < e W4old "k
33 AFE1%

AHEAZE Z2IR1E AHelA B FoAE 24T 45 BeEbpAs F e BE ¢t % A

AZE TS o83t JNES .5 thad 2ol ALttt

ty=HMAC(ty,t,, T),
curr TO

T= floor( e

)

83 oA @A WA < t.ty, T>E G Aulo] Asach 2w Ane A48 2
NES 1,9 AEL AZetn Hol2ES Uagsie] Agate] YHE BRIakT o o] faka )
MBS 1 & AT o T YAES 1,3 L 528 ol gt Aety AgARRE A4
A3 2R, TF @ANAA Geld AHgAe] §EAS AZUT. ol P HAL BeleHo
oS AEHOR SRR AGAE AERIIH Y= ANY BAE o8 & Yk of
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e Ae=dd A dEIHA g it FAAEE SEA sRE ¢ Ao
34 YNEZS o848 WAAYUFT & ¢33

olg|gt o g MAEE YNEZ t,&5 U5 AMEz] BepeA el AW Alold FHEE
st B ARE A4S 4 Qloh BUARE A AEgoeN AFEIlld o8 =
UAE, o|AS AFsHA] Fa WAALS 2 g5l o] &S Fx Utk o E S0 STeldET}
AoAl Bl HAA ME A3 aiie WARAJNSIEE mac= HMAC(M,t,) St 2
o] A3t < ty, Tomac, M >& AFE F AUtk o5 T AW WA JANES ¢S At
& F macd FERES HAZTT F Utk FEO|AETF AWoAl Bl wAR] AAE d5std
a7} e Afole YAEE (2 THE HLIZ ALt WAAE dEgste dE5d 5
RL AHE FANES (o AR & 55318 o Jth SSL/TLSE ©] &3 58}, 53 vl
& w SSL/TLSHA]S Fefo]dESt A7t TS Dl fRdoF ks FEo] o &
M S ME Be AHAERS] AZAH ARE BEsof & Farl Yt Wi, YNEZS
o] &g WAl WAl Hgtsst TAS st dagk Aeolnt ws), wAAdES o] &
T A A= AAAHEE FAE 87 §le BIHE Y (stateless) ZEEZEZA| ] o] Qo

4. 24

A87e] BehAelE AWL AAse] AT BAES 4,9 WEES ¢,0] Az} glow
AAT] WY YNES ¢,& AN F Ak AWE ASAZTE A5D FNED 4, F o
F3to] AgA] ARE BT F AT AN AW FAY & Yok AWE 2L 484 AR
g olg3tel HWES ¢, & AFOE ALY 5 YT oL ol §d] YNES 1,8 Tge 7
2 olgstel AT 4 g1 Ak

MEES 12 ANl WA secret’h Qofok AN F YonE FARES F
Hoftiehs o ZRE WUAES ¢ & AT F UL YNES ¢, FS AVT & Yok FAAL
BAle) PAESS Y3 ISHTEE olzle AH Xh AUR AZE ghoE HHEE
AgA ARozel AFRI AT + g H1 AZE AxYS 2I90S 898 B A
otk

A YRR YAulsSe] BERS ol8F AFRIAL s AHge] 8] dEsE 5
AAGE AGSI ek o] EROIA ANE WHES o] §HW US| QAR Aol
web A% WA HEE E2e wEe] i A¥A0] QoM FER FUAIL A§IHA
AT AEZINS HASA 8T 5 gl Bk

s
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MUES (0] FAANA RFAHE FAW AL AROE AFRING AT 5 YA
Ao WAESe HeheAe] 2AxEeA ks AdEo] END FAR s o
AT B 5 QAW AgAe] FeholdE AFE A FAYS FAAL Y 24

59 MUESE BAND 5 9 Heh IPEE AgAE FooldE FEE 9

ALt Agolehs AL FEslof skAT AW ZHA A& SSL A-]]/Fl_g _ﬂ_ag 297} 9ol A
HTTPO] B3 & (stateless) Z2EFS] S JUI= 4 4 dth

=

o1 A tasld BAAE S A}%EW EaIA ZP
l %}4 QR PAn| g0l EES o] &% Z}Eié l

Jof| H]FolE o o] WHEL YA H| 20l A A}%ZP AT P a848 AT
71480 NAAE AN R B F Utk

z7] 2IJQANAE A3 HAYEE AHE FEOE HEdh=

< AHgE] wiEel dsstE BAAE S ARgdlof gtk @Al AREAF Q1T hHA S Sl
/AFA 718k AAAEE o]ah= AHEAF )1F0] dE| AREE I Qe 1719 kg A%
< Sl 71718 R ER gEslste] Ao, A Al thdstr] ffs) RUEE F
StEfo] HtRE AT Ze a7ata vk 1Ev JiIZIE ARESH] flsliAe oxds]
2955 dYslioF sk ©o] Qlth 1Fe] FHepHo] AMEAl 719l ojEd= Y E Yo
22 Ja9E &AL FolE o] TEAHS Exy}t FHi 9=t FIDOB|IME kg =g
ofo] 7i%171E ARFEAE BANSE o] &d 2AJF, AAAAHEE Ol%d dARIZ o] <
A AR BAoR QlFo] Mt Utk &, AARJSS o83t afrl7lel tid 2AUAS
AEetE 771717 ARAAEE o] &35 QJﬁ"J&M o] FAHEE 3= Zlojth. FIDOE
o] g3l Aol thalt AFgAl 7] QAFE Ao o&ESIA] P AAAFS o] g3ty kst
A FYE 4 ok ad 27] AF o)1F9 ZP%E:LOJ" Arulze] & BAS 93] oA
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