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2. USPS 8 A E AAEIS E0H)|=

=] IBIP(Information Based Indicia Program)
® USPSCo| RESEAHIAL A&oZ HEI|BIOIFSS MEZSHolgul

o ZZ3tE HIOIEITR| NI O HOl @I EL el X HFHI HEX
=

=] IBl(Information Based Indicia)
o RURFE HFolUli= SEE HAlole EXRE
= AEE I 2XH3 B2 EZ 1A
B REUS, AKX =4, 8XIEUY, 52, RERE,
=22, = Jccpl'ﬁ\_, 11249 |D, SER= &N HA S

=] PSD(Postal Security Device)

o CIEUl 2H2| ?X L HXAXE RS ot =R X
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Pata e B Pata Pats ’ e DE
Indicia Version Number Yes No 1 1
Algorithm ID Yes No 1 2
Certificate Serial Number Yes No 4 3
Device ID
- PSD Manufacturer ID Yes Yes 2 4
- PSD Model ID Yes Yes 2 5
- PSD Serial Number Yes Yes 4 6
Ascending Register Yes No 5 7
Postage Yes Yes 3 8
Date of Mailing Yes Yes 4 9
Originating Address:

- City, State, ZIP Code No Yes -—- ---
- Licensing ZIP Code Yes No 4 10
Reserved Field 1 Yes No 5 11
Software ID Yes No 6 12
Descending Register Yes No 4 13
Rate Category Yes No 4 14
Digital Signature Yes No DSA| RSA | ECDSA 15
40 128 40
Reserve Field 2 Yes No Variable Size 16

MAAAMES 0lE8 Al=0s, FE A HElA



PSD (Postal Security Device)

=] PSDgt?
® IBIPE ?lol EEE2 J|s= +=dol= ot =30 X

o R2d= A= ot=4l0




MASLE MHS 95t PSDY 28

Provide

ser Input Create
Mailpiece
Printer
User
Upload Audit Interface
Inft t1
nformation PSD

Download New
Postage Value

Provider




PSD2 E2H)|S1 IBIP &2 2

= PSD2 E202H)|=s

® PSD xJ|3}

o MIIANYE MM U AHS

® I XIAES OHMEH 22| : 22| L MXRSE 22|
=] IBIPS| D|=s

e X o=

e MXIX=2
o Mi2H dd
o

2t AH(audit) 715

IBIP
PSD Security IBIP Device IBIP Financial IBIP Indicium Device
Functions Authorization Functions Creation Audit
Initialization v
| Digital Signature* v v v v
| Register Management v v
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3. 2IHY! 2 HUH AIEEH= =)=

=] DSA (Digital Signature Algorithm)
e U= MANY H=(DSS), FIPS PUB 186

=] RSA
® PKCS #1: RSA Encryption Standard version 2.0

=] ECDSA (Elliptic Curve Digital Signature Algorithm)
® DSAS Bt Z3H &S BHA

® ANSI X9.62 Standard (Working Draft), Elliptic Curve Digital
Signature Algorithm.

@] SHA-1(Secure Hash Algorithm)
o MIUNMIU MEEEI=oli+l 2SS
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g=2)|=0l Maote 8252 = AMHIA

=] Privacy (or confidentiality) (7|2 &)
e HPXICHO| HHYLXNEBE BER
=] Data integrity(22Z2 &)
e SRAOI LG Qo B2 HAEL X $S
(=] Entity authentication (or identification, &! X 2| &)
® 2!X 2 identityE &0I
=] Message authentication (0 Al X| 21 )
o HEO =X E &0l
=] Signature(& XHAH)
o MBS AXNE H&Eote =H
=] Access control(& 2 M)
o ASHAO|AHCH AHE L2l B2= o It
=] Non-repudiation(22/= M)

o M2 AL SHS £ ot ot= =H
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m] S 24 (Efficiency) : NEHEE &2H
m] | X=JHUnforgeability): AZ XI0H0| NEHE M A

m] KX 215 (Authentic): A XIE &0lD}s

=] THAFE 2JH(Not reusable): E}2 A2 AH2Z AIE 2}
m] HX 2Jl= (Unalterable): A E 22A42 HX 2Jts

=] 201 EM (Non-repudiation) : A& &, NY A& 202D}

gl
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3.1 DSA

m J| Ad

_ o M3l :p,q 8y
— mOd y 4y 8
Y-8 P HI23) : x

m AN M
kepZ,
r=g"modp
s =k~ (h(m)+ xr)mod g Mgt : @ )

LI R

Ol

(?

_ _h(m)/s _.rls
r=8g Y
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3.1 DSA

Signature Generation

Message

\

SHA-1

M

Message
Digest

Private l

DSA Sign
» Operation

Key

Digital

»

Signature

Signature Verification

Received Message

\ 4

SHA-1

v

Message
Digest

Digital ' Public
* DSA Verify
Operation ‘
Signature ' Key

Yes - Signature Verified

or
No - Signature Verification Failed
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3.2 RSA &8 XAIME

= J| -
® For large 2 primes p,q, n=pq ,#(n)=(p-1)(q-1). : Euler phi &=
® Select random e s.t. gcd(¢(n), e) =1
® Compute ed =1 mod ¢(n) -> ed = k¢(n) +1
® Public key = {e, n}, secret key = {d, {n}}

m NEMH
s = h(m)? modn

= NE &

Ol

()

h(m)ﬁse mod n
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3.2 RSA &8 XAIME

Signature Generation

Signature Verification

Message

SHA-1

M

Message
Digest

\4

Block
Formatting

Private ' Digital
RSA Sign ‘
* Operation

Key

Signature

Received Message Received Signature

Public

-

SHA-1 RS54
’ Decryption
Received Digest l
Verify
’ BT =01

Key

Compare
Message Digests

v

Yes - Signature Verified
or
No - Signature Verification Failed
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3.3 ECDSA

® [H==D|5}St™ 2= basepointE I &l genus(iE£1)Jt 12! smooth (# 0
=gf0/ 00| Ot M) curve

E(K)={(x,y)eKxK:y, +axy+a,=x"+a,x’ +a,x+a,} U {J

(]
m
[0
Jy
[z

0
fo

o BRSNS W22 Sd= 0180l Ol &MU+=2 X2 GicAS0l Il et
of= M3 &= AlAE
y2=x3-Tx
P=(-2.35,-1.86)
. X Q=(-0.1,0.836)
-R=(3.89,5.62)

R=P+Q=(3.89,-5.62)
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SEHHl 2 9 EIRIZE AF,) o HID
Group z’ E(F,)

Group Integers {1,2,...,p-1}
elements

Group operation Multiplication modulo p
Notation Elements: g, h
Multiplication: g e A
Inverse: g'!
Division: g/ h
Exponentiation: g*

Discrete Giveng eZ’
Logarithm and 7 =g’ mod p
Problem, find a

Points (x, y)
on E plus 0

Addition of points
Elements: P, Q
Addition: P+ Q
Negative: -P
Subtraction: P- Q
Multiple: aP

Given P € E(Z))
and Q = aP,
find a

20



3.3 ECDSA

m] 3| A
Pe E(Z,)of order g S :E PO, q
O =dP HIZI|:d
m A Md
kepZ,
R=(x,y,)=kP
r =x, modg
s=k'(h(m)+dr)modg MNZat:(@s)

= ANEES

u, =h(m)/smodgq,u, =r/smodgq

u P +u,0 = (x5, )
v =x, modg

V=r
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3.3 ECDSA

p— ——

Signature Generation Signature Verification

Messace Received ssage

SHA-1

\ 4

Message
Digest

Privat Dioital Digital | Public
rivate [ igita ECDSA Verify
* ECD54 “S_Ign * ’ Operation i
Operation §i Key
Signature

Key Signature
Yes - Signature Verified
or
No - Signature Verification Failed

SHA-1

Message
Digest
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ECC2 RSA 25 H|w

ECC7137| | RsA7|37| | e o break | ESVRCE
106 512 104 4.83:1
132 768 108 5.82:1
160 1024 1012 6.40:1
211 2048 1020 9.71:1
600 21000 1078 35.0:1
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4. =2 E& &35 J|l=

=] SEED (Korean Data Encryption Standard)
® 128-bit symmetric block cipher
® developed by ETRI, KISA, ADD + Academic

=] KCDSA (Korean Certificate-based Digital Signature Algorithm)
® developed by KCDSA Task Force Team

® Financial support : KISA (Korea Information Security Agency),
ETRI (Electronics and Telecommunications Research Institute)

m] HAS-160 (Hash Algorithm Standard)

® Financial support : KISA (Korea Information Security Agency),
NCA (National Computerization Agency)

m] Reference

® KRyptoGate (Korean cRYPTOgraphers' GATEway)
http://lwww.cryptogate.com

® http://dosan.skku.ac.kr/~sjkim/Kr-Standard.html
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4.1 SEED ((H&!3| &5 EZF)

=] SEED [Ro ]
® Symmetric Block Cipher Cpu— i
® Block size, key size : 128-bit o
® Feistel structure M F] (K]
® 16 rounds
. Rz %
m] Design criteria ;_@<
® Provide security proof
® Secure against DC, LC, Higher
order DC, Related key attack
® Faster than 3-DES in software L3 Ris -
® Use nonlinear function for © F} B
round-key generation

L1 (R | kg0
Fth round key
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4.2 KCDSA (B XIA Y E &)

=] KCDSA (Korean Certificate-based Digital Signature Algorithm)

@] Domain Parameters
® p: alarge prime s.t.Lp = p|=512+256i fori=0,1,...,6
® q:aprime factor of p-1s.tl = q|=128+32; for j=0,1,...,4

Further, (p-1)/2q should be a prime or at least all its prime factors
should be greater than q

® g: a generator of order g mod p

m] User Parameters
® x : signer’s private signature key s.t. X€, Z,
® y : signer’s public verification key computed by V= g’ modp

® z: a hash value of Cert_Data, l.e., z=h(Cert_Data) where Cert_Data
denotes the signer’s certification data

26



CERUER-IE

0[

(=] Signature generation
® Generate a signature (r,s) for a message m
® Precomputation can be used for generating r

r=h(g" mod p) withk e, Z;
s=x(k—r®h(z||m))modgqg

=] Signature verification
® On receiving (m,r,s), check the validity of the signature

e=r®h(z||m)

rih(ysge mod p)
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DSA, GOST, KCDSAZ2| H|

Schemes |p| lq]
DSA 512+ 64: (i =0,1,---,8) 160
GOST 512 or 1024 256
KCDSA || 512 4+ 266: (: = 0,1,---,6) | 128 +32¢ (¢ = 0,1,---,4)

Schemes Signature Generation Signature Verification
private Key : z €, Z, public key : y = ¢° mod p
DSA kerZ,
19 r = (¢* mod p) mod sTlrgs T h0m) yod p) mod g = r 7
g P g Y g P q

3= k_l(m: + h{m)) mod g
GOST || ke Z,

[10] r = (¢" mod p) mod ¢ (y_rh(m}_l g”h(m}_l mod p) mod g =r ?
3 = rx + kh(m) mod g

1

private Key : ¢ €, Z, public key : y =g  mod p
KCDSA || k€- Z;
r = h(g* mod p) h(y" g2l mod p) = r ?

s=x(k—r@®h(z|]|m)) mod ¢

28



4.3 Elliptic Curve KCDSA

=] Elliptic Curve Cryptosystem

® Stronger security and higher speed with smaller key size
® EC-KCDSA is under the standardization process

=] Signature Generation
r=h(kG) withk €, Z;
s=x(k—r®h(z||m))modgqg
®] Signature Verification

e=r®h(z||m)

r=h(sY +eG)
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4.4 HAS-160 (ol 2|8t B =

Initialize H,, H,, H,, H, H,

!

A=H,, B=H,, C=H, D=H,,E=H,

|

M; Update A,B,C,D.E using
round function(4 rounds, 80 steps)

|

AB,C.DE

l

— H,+=A, H+=B, H,+=C, H,+=D, H,+=E

l

Output

)

Input message block : 512 bit
Output : 160 bit

Compression function : 4
rounds, 80 steps

5 chaining variables
20 message variables
Using little-endian convention
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m  HUAYY HEO S
o MIEAN2 Eotd & olSd XS, 8 E
o MIAI MO &M 5
® =Ll PKI(Public Key Infrastructure) 7=

Ja

2 =04

m & XHA S0 (1999. 2. KIE)
1. KISA as Root CA
2. Operation of Licensed CA under KISA’s Root CA

31



=L PKIS| X

Subscriber

Root CA
(KISA)
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Root CA2| & &t

=] Operation of Digital Signature & Certification Scheme(PKIl)
1. Issuance and Management of Certificates for Licensed CA
2. Issuance and Management of CRLs for Licensed CA
3. Time Stamp Service
4. Development of CPS and Security Guidelines, etc.
% CPS : Certification Practice Statement

=] Evaluation for Licensing CA
1. Security and Reliability of CA System Components
2. Security and Reliability of Digital Signature Mechanism
3. Physical and Personnel Security
4. Network Security, etc.
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Root CA2| A&t

®] Cross-Certification with Foreign Root CAs
=] R&D of Digital Signature & Certification Technology
@] Standardization for National PKI
1. KCDSA/HAS-160(Korea Standard : October, 1998)
x KCDSA : Korean Certificate-based Digital Signature
Algorithm(TTA.KO-12.0001)
% HAS-160 : Hash Algorithm Standard(TTA.IS-10118)
% TTA : Telecommunication and Technology Association
2. RSA/SHA-1 (PKCS #1)
3. SEED(Korea Standard : October, 1999)
x SEED : 128-bits Block cipher algorithm

(m] Cert/CRL profile(X.509 v.3 Cert, X.509 v.2 CRL)

34



PKI 7= & &

@] Root CA(KISA)
1. Root CA : Established on July 1999.
2. CPS of Root CA : Published on Aug. 1999.
% CPS : Certification Practice Statement
3. Evaluation Criteria & Evaluation Manual : Oct. 1999.
http://www.rootca.or.kr

@ Three Organizations preparing for Licensed CA
1. KICA for Electronic Commerce
% KICA : Korea Information Certificate Authority

2. KFTCI for Banking
% KFTCI : Korea Financial Telecommunications & Clearings Institute

3. KOSCOM for Securities
% KOSCOM : Korea Securities Computer Corp.
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W 2O)|20 AE YU QM
® OISAE YL =X S 28 HI0 H3t THHI2
° U2+ LA S FHHL &4 #X
° ALSRIS SEX S BE AU 2OH0ll B8t AR RS

m J| &8 E 20t )=
® ZIH3| Il RE(PKI)
e =L EZ 2 12|5(SEED, KCDSA, EC-KCDSA, HAS-160)2 0| 2
) BI5 2RO SBS DGO B
® RSA 21ZIE2 58 s

m] HRetEotJ|=

W2 B AHCERSHERKZ2 EZES

Tamper proof device(0ll : Smart card, USB 0| &)2 XS &Y
D:%& 2ot )|= 2o EXFe 2o 2 (22 &, XA, HINE &, =2
cl &)
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