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Abstract. Receipt-freeness is an essential security property in electronic
voting to prevent vote buying, selling or coercion. In this paper, we pro-
pose an efficient mixnet-based receipt-free voting scheme by modifying
a voting scheme of Lee et al. The receipt-freeness property is obtained
through the randomization service given by a trusted administrator, and
assuming that two-way untappable channel is used between voters and
the administrator. The efficiency is improved by employing a more effi-
cient mixnet, which is a modification of Golle et al.’s optimistic mixnet.
In the proposed scheme, the administrator provides both randomization
(ballot re-encryption) and mixing service in the voting stage. Afterward,
the ballots are mixed using the proposed efficient mixnet. Our mixnet-
based voting scheme offers receipt-freeness in an efficient manner.

Keywords: Electronic voting, receipt-freeness, mixnet, re-encryption,
randomization, designated-verifier re-encryption proof.

1 Introduction

Voting is often related to political and financial gain, and cheating is an inher-
ent threat to voting. Thus, security aspects in voting must also be thoroughly
considered. This results in extensive security requirements for e-voting.

— Privacy: Normally, the vote is encrypted prior to submission, where the
ballot is in the form of an encrypted vote. Voter-vote relationship must be
kept private, to ensure that voters express their true opinion without fear of
being intimidated.

— Eligibility: Only authorized voters are allowed to vote, preventing fraudu-
lent votes from being counted in the tally stage.

* This is the full paper containing illustration of the proposed protocol. The proceeding
version of this paper will be published in Trust and Privacy in Digital Business—
TrustBus 04, volume 7?7 of LNCS, pages 77-77, 2004
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— Prevention of double voting: This ensures that all voters are allowed to
vote only once, such that each voter has equal power in deciding the outcome
of the voting.

— Fairness: No partial tally is revealed before the end of the voting period, to
enforce privacy and ensure that all candidates are given a fair chance during
the voting period.

— Receipt-freeness: Introduced by Benaloh and Tuinstra [4], voters must
neither be able to obtain nor construct a receipt which can prove the content
of their vote to a third party. This is to prevent vote selling/buying, ensuring
that voters are not used as a proxy to cast votes.

— Robustness: The system must be able to tolerate certain faulty conditions
by managing some disruptions.

— Verifiability: Correct voting processes must be verifiable to prevent incor-
rect voting result.

Secret-ballot e-voting schemes typically employ either mixnet or homomor-
phic encryption to provide voters privacy. Our proposed scheme employs mixnet
since it offers more flexibility on the ballot structure as opposed to employing
homomorphic encryption, e.g. in preferential voting [3].

To provide receipt-freeness, many schemes normally employ a trusted author-
ity to randomize the ballot prior to vote submission stage. Many of the schemes
are oriented toward homomorphic encryption approach since accumulation of
votes is obtained by decrypting combination of the ballots, where individual
ballots are never decrypted. Providing receipt-freeness in mixnet-based voting
schemes is more problematic since all ballots are decrypted individually for tal-
lying, and a voter can prove the content of his ballot using his knowledge of the
random value used to construct his ballot (encrypt his vote).

Obtaining both receipt-freeness and efficiency, both the receipt-free mixnet-
based voting scheme of Lee et al. [9] and the optimistic mixnet scheme of Golle
et al. [8] are modified, and then combined as follows:

— the administrator provides both the re-encryption service (by the tamper-
resistant hardware randomizer in [9]) and mixing service (by the first mix
server in [8]) together,

— the administrator is trusted not to collude with the mix servers to reveal
voter-vote relationship, and

— the communication channel between the administrator and the voter is un-
tappable.

The remainder of the paper is organized as follows. Section 2 provides more
background and motivation to our proposed scheme. Reviews of the mixnet-
based voting scheme in [9] and the optimistic mixnet scheme in [8] are provided in
more detail. Section 3 describes the modification made to the optimistic mixnet
scheme to provide receipt-freeness and cancel known attacks to it. Section 4
presents our proposed efficient mixnet-based receipt-free voting scheme using
the proposed efficient mixnet. Section 5 analyses the security and efficiency of
the proposed scheme. Section 6 is a conclusion.
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2 Related Work

Based on the verification of mixing, mixnet schemes are classified into verifiable
mixnet and optimistic mixnet. Verifiable mixnets [1, 7] offer robustness at the
cost of efficiency. Proof of correct mixing is accurate and requires more computa-
tion and bandwidth compared with optimistic mixing. Optimistic mixnets [5,
8] offer efficiency at the cost of robustness. Proof of correct mixing is quite sim-
ple, though less accurate, compared with the verifiable ones. Confidence of cor-
rect mixing provided by optimistic mixing is less than that offered by verifiable
mixnet schemes. However, it is much more efficient.

Schemes using verifiable mixnet can be made more efficient by employing an
optimistic mixnet. We recall a mixnet-based receipt-free voting scheme in the
following subsection, and recall an optimistic mixnet scheme in the subsection
afterward.

2.1 Mixnet-based Receipt-free Voting Scheme by Lee et al.

The mixnet-based receipt-free voting scheme by Lee et al. [9] focuses on re-
moving user-chosen randomness in ballots to provide receipt-freeness. This is
achieved as ballots are randomized by a third party. In their scheme, a tamper-
resistant hardware device named tamper-resistant randomizer (TRR) is used to
act as the third party randomizer and also provide untappable channel. Correct
re-encryption by the randomizer is verifiable by the use of designated verifier
re-encryption proof (DVRP). The re-encrypted ballots are anonymized by the
mixnet, and the outputs of the mixnet are individually decrypted by a quorum
of decryption authorities.

The voting stage consists of four sub-stages. First, each voter prepares a first
ballot by encrypting his vote. The ballot is then sent to TRR for randomization.
Second, the TRR randomizes the first ballot with re-encryption to produce a
final ballot. Third, the TRR also produces a Designated Verifier Re-encryption
Proof (DVRP) to prove the correctness of re-encryption to the voter. The final
ballot and the DVRP are then sent to the voter. Finally, the voter checks the
DVRP, then signs and submits the final ballot if the check is accepted.

As the scheme employs verifiable mixnet, efficiency improvement is possible
by alternatively using an optimistic mixnet.

2.2 Optimistic Mixnet by Golle et al.

Golle et al. [8] proposed a very efficient mixnet scheme using the optimistic ap-
proach. Correct mixing is proved by using the proof of product (POP), proving
that the product of input messages is preserved in the product of the output
messages. The proof of product exploits the homomorphic property of the un-
derlying ElGamal encryption scheme. However, a checksum is required to verify
the integrity of the messages. Also, the inputs are required to be encrypted twice,
named double enveloping, to support backup mixing.
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Double enveloping protects the anonymity of the original sender from a re-
lation attack by a dishonest server. When the input message is encrypted only
once, a dishonest server can modify its output by multiplying two inputs b; and
by and outputs the re-encryptions of b;b;s and 1, where i # i’. This attack passes
the proof of product test. By observing the attacked (combined) plaintext out-
put after decryption, the related ciphertexts can be identified. Double encryption
is used to prevent such attack, so that when the first mixing for the outer en-
cryption is found to be incorrect, the inner encrypted messages are recovered by
the decryption authorities and mixed again using a more robust, heavy-weight
verifiable mixnet.

Based on the scheme by Pedersen [10], a threshold version of ElGamal cryp-
tosystem is employed with properly generated parameters as in [10], private key
x, and public key (g,y = g*). Several decryption authorities share the private
key x using Shamir’s (¢, m) secret sharing scheme [11]. A message v is encrypted
with a random value r using an encryption function E and the public key y as
Ey(v,r) = (o = ¢g",08 = vy"). A collision-resistant hash function H is used to
produce the hash checksum as h = H(a, 3). The double encrypted ciphertext
is then produced with different random values r1 and 7o as Ey(«,r1), Ey(8,r2)
and the hash checksum is also encrypted with a random value r3 as E,(h,73).
For n messages (i = 1,...,n), inputs to the mixnet is a triple of the form
(Ey(ci,rin), By(Bisri2), By(hi,7.3)), where h; = H(ay, ;).

The mixnet scheme is a basic re-encryption mixnet, where each mix server
receives inputs («;, 3;, hi), re-encrypts them by selecting different random val-
ues 1} 1,75 5,75 3 and compute (o, 5, h}), and outputs them in a random order.
Afterward, the mix server proves the preservation of product of messages in the
mixing (proof of product) by proving:

[Tei=11e: A II8: =118 » [Tr=]1" (1)

Computational complexity (in terms of modular exponentiations) using this
technique is independent of n, the number of messages.

After the mixing is finished, each output is decrypted using threshold de-
cryption by a quorum of decryption authorities. The final output of the mixnet
are triplets in the form of (a;(i), 5;(1')7 h;(i)), where 7 (%) represents the result of
total permutation of ¢. The integrity of each result is also verified by checking:

Recent research revealing possible attacks on this mixnet scheme include the

paper by Abe and Imai [2] and Wikstrém [12].

3 Proposed Efficient Mixnet Scheme

To provide the required receipt-freeness property in the proposed voting scheme
and to eliminate attacks as in [2, 12], we apply the following modifications to the
scheme by Golle et al. [8].
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— The hash checksum is removed to invalidate the relation attacks as in [2, 12].

— Single encryption is used instead of double encryption to prevent a sender
from using the inner encryption of the double enveloping as a receipt.

— We only check that [[v; = [] v} in the proof of product, where v; and v} are
messages before and after the mixing.

Threshold version of ElGamal cryptosystem is employed as in Section 2.2.
The two primes are p and ¢|p — 1, the secret key is z, and the public key is
(9,y = g*). Assume that there are n voters V; where ¢ = 1,...,n. Each voter V;
interacts with the administrator to generate a ciphertext (c, ;) for his vote v;
(will be detailed in Section 4). These ciphertexts are input to the mixnet.

The proposed mixnet protocol works as follows:

1. Re-encrypt and randomly permute the ordering of messages:
Each mix-server receives n input ciphertexts (a;, ;). Choosing random val-
ues 7; €r Zg, the ciphertexts are re-encrypted as (o, 3)) = (g™, By™).
The mix-server then outputs the re-encrypted ciphertexts in a random order
() (y> Briy)> where 7(i) is a random permutation of .

2. Prove preservation of products (individual mix server verification):
Each mix-server proves the following equation in zero knowledge.

n i ﬁl
o8 g g )

The correctness of the mixing is verifiable by anyone as g, y, and input
(avi, B;) and output ballots (o, ;) are made public. This zero-knowledge
proof requires 2 exponentiations for proving and 6 exponentiations for veri-
fication using the Chaum-Pedersen protocol [6].

(3)

loh

If the mixnet is highly trusted, a variation named global verification can
be used. This verification technique takes a more optimistic approach as the
preservation of product is verified, not by the mix servers in each mixing stage,
but by the decryption authorities after all mixings are finished. The decryption
authorities decrypt the product of the first input ballots to the mixnet and the
product of the last output ballots from the mixnet, and check the equality of
these two values.

Individual mix server verification offers early detection of error in the mixing.
Thus, mixing can be aborted and done by other mix servers. This verification
technique is preferable as it provides a correctness check on each mix server.
Using global verification, each mix server is not required to produce any proof.
Thus, mixing process can be performed more efficiently, however errors will only
be detected when the proof of products are decrypted.

Our proposed mixnet scheme uses a single encryption removing the use of
double encryption and hash checksum (3 encryptions). Thus attacks [2,12] on
the original mixnet scheme [8] are not applicable to our scheme, while efficiency
is improved three times.
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4 Proposed Voting Scheme

Our efficient mixnet-based receipt-free voting protocol uses the proposed opti-
mistic mixnet as described in Section 3. The parameters p, q, g, y are made public,
while x is kept secret. Each voter registers to a registration authority and ob-
tains a public-private key pair through an already established key distribution
mechanism such as Public Key Infrastructure (PKI). Illustrated in Figure 1, the
voting protocol consists of the following three stages:

1.1. Vote
——————————— > "
Voter t\ﬂ—way untappable channe|  Administrator
1.3. DVRP
1.4. Approval l l 1.2. Ballot publishing
Approval Ballots ——
Mixers
. 2. Mixing
Voting parameters l
Bulletin Board 3.1. Tally
Result R
Talliers
3.2. publish result

Fig. 1. The Proposed Voting Protocol.

Stage 1. Voting

Voting stage is an interactive protocol between the voters and the administrator
through an untappable channel. During the actual voting period, votes are cast
by the voters, published by the administrator and approved by the voters.

1. Vote casting (using two-way untappable channel):
Each voter V; chooses and encrypts his vote v; as (o, 3;) = Ey(v;,7;), where
r; is a random value chosen by the voter. The encrypted vote (o, 3;) is then
sent to the administrator with voter’s signature. The administrator checks
the eligibility of the voter and the validity of voter’s signature.

2. Ballot publishing:
After the voting period finishes, the administrator re-encrypts each ballot
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using a new random value 7; as (o}, 3!) = (a;g™,B;h™) 3, and posts the
re-encrypted vote (o}, 8;) in a random order on the bulletin board.

3. DVRP (using two-way untappable channel):
The administrator provides each voter with a DVRP which proves the cor-
rectness of the re-encryption. Using DVRP, the administrator proves per-
sonally to the voter that he knows either the random value 7; or the private
key of the voter x; (public key of voter is y; = ¢g*) as the following:
(a) The prover selects random values of k,r,t € Z,.
(b) The prover computes commitments of (a,b) = (¢*,y*) and d = g"y!.
(¢) The prover computes the challenge using a one-way collision-resistant

hash function H as ¢ = H(a,b,d, o}, 5l).
(d) The prover then calculates the response u = k — 7;(c + r).
) The prover sends (¢, r,t,u) to V
) The verifier checks:

¢ = H(g"(a} /o)ty (BL/ BT, "yl oy ) (4)

4. Approval:
Each voter checks the validity of the DVRP (Equation 4) and posts an
approval message with his signature on the bulletin board if the DVRP
is accepted, and refutes otherwise. The approval message format can be
pre-agreed in the system such that it is fresh but not include any personal
information which can be used as a receipt. For example, voters can sign the
hash value of all the published ballots.

Stage 2. Mixing

The input ballots are re-encrypted and outputted in a random order by the mix
servers using the proposed efficient mixnet described in Section 3. Depending on
the confidence level of the voting process, an individual mix server verification
or a global verification can be employed.

Stage 3. Tally
During this stage, votes are tabulated by the talliers and the result is published
on the bulletin board.

1. The output of the mix-network are individually decrypted by a quorum
of talliers using threshold decryption. The threshold decryption is publicly
verifiable as each tallier proves that his decryption share is correct.

2. The voting result is published by the talliers on the bulletin board.

If an invalid vote (not in pre-determined format) is found after decryption, the
particular output can be traced back to identify the entity who had invalidated
it. This can either be a mix-server, the administrator or the voter.

Trace-back protocol:
3 The re-encryption exploits the homomorphic property of ElGamal cryptosystem. In

the re-encryption, the random value r of the original ciphertext is changed by 7 to
be r 4+ 7. Thus, the re-encrypted ciphertext will still decrypt to v.
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1. The last mix-server is required to reveal the i-th input corresponding to
the m(i)-th invalid output, and prove the correctness of his re-encryption by
revealing his random number. This process is repeated to all mix-servers in
the reverse order of mixing until an invalid mixing is found.

2. If mixing was found to be correct, the administrator is required to reveal the
corresponding input and output re-encryption, and prove the re-encryption
by revealing the random number.

3. If the re-encryption by the administrator was found to be correct, the voter
is identified to submit the invalid vote.

5 Analysis

5.1 Security

Our proposed voting scheme is based on known building blocks whose security
properties are already known. This section discusses the security of our mixnet
scheme and the overall security of our mixnet-based voting protocol. We analyse
our proposed scheme based on the security requirements in Section 1.

— Privacy: The ballots are randomized and mixed first by the administrator
and then by the mix servers. If at least one of these entities remains honest,
privacy of voters is kept. A threat in privacy can occur when a specific invalid
ballot is traced back to the voter. If the invalid ballot is traced back only to
the mix servers, privacy is kept since we assume that the administrator does
not disclose the voter-vote relationship.

— Eligibility: The list of eligible voters are made public and only authenticated
voters are allowed to participate.

— Prevention of double voting: Voters can vote only once since they partic-
ipate in voting with their signature. Any misbehaviour by the administrator,
for example, deletion or addition of ballot, is prevented, since voter’s approval
is required to be a valid ballot.

— Fairness: Since we assume the threshold trust for the talliers, no partial
tally is revealed. This guarantees the fairness of voting.

— Receipt-freeness: Since voter’s ballot is randomized additionally by the ad-
ministrator, a voter loses his knowledge of the randomness of the encrypted
ballot and cannot construct any receipt. Also the voter cannot transfer the
DVRP of the administrator to any third party, since it is a personal proof
and the voter can open it in any way using his private key. Since a two-way
untappable channel is used between the voter and the administrator, a buyer
cannot observe the communication between the voter and administrator dur-
ing the voting stage.

— Robustness: Using individual mix server verification, backup mixing is pos-
sible when an invalid mixing in the proof of product is detected.

— Verifiability: In the voting stage a voter can personally verify the correct-
ness of administrator’s randomization by checking the DVRP. Correct mixing
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operation is publicly verifiable as anyone can observe and verify the equal-
ity of the product of input and output ballots. The tally stage is publicly
verifiable.

A corrupt mix server can disrupt the voting by invalidating some ballots when
he mixes the ballots. For example, a mix server takes two messages ¢; and c;,
with i # j, and produces two output messages which are re-encryptions of 1 and
cic;j. As the product of messages is still preserved, the proof of correct mixing is
accepted, but recovered messages are invalid. However, the cheating mix-server
will be identified using the trace-back protocol and be punished. When a trace-
back occurs to a specific mix server in the middle of the mix servers, the voter-
vote relationship will not be revealed. When an invalid ballot is traced back to the
first mix server, the administrator will know the voter-vote relationship. Thus,
we assume that the administrator is a reputable entity and does not disclose
his knowledge when a trace-back occurs. The mix servers can easily perform
this invalidation attack, but they cannot obtain any useful information unless
they can collude with the administrator, while their identity can be easily found
through a public trace-back protocol. Compared to the current manual paper-
based voting, although our scheme may not offer improvement for anonymity
control, it provides better protection against fraudulent votes.

5.2 Efficiency

Compared with Golle et al.’s scheme, our voting scheme is more efficient both in
computational (number of exponentiations) and communication (message size
in bits) complexity as shown in Table 1. The efficiency mainly comes from the
fact that our scheme uses single encryption, while the scheme by Golle et al. [8]
uses three encryptions for the double enveloping.

In the voting stage, our scheme requires each voter to encrypt the vote once
(2 modular exponentiations), submit it to the administrator, and later verify
DVRP from the administrator (6 modular exponentiations). The scheme by
Golle et al. [8] requires each voter to perform double encryption (8 modular
exponentiations). We do not compare the cost for digital signature, since it is
an essential operation and requires the same cost.

In the mixing stage, our scheme requires three times less computation com-
pared with the scheme by Golle et al. [8], since our scheme uses single encryption
while [8] uses three encryptions for the double enveloping. In terms of proof of
product (POP), our scheme requires three times less computation, if we use the
individual mix server verification. If we use the global verification (Section 3),
our scheme is much more efficient, since only the initial input product and fi-
nal output product are decrypted by a quorum of decryption authorities and
compared.

In the tally stage, our scheme only requires one threshold decryption for each
ballot, where the scheme by Golle et al. [8] requires four threshold decryption.

Ballot size in our scheme is 2|p| bits as we use single ElGamal encryption,
and the DVRP by the administrator is 4|q| bits. Ballot size in the scheme by
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Table 1. Comparison of computational and communication efficiency of our scheme
against Golle et al.’s scheme, where n is the number of voters.

Computational efficiency Proposed | Golle et al. [8]
Voting | Voter | Encrypt 2 8
Verify (DVRP) 6 N/A
Admin | Re-encrypt 2 N/A
Prove (DVRP) 4 N/A
Mixing | Mixer | Re-encrypt 2n 6n
Prove 2 6
Public | Verify 6 18
Communication efficiency Proposed | Golle et al. [§]
Voting | Voter | Encrypt 2|p 6|p|
Admin | Proof (DVRP) 4|q N/A
Mixing | Mixer | Re-encryption 2n|p| 6n|p|
Proof 2lp[ +lal [ 6[p[ + 3]

Golle et al. [8] is 6|p| bits as they use double encryption. In the mixing stage,
our scheme requires three times less bandwidth compared with the scheme by
Golle et al. [8]. However, in the voting stage our scheme requires interactive
communication between voters and the administrator since voters have to cast
ballot first and approve it later.

6 Conclusion

An efficient mixnet-based voting scheme providing receipt-freeness has been pre-
sented. We successfully combined two mixnet-based voting schemes by Lee et
al. [9] and Golle et al. [8] to provide both efficient mixing and receipt-freeness
together. In our scheme, the administrator provides both randomization ser-
vice and mixing service together in the voting stage. Our proposed optimistic
mixnet is more light-weight because single encryption is used. Although it is
more optimistic and invalidation attack by mix servers is possible, public trace-
back procedure discourages any misbehaviour by the administrator or the mix
servers. Because of its efficiency, the proposed voting scheme can be preferred
in practical real world election applications such as political elections in which
the administrator is considered to be a reputable entity and a timely tally is
required. Moreover this mixnet-based voting scheme can offer more flexibility on
the ballot structure, such as preferential voting.

Two major problems of our scheme are the trust assumption on the admin-
istrator and the possibility of invalidation attack by mix servers, although any
misbehaviour causing invalidation can be traced back easily. Our future work
will be focused on solving these problems.
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