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Abstract—Secret signatures, proposed by Lee et al. [5], [6],
provide signature privacy and public provability at the same
time. Using these schemes a signer can send his signature
secretly to a designated receiver such that only the designated
receiver can verify the signature. Moreover, if any argument
occurs between them, the validity of the secret signature can
be proven publicly either by the signer or the receiver. But
in these schemes one of the drawback is that the signer has
to keep the random number used in the signing algorithm
for later use, i.e., to provide public provability. This is very
impractical in the real world, since random numbers used in
many cryptographic algorithms are generally used only once
and they have to be removed safely for security reason.

In this paper we amend Lee et al.’s secret signature scheme
such that random number is replaced by a pseudo random
number that can be computed only by the signer as a function
of signer’s private key and timestamp. With this change signer
can compute the pseudo random number at any later time that
he doesn’t need to save it anymore, and it can be computed
only by the signer. With this change we think that secret
signature scheme becomes more practical and can be used
as an important cryptographic primitive to achieve signature
privacy in the real world.
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I. INTRODUCTION

The concept of secret signature was first introduced by
Lee et al. in [5], [6]. In secret signature schemes signer
computes a one way secret key agreement with a designated
receiver and signs a message and the agreed key together,
then the secret signature can be verified only by the desig-
nated receiver who can recover the secret agreed key. Signa-
ture privacy is provided since anyone except the signer and
the designated receiver cannot compute the key agreement
and therefore cannot verify the signature. Public provability
means that the signer or the designated receiver can prove
the validity of secret signature to others when there are some
argument between them. It is a good combination of digital
signature and key agreement technology to provide signature
privacy and public provability at the same time.

Secret signature was proposed to provide signature pri-
vacy more efficiently. Consider a business scenario where
both the sender (signer) and the receiver (verifier) wish
to keep their exchanged signatures private. A “straightfor-
ward” approach to achieve signature privacy is to encrypt

a digital signature with the receiver’s public key so that
only the legitimate receiver can decrypt and retrieve the
original signature. This is the so-called sign-then-encrypt
approach, which is widely adopted in the real world. In
order to implement the signature and encryption operations
in more efficient manner, signcryption [7] was proposed in
1997 by Zheng. Alternative solutions to achieve signature
privacy by limiting the verifiability of the signature only to
a designated entity incluse the designated verifier signature
(DVS) [4] and the limited verifier signature (LVS) [1], [2]).
As shown in [5] secret signature scheme provides signature
privacy more efficiently than signcryption scheme.

Secret signature can be a very useful primitive to achieve
business privacy in more efficient way, but in its current
form it is hard to be applied in the real world. Since the
random number used in the signing stage is needed in public
proving stage by the signer, signer has to save it somewhere
in his computer system securely. In our general security
practice this kind of temporal random numbers used in
signing stage have to be erased quickly and safely. Once it is
exposed to others, signer’s private key can be computed from
the signature. Therefore, this kind of randomness saving in
signature schemes cannot be used in the real world.

In this paper we modify the secret signature scheme such
that the random number used in signing stage is computed
by the signer as a function of signer’s private key. With this
change signer does not need to keep the random number,
since he can recompute the same random number at any
later time, but it can be computed only by the signer.

II. MODIFIED SECRET SIGNATURE SCHEME

Here we show a modification of Lee et.al.’s discrete log-
based implementation of secret signature [5].

1. Setup: Consider common system parameters (p, q, g)
where p and q are large primes satisfying q|p − 1 and g
is an element of order q in Z∗

p . We then require a secure
cryptographic hash function, H : {0, 1} 7→ Zq . Let ∈R
denote uniform random selection.

2. Key Generation: A signer A has a long-term certified
key pair (xA, yA), where xA ∈R Z∗

q and yA = gxA . A
receiver B has a long-term certified key pair (xB , yB), where
xB ∈R Z∗

q and yB = gxB .



3. Signing: Let m denote the message to be signed. The
signer, A, generates a timestamp T and computes a pseudo
random number

rA = H(m,T, xA),

which can be computed only by the signer. Using rA, A
computes the one-way agreed key to be shared with the
verifier B as

W = yrAB .

A now computes

U = grA , V = rA + xAH(m,T, U,W ).

A sends the secret signature, 〈m,T, U, V 〉, to the intended
receiver, B. Note that we include the timestamp T in secret
signature, since it is used at later stage for public proving
of secret signature.

4. Verification: The receiver, B, uses his private key, xB ,
to compute the agreed key with the signer, W = UxB . B
then verifies V by

gV
?
= U · yH(m,T,U,W )

A .

If V verifies correctly, then B is convinced that the message
m is indeed signed by A at time T .

III. PUBLIC PROVING OF SECRET SIGNATURE

Public proving of secret signature has two sub-algorithms;
signature proving to prove the validity of secret signature
and receiver proving to prove the identity of the receiver.
Signature proving is used to show that the secret signature
generated by the signer is valid without revealing who is
the receiver. On the other hand, receiver proving is used to
show that the secret signature is designated to the receiver.
These public proving schemes can be executed either by the
signer or by the receiver.

A. Signature Proving

Secret signature is a private transaction between a signer
and a designated receiver, but if a dispute arises between
them, they may want to prove the validity of secret signature
to others. Signature proving is used to show that the secret
signature generated by the signer is valid without revealing
who is the receiver. For signature proving signer or receiver
just computes and reveals the agreed key W . From the
secret signature 〈m,T, U, V 〉, signer A can compute rA =
H(m,T, xA) and W = yrAB , and receiver B can compute
W = UxB . Given W , anyone can verify the validity of the
secret signature by checking

gV
?
= U · yH(m,T,U,W )

A .

B. Receiver Proving

Let’s consider the following dispute scenarios; the receiver
argues that he/she is not the receiver of the secret signature,
or the signer argues that he/she has not sent the secret
signature to the receiver. To resolve these disputes it is
required to prove who is the receiver of the secret signature.
Receiver proving can be used for this purpose by either
the signer or the receiver. In receiver proving the agreed
key W is revealed and it is proven that W is related with
the designated receiver R in a special way. Its validity
can be proven by the signer or the receiver either non-
anonymously (using the general proof) or anonymously
(using the anonymous proof).

• General Proof: In this proof method signer’s proof and
receiver’s proof are distinguishable, thus the identity of
the prover (signer or receiver) who proves the identity
of the receiver is revealed.

• Anonymous Proof: In this proof method the identity of
the prover who proves the identity of the receiver is
not revealed. In this proof signer’s proof and receiver’s
proof are indistinguishable. It is computationally more
expensive than that of the general proof.

With the proposed modification in secret signatures, the
receiver proving protocol has not changed, thus the same
method shown in [5], [6] can be used.

IV. CONCLUSION

In this paper we pointed out the impracticality of the se-
cret signature schemes proposed by Lee et al. [5], [6] in the
sense that the signer has to keep the random number used in
signing stage for later use. We show that keeping the random
number in the signer system for long time is difficult and
it can cause security problem. Thus we propose a modified
secret signature scheme where the signer’s random number is
computed by the signer as a function of signer’s private key,
message and timetsamp. Since the signer can recompute the
pseudo-random number at any later time, he doesn’t need to
keep it in his system. With the proposed modification signer
has no burden to save the random number safely for long
time, and the secret signature schemes become more ready
to use in the real world.
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