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Abstract

In ubiquitous computing environment where users own and use multiple computing devices each device
has to be equipped with certified key of the user to be able to communicate with other users/devices in
authentic manner. But key management in multiple devices becomes very complex and inconvenient. To
solve this complexity hybrid key management scheme [1][2] was proposed in which user issues
self-extended certificate (SEC) by himself to each device based on user’s single certificate issued by
certification authority. In this approach a key management server which is equipped with user’s private key
was used to generate and distribute SEC to each device, but it is very inconvenient and insecure for a
non-professional to run a key management server of this kind.

In this paper we consider more realistic scenario of hybrid key management and design a new hybrid
key management scheme such that a single server which does not need to have user’s private key can
provide hybrid key management service for multiple users. We also implement a web-based hybrid key
management server and analyze its utilizations.
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