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ABSTRACT

WPA2-PSK[1,2] uses a 4-way handshake protocol based on a shared secret to establish a secure session between a client
and an AP. It has various security problems such as eavesdropping attacks and the secure session establishment process is
inefficient because it requires multiple interactions between client and AP. The WPA3[3] standard has recently been
proposed to solve the security problem of WPA2, but it is a small improvement using the same 4-way handshake
methodology. OAuth 2.0 token authentication[4,5,6] is widely used on the web, which can be used to keep an authenticated
state of a client for a long time by using tokens issued to an authenticated client. In this paper, we apply the dual-token
based randomized token authentication[11,12] technology to the Wi-Fi security protocol to achieve an efficient Wi-Fi security
protocol by dividing initial authentication and secure session establishment. Once a client is authenticated and equipped with
dual tokens issued by AP, it can establish secure session using them quickly with one message exchange over a non-secure
channel.
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4-way Handshake

Client(Supplicant)

AP (Authenticator)

Generate random
Number “SNonce”

PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,

Cleartext ANonce

SNonce)

Cleartext SNonce +KCK-Encrypted MIC

Generate random
Number “ANonce”

PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,
SNonce)

@K—Enwmed GTK + KCK-Encrypted MIC

Verifies AP has correct
PTK by decrypting
Message and MIC

KEK-Encrypted ACK + KCK-Encrypted

N

Verifies Client has correct
PTK by decrypting
Message and MIC

Fig. 1. 4-way handshake protocol
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Compute E(P5K||c, 1)

Retrieve T, T

Save [AP, T, T, ]

(1) Request service

(2) Send Certyp

(3) Send By (r, phap)
(4) Send challenge ¢
(5) Send E(PSK||c, 1)

(6) Send tokens E(T,||Tg 1)
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Certificate Certyp
Secretkey K
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Retrieve r
Generate random challenge ¢

Verify PSK
Generate tokens
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— Generate Tp, T,

- E(Tpl |TsJ r)

Fig. 4. Initial authentication and issuing double tokens
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Client

L

Generateone-time auth
— Generate time,
— auth = H(time_, T;)

Retrieve session key key
— key = H(timeyp,auth, T;)
— Verify mac

Save [AP, key, timeyp]

(1) Send one-time auth

<Tp, time,, auth =

(2) Issue session key

<timeyp,mac =

AP

Verify one-time auth
—Verify T,
—Compute T
—Verify auth
—Verify time,

Issue session key key
—Generate timeygp

— key = H(timeyp,auth,T,)
—mac = HMAC(timegp, key)

Save [Tp, key, time 4p]

Fig. 5. Setting up secure session using double tokens
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