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ABSTRACT

OAuth 2.0 bearer token[1,2] and JWT(JSON web token)[3,4], current standard technologies for authentication and
authorization, use the approach of sending fixed token repeatedly to server for authentication that they are subject to
eavesdropping attack, thus they should be used in secure communication environment such as HTTPS[6]. In OAuth 2.0
MAC token[6] which was devised as an authentication scheme that can be used in non-secure communication environment,
server issues shared secret key to authenticated client and the client uses it to compute MAC to prove the authenticity of
request, but in this case server has to store and use the shared secret key to verify user’s request. Therefore, it’s hard to
provide stateless authentication service. In this paper we present a randomized token authentication scheme which can
provide stateless MAC token authentication without storing shared secret key in server side. To remove the use of HTTPS,
we utilize secure communication using server certificate and simple signature-based login using client certificate together with
the proposed randomized token authentication to achieve the fully stateless authentication service and we provide an
implementation example.
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HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store
{
"access_token":
"eyJhbGe 101 JSUCExXzUiLCJ | bmMi 01 JBMT 1400JDKORTMj U2 N0 .
pwaFh7yJPivL]jjPkzC-GeAyHuy7AinGeSE1AZT TXnwk CB00w1aWd ke T_UY54ubo
nONbeArwOYuRTshveXnwPmucw rk_30CcHr ChE1HR-Jfme2mF_WR3zUMcwamUOR TH
kw81t xo_sKRasj IXcBRYP-evLCmT 1XRXK] t Y6 1 44GnhOABANGY Y MM CWXh3Bhi
2hBJIMJOHGO3m I vYu i 51 bf-zzb3akXxNO1ZYoWgsbt P1-T540Yc 9B i GwodFPUNPKB
kY-BgewG-Ymcb9JaFeprk 1008ghKQe0GCHcOWPC_n_L | pGWHBs pRm7TKGUY dgDMk Q
bd4uuBOuPPLx_euYCdryraA .
AxY8DCtDaG|sbG1jb3RoZ0.
TM12RCaoy YxiHc | ¥ Xk r8DhmDo ik TmOp3 | dEmmdqaBThFk aFq0s3ivkLJTkudMOf
| aMAbGG_XBKB_B-0E-7ak-0Im_-_Y030BUUGTAc—FOA .
OwWNxnC-BME i e—Gk FHzYWiNiaVY3zUHf B COGTwbRckU" .
“token_type":"mac”,
"expires_in":3600,
"refresh_token": "8xLOxBtZp8" .,
"kid":"22B1jxU93h/ | gwEb4zCRUBKF3Ts="
"mac_key":"adiig39idlaskaSasud",
"mac_algorithm": "hmac-sha-256"

Fig. 2. MAC Token
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Table 1. Implementation Environment
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Fig. 3. Server certification information in initial
load of main page
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