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NSTISSI 4011: National Training Standard for Information Systems Security Professionals, 1994
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‘ . . Sender | Receiver
]
Step 2: Give key and i Hao?jl.ren’s ! Hlacams
ciphgrvfgxf to receivgrr - m———— Public KE’F | F'rrlﬁlte Ke}'
{Separately!) b |
M O=—m
: T I
) Step 3: Use key |
Step 1: Select key to decrypt
and encrypt, ciphertext. I
Te ba_ar notla Encryption MERELS0LT |Encryption Tabe. ar el i
T, that e the Algorithm EScHE?"s 1 Algorithm * | b, thatlethe
queslion. whether 3 LT queahon, whethar
1ha peder i the... E5c57 5L s packsbit in the.
lUnencrypted message En:qlptmi:l message Unencrypled message
I
a7 2= 2747 L
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" | 135979x115079-15770708441 |
(115979 easy 135979x115979=15770708441
] f -1
i ‘ iffi 15770708441
- dificat — 7 —

N

A

» O|ACH= &X|(discrete logarithm problem)
- 2 = na BO=E St= X5 y =k*mod n2 A L5H7| & X[, F0{ Ty
o kOf| CHSHH Al y =k* mod n& Bt=ESH= x& 75617|= O 8Lt

f (x) = 100mod19
easy
f-1

difficult
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f(10) = 1010=9 mod19

10 *=9 mod19
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RSA-200 sl|=
2005. 5. 9.
F. Bahr, M. Boehm, J. Franke, and T. Kleinjung

Date: Mon, 9 May 2005 18:05:10 +0200 (CEST)
From: Thorsten Kleinjung
Subject: rsa200

We have factored RSA200 by GNFS. The factors are

RSA-200

= 2799783391122132787082946763872260162107044678695542853756000992932612840010
7609345671052955360856061822351910951365788637105954482006576775098580557613
579098734950144178863178946295187237869221823983

= 3532461934402770121272604978198464368671197400197625023649303468776121253679
423200058547956528088349
x 7925869954478333033347085841480059687737975857364219960734330341455767872818
152135381409304740185467

HEARE 0|8
2.2GHz Opteron ZARFEQ| 753 A A2k AL

http://www.loria.fr/~zimmerma/records/rsa200
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o 2IZZ7} (unforgeable)

o AKX} 21& (user authentication)

- HOl=Z7} (non-repudiation)

- HZAZ7} (unalterable)

o XAFE &7} (not reusable)
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SH7IUASM

y 2717|21= A (Certificate)

o A8 S7H7|2 AFEALS] IDE Z- St 1S 7[20] METH
=X, S7M7[2] elEdE MS

CAER Bl SN BE, B, 532 57tst=0 0|8

= Oy — 1) o
- R AR|OA HRlef MES I
> CA= Atel 9] 7H Q17| & A S HAIME = d-d5ty S A0
g5, CAS| S7M7| & A8t QIEAM Red =l

2T 1HE] HIE AHEX2] CIFA

M 10z 7| 522|324 27



(g s

JOONGEBU UNIVERSITY

General Details | Certification F'athl
Shows [version 1 Fields Only |
-3 VeriSian - Relying Party Agreement - Microsoft Intemet E -0 x| Field | Walue |
J File  Edit Eiew Favortes  Toolz  Help i E‘Jerjsu:un V3
— ESenaI Mumber 21CC 4C4E F38E 17EZFFIB 2...
&= : = |@ ﬁ l@ @ i =] signature Algarithm shalRS54
Back Farard Stop Refresh Hame Search  Favorites E | s5uer Secure Server Certification &ut...
e ; - Walid Fram Thursday, June 08, 2000 8:00:...
Address hitpa: £ v verisigh.com/repasitary/ipa. himl ~| 6o =
J IE 5 g 5 bl J (b E‘-.-"alid To Saturday, June 09, 2001 7:53:5..
Home Search Products Support 2 E Subject vz arneritrade. corn, Terms o...
= Public Key RSA (1024 Bits]

sHome | Repasitony | RPA

3081 8902 8181 00BD 8L57B 8LE4 E34D DVF3 9F4E
6BFC SDFF E19A4 FAAT Z2A3E OB9D 2496 036E 194E
o . 26E8 1C3A 8432 EF40 0942 2051 133E 21E0 2F2%8
VeriSign Relying Party Agreement A74A 3668 3CC2 3311 DOG2 S5CDD D324 4BE3 ABC3
29D2 9AEE 4256 EE3E SACZ EVeL GdeC 2382 0258
C74C 59CB 3747 DC1le AF88 AB3Z 7403 0734 ARF1
YOU MUST READ THIS RELYING PARTY AGREEMENT BEFORE VALIDATING 4092 0814 C3I7A ATOS 9157 FOTE A1S5FE 3ECE E178

A VERISIGN TRUST NETWORKSM DIGITAL CERTIFICATE ("CERTIFICATE™) 5406 1491 2474 7EFF 6302 0301 0001

OR USING VERISIGN'S OCSP SERVICES OR OTHERWISE ACCESSING OR

USING VERISIGN'S DATABASE OF CERTIFICATE REVOCATIONS AND

OTHER INFORMATION ("REPOSITORY") OR ANY CERTIFICATE REVDCATIDL_I
k

_l' R e e e f e e S L S /'*' o """'I‘""'_'_ =
|@ H El@ Internet 5 _

Edit Froperties... | LCopy to File.... |

N’
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Crol ASIREE FacE B AzoMol 4 058
st ASE 1T HA - UM e, w2, 22|, AFHEYS

» HEZOF
> X.509, The Directory: Authentication Framework, 1993.
> PKIX: Internet X.509 Public Key Certificate Infrastructure.
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Certificate ) x|

General | Detals Certification Path |

— Certification path

Loz v ameritrade. com Certificate i 2].x

\3 Generﬂlll Details | Certification Path |
T~

=-1 Certificate Information

General | DNails | Certification Path |

This certificate iz intended to:

=4 Certificate Information sGuarantee the identity of & remote computer

This certificate iz intended to:
sGuarantee the identity of a remote computer

Issued to:  Secure Server Certification Authonty

Certficate status: * Refer to the certificate izzuer's statement for details.
Thigerrtheste s 5. lssued to:  wwws amentrade. com Issued by:  Secure Server Certification Authority
lzsued by:  Secure Server Certification Autharity Valid from 11/8/34 to 1/7/10

Valid from 6/3/00 to 6/3/0

|gzuer Statement. .. |

lssuer Statement, .. |

* Install Certificat
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OIZME|7| 22

» QS M T|7| ALR: A5 A 2 A 2|, Bl Y|of =y
527| E0| o

|l

y OIZ M | 7] 7L E: X.5090] ™o|= CRL HAHUZ

Certificate Revocation Lisk 1 2=l Certificate Revocation Lisk 1 2=l
General | Reyacation List | General  Rewocation Lisk |
Certificate Revocation List Information Revoked certificates:
kil Serial number | Revocation date | il
7019 A4S 5401 3292 ., Wednesday, Mary 03, 2000 5:19:20 PM
Figld | Yalue | Al E i
B\fersion W 7034 71E7 5193 3062 ... “Wednesday, April 11, 2001 3:34:05 AM
E i - . 4 704E D594 A408 4600 ... Monday, May 21, 2001 2:57:32 PM =" |
Lssuer Veriign Commercial Software Publisher.., 704F DSIC BOID SEDS .. Tussday, Apri 03, 2001 1254544 Py
EEﬂ:ectiVe date Monday, October 01, 2001 5;00:07 AM TAEA M6 Q4N hrzd Wadracdsw Macamber (6 2000 Grd
Next update Thursday, October 11, 2001 5:00,07 AM _
Signature algorithm  mdSRSA - Revocatian entry
Field | yalue |
Serial number 7035 003F F254 ADAS S30F 4EFA 4.,
Rewocation date Tuesday, March 27, 2001 9;50:49 AM
4| [
Salue:
Walue;
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Root CA Certificate

Data:

Version: 3 (0x2) 2000~201 O
Serial Number: 3 (0x3)

Signature Algorithm: shalWithRSAEncryption

Issuer: C=KR, O=KISA, OU=ROOTCA, CN=CertRSAO1
Validity

Not Before: Mar 2 15:00:00 2000 GMT

Not After : Mar 3 14:59:59 2010 GMT

Subject: C=KR, O=KISA, OU=ROOTCA, CN=CertRSA0

1

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:ce:cf.ed:e1:e8:56:1d:c9:4b:32:60:9b:2a:b7:
97:87:61:06:34:68:cb:17:ae:c0:78:¢5:¢c6:11:5b:
4b:7c:97:ab:b9:6c:4e:2f:00:f6:53:2c:e9:e1:9c:
5a:90:6a:3d:7a:38:38:35:5a:ad:1c:0a:59:85:bb:
f5:63:67:09:13:€9:26:4f:d8:3c:5d:ef:53:42:de:
45:62:e4:3e:cd:72:a4:fa:b3:c0:e0:1f:8e:94:e2:
65:2d:55:¢1:15:92:2¢:6f:f3:43:d4:35:05:05:34:
37:a0:2¢:b4:73:5b:f1:27:26:94:9a:f5:ba:12:cc:
fa:78:35:a2:ad:54:d5:66:8f:11:ea:a6:19:4d:d7:
13:35:54:7b:91:97:03:47:63:b0:a9:0f:68:be:d2:
f4:9e:ea:8d:b5:7b:44:b5:b9:2d:38:¢9:00:e3:e5:
bf:c6:75:89:03:99:ff:8c:4b:08:0f:c2:05:31:a4:
4d:17:11:ce:c3:75:0f:6b:b0:5f:d0:ac:86:ad:7d:
€9:a0:88:h9:¢6:12:d6:c0:3a:2c:d2:6f:6¢:27:1d:
aa:ff:45:9b:c6:03:10:02:69:f9:06:ef:9f:22:a0:
38:38:82:c8:24:11:ac:al:9e:8f:4d:be:78:5f.df:
ba:3f:83:03:7d:51:a3:f8:¢7:5d:a8:91:68:1f:1e:
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Root CA Certificate

Data: 2005~2025

Version: 3 (0x2)

Serial Number: 4 (0x4)

Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=KISA, OU=Korea Certification Authority
Central,

CN=KISA RootCA 1

Validity

Not Before: Aug 24 08:05:46 2005 GMT

Not After : Aug 24 08:05:46 2025 GMT
Subject: C=KR, O=KISA, OU=Korea Certification Authorit
y Central,

CN=KISA RootCA 1

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:bc:04:e4:fa:13:39:f0:34:96:20:6b:6¢:68:bb:
fa:db:77:ff:27:f7:ac:ec:2f:e7:fd:f0:7f.6d:6f:
8c:2a:cd:25:09:5b:24:f4:a1:68:fc:28:ec:c9:25:
e2:ac:ed:de:c8:33:84:f5:b0:a5:09:3a:a7:b1:47:
48:¢5:cc:4f:8¢:79:9¢:f9:06:57:7d:dd:ee:38:f6:
cf:14:b2:9c:ea:d3:c0:5d:77:62:f0:47:0d:b9:1a:
40:53:5¢:64:70:af:08:5a:c0:f7:cf:75:f9:6¢:8d:
64:28:1e:20:fe:b7:1b:19:d3:5a:66:83:72:€2:b0:
9b:bd:d3:25:15:0d:32:6f:64:37:94:85:46:¢8:72:
be:77:d5:6e:1f:28:2f:c7:69:ed:e7:83:89:33:58:
d3:de:a0:bf:40:€8:43:50:ee:dc:4d:6b:bc:a5:ea:
a6:c8:61:8e:f5:c3:64:af:06:15:dc:29:8b:3f:75:
8c:bc:71:44:db:fc:ad:b5:17:1d:6d:89:83:cf:c6:
33:bd:bf:45:a2:fe:0a:9f:a3:11:5f:0f:b9:1f:9c:
la:c2:46:cc:9¢:28:66:9f:70:26:3c:2e:df:aa:80:
fe:8c:c5:04:09:25:4f:cd:93:47:3c:37:ea:02:67:
92:fe:fc:22:24:5c:ac:d2:2c:e0:5c:01:33:8a:cl:
19:db
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CISM ANZ=SF ME Al (BN IS 22| HH) 3
= S A X (@)
ASK =SS = PSEIPN A L: il ol
O FHAYAS N YEM M5 E - KISA RootCA 1 Al‘ —_ o oO|x
=S 2|6
» ABM N2ABE HE X509 v1 S=AS= /ol
» ST 20004 8 149 )éIX'” A'-%
o DHEQR}: 20004 88 203
- H2IZE L8
£ HEOEH E DN CM=Root CA,QU=GPKI,0=Government of Korea,C=KR
HERUSNE UEM | Hash 534C 3802 30CF 1878 B456 OFEC F2C0 4486 S2EF EFOE
, | HREEzspz DN CN=CertRSAO1,0U=ROOTCA,O=KISA,C=KR
HAAUSIE NEM | pach |F5C2 7CFS FFF2 0204 CFLA 1A4B ECTE E196 4C77 D784
" EHEOFFHE DN CM=GPKIRootCA,OU=GPKI,0=Governmeant of Korea, C=KR
HERUSMNE UEM | Hash 4410 0ACE COOS 0435 A75A 4FDD 9606 1187 0734 SBAC
. ISN NBIBE HHET) | oses
~ (] Ao S Ol = x~
QIB) |2 AR HEH HES A8 AEM MZFE (0IAl) EECAQ HooizaN
OIZA MRASZ HIF : X.509 vi XIS o|sll KO
22X 2031E 88 14Y 2E= Tl H '||._._01| |
ot= 2 X}t : 20314 88 28Y
ZSE US
SIEMEES IS DN CN=CertRSA01,0U=RO0TCA,0=KISA,C=KR
1 HYSIIETIE ABA 1
2001~2010 Hash  634C 3B02 30CF 1B78 B456 9FEC F2CO 4A86 52EF EFOE
SIAMEHESESY DN  CN=CertRSA01,0U=ROOTCA,0=KISA,C=KR
2 A|MRBT|E QBN 2
2011~2020 Hash F5C2 7CF5 FFF3 029A CF1A 1A4B EC7E E196 4C77 D784
SIEMEHS RS2 DN CN=CertRSA01,0U=RO0TCA,0=KISA,C=KR
ZALABI|IRASM 3
2021~2030 Hash 4A10 OAC6 C0O05 0435 A75A 4FDD 96D6 11B7 0734 8BA9
X 102 7| 52234 39
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