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Abstract

In ubiquitous computing environment where users own and use multiple computing devices it is difficult
for users to manage certified keys securely in multiple devices. Users can try to copy and share a single
certificate in multiple devices, or have independent certificates issued in every devices, but both approaches
have many difficulties in secure key management. Recently it becomes more and more common that
hardware security modules are available in computing devices as secure key management devices, thus we
need to have secure key management architecture to utilize them. In this paper we propose a hybrid key
management system in which user owns a single certificate and self-extends certification to issue multiple
extended certified keys in each device. We analyze its useful features and efficiency.
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[Fig 1] Overview of hybrid key management system
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