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4-way Handshake

Client(Supplicant)

AP (Authenticator)

o

Cleartext ANonce

(3enerate random
Number "ANonce'

™

Generate random
Number "SNonce'

PTK=PRF(PMK, Client

MAC, AP MAC, ANonce,

SMonce)

Cleartext SNonce HKCK-Encyted MIC >

PTK=PRF({PMK, Client
MAC, AP MAC, ANonce,
SNonce)

KEK*Encn_rpled GTK + KCK-Encrypted MIC |

Verifies AP
PTK by d
Message

has correct
ecrypting
and MIC

KEK-Encrypled ACK + KCK-Encrypted MIC >

Verifies Client has correct
PTK hy decrypiing
Message and MIC

'
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Client

Pre-shared key PSK

Verify Certgp
Generate random key r
Compute Epp (r, pkgp)

Compute E (PSK||c. r)

Retrieve Ty, T;

Save [AP, Ty, T¢]

(1) Request service

(2) Send Certyp

(3) Send Ep i (v, phyp)
(4) Send challenge ¢
(5) Send E(PSK||c, )

(&) Send tokens E(T,||T,,r)
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Certificate Certyp
Secretkey K
Pre-shared key PSK

Retrieve r
Generate random challenge ¢

Verify PSK
Generate tokens

—t, = HMAC(1,K)
—t, = HMAC(T,. K)
— Generate T}, T
—E( Tp‘ |Ter)
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%]

Client

Generateone-time auth
— Generate time,

— auth = H(time,T.)

Retrieve session key key
— key = H(timeyp,auth,T,)
— Verify mac

Save [AP, key, timeyp]

(1) Send one-time auth

<Ty, time,, auth >

(2) Issue session key

<timeyp, mac >

_19_

AP

Verify one-time auth
—=Verify T,
—Compute T,
—Verify auth
—Verify time,

Issue session key key
—Generate timeyp

— key = H(timeyp,auth, T, )
— mac = HMAC(timeyp, key)

Save [Ty, key, time 4p]
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