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Dual Token Authentication and Their Applications
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JSON Web Token (JWT)
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WPAZ2

4-way Handshake

Client(Supplicant) ‘ | AP (Authenticator)

Generate random
Cleartext ANonce 5
Number “ANonce

Generate random
Number “SNonce”

I
PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,

SNonce)

Cleartext SNonce +KCK-Encrypted MIC

PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,
SNonce)

’é(—Encrypied GTK + KCK-Encrypted MIC

Verifies AP has correct
PTK by decrypting
Message and MIC

KEK-Encrypted ACK + KCK-Encrypted Ml

Verifies Client has correct
PTK by decrypting
Message and MIC

<
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WPA3

Adding Encryption to Open SSID

Agreed curve parameters
with Base Point G

Fmmm e mm e m e — e ——— - >
Generate random: u D Generate random: w
Compute: u.G / Send u.G "\ Compute: w.G
1
" Send w.G
Eavesdropper can'{ compute u or w.
PMK = uw.G

PMK = w.u.G = uw.G
EAPOL 4-way handshake

* This is called Diffie Hellman (DH) method. Eavesdropper cannot compute PMK.

« Piggybacking DH elements on 802.11 Association Request/Response is described in
IETF RFC 8110, “Opportunistic Wireless Encryption OWE”.

DH 7|22l M=l PMKE 3RHIZ7 |2 AL

Client Server
Initialization ‘

Publie: G, p, q; Ho: {0,1}" = G; Hy:{0,1}" — {0, 1}**
m € Passwords, PW := Hy(C, 5. m)

my,ry— Ly
sy = +m

By e PW C By, s

abort if ~Good(E}. )

S, E2, 82
abort if ~Good( £y, s2) T
o= (PW* x E

tri= (C, 8, 81,82, E1, F)

K|f|ske == Hy(tr.o. PW) &
= (PW" x Eq)™
tr=(C, 8, 81,82, Ey, Fn)
E|T|sks := Hy(tr,o, PW)
abort if K # &

abort if T # 7

Fig. 1: The Dragonfly protocol.
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Client AP

Certificate Certyp
e pro-shared
Pre-shared key PSK Pre-shared key PSK

(1) Request service

= —= =
(2) Send Certyp O|_|3A'|§ Ol-g—0|_|'
Verify Certyp < AP AMZ|MH AS
Generate random key r (3) Send Epy (7, pkap)
Compute Ep (7, pkap) =
Retrieve r
< (4) Send challenge ¢ Generate random challenge ¢
Compute E(PSK]|c,7) (5) Send E(PSK||c, ) EZWUEE | S &
- Verify PSK
(6) Send tokens E(Ty||Ts,7) Generate tokens
Retrieve T, T < —t, = HMAC(Iy, K)
Save [AP, T, T] EZS LI |2 — ty = HMAC(T,, K)
ot Sl M — Generate Tp, T
E2 M 222 U3 — E(T,||T,,7)

1) =2 %9 32 03
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Generateone-time auth
— Generate time,
— auth = H(time,, Ty)

Retrieve session key key
— key = H(timeyp, auth, Ts)
— Verify mac

Save [AP, key, timep|

(1) Send one-time auth

\ 4

<Tp, time, auth >

(2) Issue session key

<timeyp, mac >

sHe = MA7| 28 7ts

Verify one-time auth
—Verify T,
—Compute T
—Verify auth
—Verify time,

Issue session key key
—Generate timeyp

— key = H(timeyp, auth, Ty)
—mac = HMAC (timeyp, key)

Save [Ty, key, time p]
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