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1. @l

»01ES = ot 1A} ot= =XHI(Subject)fl CHol A&
(Identification)= =28 ot 11, O] 0l CHet Qlo

(Authentication & Authorization) AlH| A E M S0t
= Al AE
2 AAA AHIA
> Authentication - /&
> Authorization - ©1J}
> Accounting - 7|5
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>l 270
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1.1 912

< ALE X} 21 S (Identification)

MO AS 805D oIS

-/ L —

< HIAIXI @& (Message Authentication)
>HIAIKRIDOF SE AIE A0 2o BHE=HES= 1S
»>Message Authentication Code, & At M H
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iS22 NIJHA E2EE

=

% Something You Know

> AE XL J[Aot= AAE 0l =

» Atdll: IFA RIS PIN S
% Something You Are
> Ml & & (Biometrics)S St 1S

> Atdl: A=, &2, 29 M, AE, JIEE, =242
% Something You Have
» A E A 1S #CF% 2~ 5ol ©
Atdl: A0HED], AOHEILE, &
OTP, é&'&liﬁ S

, 2=

» Something You Have= LIE AIE 0l 2 H =82 = U
(|20 H=O02 MO|X| &1 UBIHO
KnowlLt Something You Are2t & JH A &
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< IHARE J|8F (Weak Authentication)
» crypt passwd under UNIX

» one-time password
<+ SW™-SE J|IY (Strong Authentication)
>& =0 CHoll &&fet tHEg= 2 = JUNHOF RIS
>UHEIS2, olslef=, Blt&I &= 0l
> ASTIEZ 0|
» Flat-Shamir identification protocol
» Schnorr identification protocol
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Prover Verifier

passwd table
passwd, A
® @ ® O
A
» A (h(passwd)
' h
passwd
Sm’ﬁ”iﬁg attack

Replay attack - Static password
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S/Key (One-time Password)

‘ Client I ‘ Host I

Hash function £() Hash function £()
pass-phrase S pass-phrase S
Compute f(s), f(f(S)),....,

X1,X2,X3, ..., XN

Initial Setup store Xn+1
~.
‘\ 1. login ID \6L
— . compare

g\ | 2. N 7. store
4. Xy \

3. ComputefN(S) = XN — 5. Computef(XN) = XN+1
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Schnorr Identification

\/
0’0

x=log, Y mod p, (Y =g*mod p)

Prover Verifier
teg £,
Commitment
R=g'mod p R =

Ue, Z,

u Challenge q

w=t—uxmodq

W Response

R=g"Y"mod p
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s WEP(Wired E

oM SMS
19873 0l Ct=
64/128H|E AIE JIS. 648 E=
WEPS 0|25 24535} &
¥
Z2I0|UE
o 23
S 258 2xie
=X1E 253t
AS3tE ZXE TS
s

Naio! 1w

S

—

&(Challenge)

uivalent Privacy)
S otot)| floll 802.11b E=2E=F

HAE RC4 &= EeS=S =22 AIE

AP
58 =XIE
Qlo| AHA
(=] oo

N=

-/ O

2= 3} BfE oA 2f=27/2f
Bl 24H[E9/ IV(Initial
Vector)E AlE. S 2fE0ff
Al IVE BHEIO = MAE[0],
oS 3}7/0f [t S S3HE 0f
EIXIBt 24H[E29] |V= EA]
ZIEZOfA] 24H[E S #=2 Z/0/
= 0I5 BIZ AlZE[O], BIS

AtZ20] WEP 7/2| £S5 315
7 &

FH SHOA LIE T =]
of Z&tEl IVE S25) +2&/6f

0] WEP 7|E T2t ZL 182
O/LHOoIE S35 7=
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RADIUS MH

O D2t HA=Q| FHA| 3t HS

[23 12-29] RADIUS2t 802.1XE 0I2¢t FM & 21E 1

=ato|9lE RADIUS MH

0 US3E HROIHAE 7| MS

%. - . 4

S

)
il D T4 oF AP O WEP T& 4
O 22=HAE | ' @ WEP MA
7| 4
[33 12-30] RADIUSSt 802.1XE 0|&st £M 2 215 2
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% Single Sign On(SSO)

> D= QS S oL AIAEINAL. AIAEI0l & THOF ZHE SHLES] Al A
SN IS d501H CHE AIAEN Oist 82 #HetE 25 € 3.
» Olcdet 8= el HEXEC!
Ol BIHOZ = HHEA
(Kerberos)E Ol gt &2 IEE
HEIE ClEE2| It USB. .
LA 3

U e 1

(12 10-7] SSO| 2lgt e1F
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o —'—JHal f;kl (CertIfICa'[e)

> ALEXHS 2IHI12H AL XIS IDREE ZE5H0] QIE)| 20| S 2
M, 2319 =SS M
> AFR Xt B0l SH 2

> 239 AtRl0IA RIS A=

o4 st
> QIZD|ZHCA)R K42 HHOIIIE ALZEI0] ARMES MA5H0 E
MOl &2, CASl IS AIRSI0 A EN R54 =0l

&g 1=
AIEAF AL
N7 &=

= 09 5#

o O o

+

ANEIF AS I/ APEAF AZ] ZIHZ/00 LH & AFEAF ALl OIS A (AFEA A/
OIZT|2(CA)Sl ZHAA SN2 0/ E S&ZAF of =

AME(O1Z) I 2O MIPAZ Z5H)
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a YenSign - Relying Party Agreement - Micio - |I:I|£|

J File Edit “iew Favortes Tool: Help ﬁ

j*-_ﬂ»,@ ﬁ%‘@@

>

Back Fanyand Stop R efrezh Home Search  Favorites
J Address @ hitps: A fenan, verisign. comdrepositondrpa. html j lf’) Go
Home Search Products Support -

‘Home | Repositany | RPA

VeriSign Relying Party Agreement

YOU MUST READ THIS RELYING PARTY AGREEMENT BEFORE VALIDATING
A VERISIGN TRUST NETWORKSM DIGITAL CERTIFICATE ("CERTIFICATE™}
OR USING VERISIGN™S OCSP SERVICES OR OTHERWISE ACCESSING OR
USING VERISIGN'S DATABASE OF CERTIFICATE REVOCATIONS AND

[t Pl T T ol T R Nl T P TR T L] T TP T TR ] T T Y T T Pt o ol ol
4'

OTHER INFORMATION {("REPOSITORY") OR ANY CERTIFICATE HE'\IGCATIGiI_,I
L3

|@ |_ | ré_ ﬁ; Internet

4

=2l
= T
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General | Detailsl Certifization F'athl

2%

ey . .
Certificate Information

Thiz certificate iz intended to:
*Guarantes the identity of a remote computer

* Refer to the certificate issuer's statement for details.

Issued to:  wwiws amernitrade. com

Issued by: Secure Server Certification Autharity

Yalid from 5/3/00 to 6/3/0

Firstall Certificate... | Issuer Statement... |
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[2F2[H & 01 H(Byoungcheon Lee)0004040803764668
[ESAH @ vessignCAZDISH)

(&2 200-02-27 00:00:00 &
2011-03-11 23:59:59 DA

[PC Time] : 2010-10-29 20:42:28

AFEAEE

bk AHHIE ]

DIEMEHE

Zc z -

o = B 3 I

EERE Ob20ad7c

=M E—.l_h_EI— SHAT + RSA =

= EE':IF cn=yessigniCA.ou=Accredited,,,

=] CH S5&k 2010-02-27 00:00:00

= |:|'=.]]|'I| SEE 2011-03-11 23:59:59 B

= Z=H cn=01E & {Byoungcheon Lee, .,

= ZMH7 ZdelE RSA

= EH3 30318390231810097645734dbdEE,

= 941260046 37271190 d520881,

= aJ TTOHF A~th R A2IAGR R 1 A1 O~ OAERHA A il
M BES| HOIE
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2.2 1SN A&

% X.509 Q1SN HE
> ITUO 2ol Met=l IS A0 et D= 4= &

- (@]

> X.509 v1 (1988)

> X.509 v2 (1992)

o
Ol

N #F 4 ==(CRL: Certificate Revocation List)= &

= )

% ID (Unigue identifier) & &

> X.509 v3 (1996)

s QIENE FOGHs CHYst B0 X= FAD A ©
J
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> BNIIEM RE

KAIST ICC

version (v3)

serial number

signature algorithm 1D
Issuer name

validity period

subject name

subject public key info
Issuer unique identifier
subject unique identifier
extensions

signed by issuer (CA)

23 /50

' v1(1988)
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OIZ Mo P&

SIS H Z&t= &

> H&(Version) : QIS A A2 AEE HMO A&

> A HS(Serial Number) : 2al CAUHR A= 7 st 8t

> 212l E A Y X (Algorithm Identifier) : 9/ SN E MAHdl=0 0125 =
MY 22SS &0Iot)| |let 4Y 212|S 0OID

» el Kt(lssuer) : QIS MHE Eaiot) HAIot= CA

» =2 J|2H(Period of validity) : @/ S MIt S8t SR 2t OFXI & SRt

Foig 4
> Z=XMI(Subject) : IS A I JtelIl= AL

> SIH71 82 (Public-key information) : =HMI2| SJH3| 2+ 0 I1It A= E
gie|se A8 Rt

> N Y (Signature) : CA2| 2l I |2 MHet NE =

($2
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% X.509 v30Il A &t&

KAIST ICC

A2 ONE0l ==
AL IS EX0

A lsM Uss FHE2= &

bk ARG ]

NEM BH

EC o

= ZM3 3031890281810097645 78400 RS, |

=] M= 941a6cfi04b37e 71190 d5fa881,

ECaF DS8E dafbbd332d8bb1d 18:946bffe 04,

sy 2t 1.2.410,200005,1,1.4

=] FIME digitalSignature nonRepudiation
ZH HH 02 ON=\I0=30320c09:c9dbdebbd, .

=] CRL EHE URL=ldap://d=s, yessign, or kr:, .

=] AHER el al EM= S22EM BLICH

=] CPS http /oo, vessign, or, krfop,

= FEEE Wy~ QCSP:URL=http:/focsp, vessi...
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3. SHII|EF L

2 AFBIE J|EFRE

> uws, QY S, =

% I Bt (PKI, Public Key Infrastructure)
> ST ISA elsd= MEote A2l 2L

> Uh==2 CISI|I&ASS

O

74|"7‘4 OIS MIAl - ¢l

o

TS5 SEE PXHAC AS ASS 98
= g

o

A e HHS, 2o, IS ES T
% PKIS| EZ=0t

» X.509, The Directory: Authentication Framework, 1993.
» PKIX: Internet X.509 Public Key Certificate Infrastructure.

54
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http://datatracker.ietf.org/wg/pkix/

@+ datatracker.ietf.org
1 ETEF

Public-Key Infrastructure (X.509) (pkix)

Applications 3

Internet . Documents | Charter | List Archive » | Tools WG Page »
Ops & Mgmt 3

RAI » | Description of Working Group

Routing 3

Security 5 The PKIX Working Group was established in the fall of 1995 with the
Transport » goal of developing Internet standards to support X.509-based Fublic

Active WGs Key Infrastructures (PKls). Initially PKIX pursued this goal by
- profiling X.509 standards developed by the CCITT (later the [TU-T).

M Later, PKIX initiated the development of standards that are not
SRS ¥ profiles of [TU-T wark, but rather are independent initiatives
designed to address X.509-based PKIl needs in the Internet. Over time
Search this latter category of work has become the major focus of PKIX work,
i.e., most PKI¥X-generated RFCs are no longer profiles of [TU-T X509
documents.

Submit a draft

M PKIX has produced a number of standards track and informational RFCs.
RFC 3280 (Cerificate and CRL Profile), and RCF 3281 (Attribute

%19&%;::3 Certificate Profile) are recent examples of standards track RFCs that

—_— profile ITU-T documents. RFC 2560 (Online Certificate Status

s TRl L Profile), RFC 3779 (IP Address and AS Number Extensions), and RFC

Upcoming 3161 (Time Stamp Authority) are examples of standards track RFCs that
are |ETF-initiated. RFC 4055 (RSA) and RFC 3874 (SHAZ) are examples

IPR Disclosures of informational RFCs that describe how to use public key and hash

Liaison Statements algorithms in PKls.

[ESG Agenda PKIX Wark Plan

Main IETF site PEIX will continue to track the evolution of [TU-T X.509 documents,

IETF taols and will maintain compatibility between these documents and IETF PKI

we standards, sir_]ce the_ profiling uf)(_.S[]H standardg for use in the

RFC Editor Internet remains an important topic for the working group.

IASAIAQCITrust PKIX does not endorse the use of specific cryptographic algorithms

1ANA with its protocols. However, PKIX does publish standards track RFCs

IRTF that describe how to identify algorithms and represent associated

Version 2.08, 2010-10- parameters in these protocols, and how to use these algornthms with

27 these protocols. We anticipate efforts in this arena will continue to

be required over time. G
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Certificate

Generall Dietal:  Certification Path |

Certification path

Leneral I Details | Certification Path |

2l x

= "

=-:1 Certificate Information

This certificate iz intended to:

+Guarantes the identity of a remate computer

* Refer to the certificate izsuer's statement for details.

Iszued bo: vz amentrade. com

Valid from E/5/00 to E/3/01

lzsued by: Secure Server Certification Authority

i Inztall Certificate. . | |zzuer Statement. .. |

L

\ This certificate is intended to:
sGuarantes the identity of a rermote compter

Leneral | Details | Certification Path |

‘.eu.a:'h.- i -
t.=—-4 Certificate Information

N

Izsued to:  Secure Server Certification Autharity

Izzued by: Secure Server Certification uthoriby

Valid from 11/8/34 to 1/7/10

|zzuen Statement... |

KAIST ICC
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< PKIJI2 Jls

PKI JIS
QSN Zel s CEPIE
OIZ A 44 GIOIE 2 2t
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QIZA 4, HOI N o S=
OIF H= 42
PKI 22/0/01E PKI A4 S2 b4
& 2T 0f
7 4y OISH H AR 12 S
ven Ll ZEE || ousss | | M8 o2l
= CIXE K S E120 &0 AT 22
ONE HE 25 A2 J)2 oz
=012 4y
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USER

USER

USER

USER

KAIST ICC

dzH =0l I
(PAA : Policy
Approval
Authorities)

a
9 PCA Sl FE SOl

PCAZ| ClsSA £

dz ols D&
(PCA : Policy
Certification
Authorities)

CASl ZE g

A = —
=g e HNEs
=E SA

CA2l QISA Zel

oIs I

PCA 2| =0 2loll of

) ??A' | o CA, AI2X. RAC
ertification Ol = A| o3
Authority)
SE)|& AZXE2F CA 2HOI A Ab
(RA : 2 s5 ="
Registration AMER A3 =0l
Authority) OISA &2 S5
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Certificate Revocation List 7| x|
zeneral |Rew:u:atiu:un Lisk I
E! Certificate Reyvocation List Information
Field | YWalue |
E'u'ersin:-n W1
Elssuer WeriSign Commercial Software Publisher. ..
[Eleffective date Mondar, Ockober 01, 2001 5:00:07 AM
[Elnest update Thursday, October 11, 2001 5:00:07 AM
ESignature algorithm mdSRSA
«| |+
'u'_glue:

Certificate Revocation List 7| x|

General  Fewocation List |

Reviaked certificates:

Serial number

| Revocation date | :I

7054 FIET 5193 3062 ..,

FOCEN M2A2 adns 224

—Revocation entry

FO019 AA4CT 5401 3292 ..,

F033 003F F=54 ADAS ...

7048 DS94 44035 4600 ...
F04F DeSC BO10 9E95 ...

Wednesday, May 03, 2000 5:19:20 PM
Tuesday, March 27, 200

Wednesday, April 11, 2001 3:34:05 AM
Maonday, May 21, 2001 2:57:32 PM

==
Tuesday, April 03, 2001 12:54:44 PM LI

Wadracdzw Nacrarabar 08 20000 004

Field

| Yalue |

Setial number
Revocation date

Walue:

FO38 002F F284 ADAS 830F 4EFA 4, .,
Tuesday, March 27, 2001 9:50:49 AM
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3.5 PKI 22|

< PKl 22| E=2E2= 28t LA -IETF
> ZIIHSZ J| A4l Ot
> JEde AIE=2 E A
> et o2 20t 22s2 AlE Jts
> =S HAl RA, CAOll 2lef I &2 dd= tilMoiA= =
> =[E M, RA, CAE ?lgt lsN2 SHE AEoi0F S
» E-malil, HTTP, TCP/IP, FTP2} &2 2 Lt&et M HAHLISS 0182 = UNOF
St
> QIS A M0 et =S A2 CAOAH US
> CAJ| Aol a2 MHAAHH ) HEHCZ 0|FUHHO0F S
> CA= RA% J|ls== =982 = A0S
> B HNILISHE 78 &2, 25 M= S0 tHSot= LIS
S3E = UG OF etih.
KAIST ICC g
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> QIS A 22 (CPS :Certification Practice Statements)
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