2l H=clAH 08 2ot

- ARCode 2} Captcha & 2

HHHHHHHH



reCAPTCHA




3 0 S2AH0IE &l A

Ij 1y, IR

Mongo DB 2} Angular 2 2ctRE AblA
NodejsOfl A H|A Fornt-End 2 &t Ol =

=N



'Mungu DB & Node.js

UserSchema A A

const UserSchema = mongoose.Schema({

name: {

type: String
I
email: {

type: String,
required: true
1
major: {

type: String,
required: true

1.
hakbun: {

type: String,
required: true }

) 1;

password: {
type: String,
required: true



'Mungu DB & Node.js

DEOI A &2 |

o Userct= 0| S 22 2 20l Al At
const User = module.exports = mongoose.model('User', 25tA0C= O AHASHD
UserSchema); Fxpart
module.exports.getUserByld = function(id, callback){ DBOI AT id== &%\HXLQF& ot= &

User.findByld(id, callback); _ _
] 22 2AR0U0MH AMEE = UL
= Export

module.exports.getUserByHakbun = function(hakbun, callback){
const query = {hakbun: hakbun};

User.findOne(query, callback);
J DROII Al hakbun© 2 AFE Kt 24 A4




'Mungu DB & Node.js

MNELSSEJIs FIt

module.exports.addUser = function(newlser, callback){
berypt.gendalt(l0, (err, salt) => {
berypt.hash(newlser.password, salt, (err, hash) => {
it(err) throw err;
newllser.password = hash;
newlser.save(callback);
1
1
}

Password & S 3}

DOl A &



I Mongo DB & Node.js  wnieze==z00)

MNEL SS JIs =t

router.post(’/reqister’, (req, res, next) => {

MERISHHUNAM B=ot=
let newlser = new User({ A== newlser A0l &

name: req.body.name,
email: req.body.email,
major: req.body.majar,
hakbun: req.body.hakbun,

password: req.body.password

b

User.addUser(newUser, (err, user)=>{
if(err) {
res.json({success: false, msg: ' At X S S 0fl & TH RS LICED):
}else {
res.json({success: true, msg:'AFZ2 X SE 0 & SMUSLICED);
}
1:
)




'Mnngu DB & Node.js  wr==e

= £_19l)
HAZE 270l Opts
dule.exports = function(passport){ - E2= 83
et opts = (1 E2 NS RIBHILI &
optsjwtbromRequest = ExtractJwt.fromAuthHeaderWithScheme('jwt); 3
opts.secretlrKey = config.secret;
passport.use(new JwtStrategy(opts, (jwt_payload, done) => { IH A I E O JWT strateqy & =
User.getUserByld(jwt_payload.data._id, (err, user) => {
if (err) {
return done(err, false);
1
if (user) {
return done(null, user);
}else {
return done(null, false);
1
1
}})); App.js Ol Al passportjsE A S

require(’./config/passport’)(passport);



I Mongo DB & Node.js ez oz =200

1= J|s FIt TEHTEEL

router.post(’/authenticate’, (req. res. next) =>{
const hakbun = req.body.hakbun;
const password = req.body.password;
o = 24 AH
User.getlserByHakbun(hakbun, (err, user) => { hakbun= == user< DBOY A & =%
if(err) throw err;

if(luser) {
return res.json({success: false, msg: 'AFS X & 20} LS LICED):

1

User.comparePassword(password, user.password, (err, isMatch) => {
if(err) throw err; U THAR =2 DB A A
if(isMatch) { S2IHAREEBE HlW

const token = jwt.sign({data:user}, config.secret, {

expiresin: 604800 // | week

1: MAREIZ XotH E2= dd
=22 EE




I Mongo DB & Node.js ~ wwe= oz =200

Ol

—

Ol

s =t

res.json(y

SUCCESS: tru s,
token: 'JWT '+token,

user: {
CARERALY E2DASNHBE et
name: user.name, (=) I‘I O‘” | E

email: user.email,
major: user.majar.,
hakbun: user.hakbun

¥
1;
}else {

return res.json({success: false, msg: ' HI L HS E & 0I5 =HRY):;
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rMnngu DB & Node.js  wis=e==0

ENZERES

2

router.get(’/profile’, passport.authenticate(jwt’, {session:false}), (req. res. next) =>

{
res.json({user:{
id: req.user._id, E20S = B0 A8 Ot
name: req.user.name, SEstuser HIOIEHE EH S

hakbun: req.user.hakbun,
major: req.user.majar,
email: req.user.email}

b;




gular Fornt-end (OR Code, reCAPTCHA)

I An
AMNEITEE

export class Registerbomponent implements Unlnit {

name: string;
email: string; MEXNS= 2= 442 At
major: string; S s 22 ALE

hakbun: string;
password: string;
captchaResponse: string;
captchavalue: string;

}
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gular Fornt-end (OR Code, reCAPTCHA)

NEX S

constructor(
private validateService: ValidateService, M H
private flashMessage: FlashMessagesservice,
private authService: AuthService,
private router; Router ) { }

>
oin
J
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gular Fornt-end (OR Code, reCAPTCHA)

NEeas= Submt HE=S ==X
<hZ class="page-header">Register</hZ> onRegistersubmit() & <~ Jt & A=

<torm (submit)="onRegisterSubmit()">

<div class="form-group™>

<|abel> O| = </label>

<input type="text" [(ngModel)]="name" name="name" class="form-control"> </div>

2-way data binding




4

ngular Fornt-end (OR Code, reCAPTCHA)

onRegisterSubmit() & ==
onikegistersubmit(){
const user = {
name: this.name,
email: this.email,
major: this.major,

hakbun: this.hakbun, P=EELES %C! a::' otk &=
password: this.password  } AN E=

if(Ithis.validateService.validateReqister(user)){ flashMessage
|

this.flashMessage.show( 2= 2 &= 2 = ol = Ml 2", {cssClass: ‘alert-danger’, timeout: 3000});
return false; }

if(lthis.validateService.validateEmail(user.email)){

this.flashMessage.show(' = S 8t O| I 2 2 & = o = M| R!', {cssllass: ‘alert-danger', timeout: 3000});
return false; }

ootk E20|HE =S &= Al
L= flashMessagE
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ngular Fornt-end (OR Code, reCAPTCHA)

onRegisterSubmit() & ==

ASAIF S0 st gt=
this.authService.registerUser(user).subscribe(data => { Authservice 2| registerlser2 & &

if(data.success) {
this flashMessage.shaw( A2 X E2 4 Z2, 2 19!
this.router.navigate(['/login']);  }
else {

Oll

LAl ' {cssClass: 'alert-success', timeout: 30003});

MBEALSE S A IuglngPD:' o=
& st

this.flashMessage.show(At S At S = & I {nssﬁngﬁzélp s nEPm?’r %Fﬁ)lhg
this.router.navigate([ /register']); } 1) }
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gular Fornt-end (OR Code, reCAPTCHA)

registerUser() & =

registerlUser(user){
|et headers = new Headers();
headers.append('Content-Type', ‘application/json’);
return this.http.post('users/register’, user, {headers: headers}).pipe(map(res => res.json())); }

MEXNFEE ANHZE EE




£

<re-captcha (resolved)="resolved(§event)" &M A O HIE & 24
siteKey="HLdwulEUAAAAAPGIhmIKbwu_yBXnd90Z3dNIPWHB"></re-captcha> <br>

gular Fornt-end (OR Code, reCAPTCHA)

NEX S

— =2 0lA KBot=
reCAPTCHA AFOTE UM 22

I| 8k
220|opduct, < |
reCAPTCHA
HOEE s oz reCAPTCHA € K D

<input “nglf="response()" type="submit" class="btn btn-success" value="Submit"></form>

reCHATPCHAQ! S 0| 22 5| o .

sumbittH E K| K| v~ =50|ofdLc}.
FECAF'TCI-]._Q

HOHE == o
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Resolved() & 2= 2t response() & ==

gular Fornt-end (OR Code, reCAPTCHA)

resolved(captchaResponse) {
this.captchavalue = “${captchaResponse} ; } O|HIE A A| M A

rir
pad

Captchavalue )t ETHE B L
response(){ return this.captchavalue; } Sumbith] = ] < |




£

<hZ class="page-header">Login </h2> login B £ 2 2! Al
<torm (submit)="onLoginSubmit()">
<div class="form-group™>
<label>=t B1</label>
<input type="text" class="form-control" [(ngModel)]="hakbun" name="hakbun">

gular Fornt-end (OR Code, reCAPTCHA)

Login =

onLoginSubmit() & =~ &! &t

</div>
<div class="form-group™>
<label>H| 2 1 S </Iabel> 7-way databinding & &
<input type="password" class="form-control” [(ngModel)|="password" name="passwaord">
</div>

<input type="submit" class="btn btn-success" value="Login"></form>




£

gular Fornt-end (OR Code, reCAPTCHA)

onLoginSubmit()
onLoginSubmit(){
EEnEthuser‘hf {h " Hakbun 2 password Jt 2= XH S &
EIKHH U] S, NRKENI] 2701 O profile HIOI X 2 0| S
password: this.password  }
this.authdervice.authenticatelser(user).subscribe(data => { E 2 U userl O E
if(data.success){ localStorage O] M &

this.authdervice.storellserData(data.token, data.user);
this.flashMessage.show('2 21 @1 & %A S LI CH', {cssClass: alert-success', timeout:a0003);
this.router.navigate(['profile’]);  }

else {
this.flashMessage.show(data.msg, {cssClass: ‘alert-danger’, timeout:a000});
this.router.navigate(['login']);  } 1) }

Hakbun 1t password JF 2= XH oF K| &
© ™ |ogin HI Ol X[ 2 0l =




£

authenticatelser(user){
let headers = new Headers(); MNEIIE MHZ2 B
headers.append('Content-Type', ‘application/json’);
return this.http.post('users/authenticate’, user, {headers: headers}).pipe(map(res => res.json())); }

gular Fornt-end (OR Code, reCAPTCHA)

authenticatelUser() & ==

1o dZAl

storellserData() & == -EZ D userHI0IEHE 2Z A &2 X0
&
storellserData(token. USPP){ ' - &2, userU| Ol & £ this.authToken 1} this.user
localStorage.setltem(id_token', token); A2 KA

localStorage.setltem('user', JSON.stringify(user));
this.authToken = token;
this.user = user: }
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gular Fornt-end (OR Code, reCAPTCHA)

logout() S ==
logoutlt O| HAO| 2+ T|© )
this.authToken = null: S0 HO| = K(lD_I_J_
this.user = null: SZAELAN T X220

|localStorage.clear(); }

10T HE c 1 HE 20 &2

<li *nglf="authService.loggedIn()" class="nav-item" >
<a class="nav-link" style="color: #FFFFFF" (click)="onlogoutClick()" href="#">2 Z1 Ot = </a></li>




£

gular Fornt-end (OR Code, reCAPTCHA)

onLogoutClick()

St
]

A
T

onLogoutClick(){
this.authService.logout();
this.flashMessage.show('& 21 OF
this.router.navigate(['/login']);
return false; }

o
==
A

S| ASLICH, {cssClass: 'alert-success', timeout: 3000}):;
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ngular Fornt-end (OR Code, reCAPTCHA)

getProfile() & ==

getProfile(1 E2E 210 2 A authorization
|et headers = new Headers();

= =
this.authToken = localStorage.getltem('id_token’); ol L0l &
headers.append('Authorization', this.authToken);

headers.append('Content-Type', ‘application/json’);

return this.http.get('users/profile’, {headers: headers}).pipe(map(res => res.json())); }

Oz o

02t

Aot A= M Al

=

Qli
Qli

0
1> O

ngOnlnit() & %= =

ng0ninit() {
this.authService.qetProfile().subscribe(profile => {
this.user = profile.user;

1err=>{ NHOIMN MSote A EAEE 8 E
console.log(err);

return false: }); }
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gular Fornt-end (OR Code, reCAPTCHA)

=2 HOA

<div *nglf="user">
<hZ class="page-header">{{user.name}}</h2>
<ul class="list-group">
<li class="list-group-item">=f 11t : {{user.major}}</li>
<li class="list-group-item"><} 2 : {{user.hakbun}}</li>
<li class="list-group-item">O0| 0l & : {{user.email}}</li>

</ul></div>
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gular Fornt-end (OR Code, reCAPTCHA)

(R Code H O] Xl

<div *nglf = user> £ 10 =& —?—_0“ 2l = Ay A R
<div id="container"> H A
<div id="block">

<h? class="page-header">0R 2 = G| O| E{</h2>
<ul class="list-group">
<hd>{{user.name}}= 2| IRZ2 &= </h4>
<li class="list-group-item">=f 1t : {{user.major}}</Ili>
<li class="list-group-item">=F H : {{user.hakbun}}</li>
<|i class="list-group-item">0| 0l & : {{user.email}}</li>
</ub HES '+ 2 Al createCode() &= 12
<br>
<button (click) = "createlode()" class="btn btn-success " > R 2 & M A StJ| </button>  <br>
<div *nglf="createdCode">

Ool

<ngx-grcode [gre-element-type)="img" [qrn-vah% Qudcergehej‘\ﬁ%ﬁe%;</2ﬁgch%£d%>g M<div>
</div>
</div></div>




gular Fornt-end (OR Code, reCAPTCHA)

An
(R Code ts I} &

Suser : string;
user = Object;
createdCode = null;

ngOnlnit() {
this.authService.getProfile().subscribe(profile => { e SN =SSN D R)
this.user = profile.user;
}oerr=>{
console.log(err);
return false; }): }

createlode({ - | - T2Z HEZ 0|20l Al IR Code
this.authService.getProfile().subscribe(profile => { AH A
this.Suser = JSON.stringity(profile.user); —
this.createdCode = this.Suser; (R CodeS 2F =1 1 oHl JSON -> String
}err=>{

consolelog(err); return false; });}




SHH - 01673624

0|0 2 : alsrud@naver.com

al LGU+ & 2% 3:16

X =&

2018.12. 16. 24 3:16:47

:"5c1544e384e13bc2d49b6.

@ 100% ) 4

<

W

(L

{"id":"5¢c1544e384e13bc2d49b660
3|\lunamen:u7£[]|_‘

A" "hakbun":"91613624" "major":"
HEES" "email":"alsrud@naver.co...

Angular Fornt-end (OR Code, reCAPTCHA)

AL HO]H

51 91613935

O] 2 : whdudtjs97@naver.com

WllG U+ & QFH 3:24 @ 100% )
X =2 <
2018.12.17. 2% 3:24:50 {}
{"id":"5c0d4960077b840016ce1.
20

{"id":"5c0d4960077b840016ce1fe
b",”ﬂame”:”ig

M" "hakbun":"91613935" "major":"
Hed

=" "email":"whdudtjs97@naver.co...




Angular Fornt-end (OR Code, reCAPTCHA)

(R Code 2F reCAPTCHA 1H[ O K

HIZCECOtEN B2 HEE ES 5 2l A 228 24 2o 0|0h
~0-E # O 2 QR [Quick Response] ZES ~7M5tH 245 HES HlZ8s 5= QlCH
QR code & &

; 3 M=

_TI E-.-'-:;,l.:l o
I vs (ke )
I ¥i o&y
R LT -

J|EHI2S H5| B2 HeE YoM 2C 37[= B3 =0 H|5 =Ct FAZEEL| Yo LI = 3600 SISO M E 2AIHs

QR code®| +Xx



Angular Fornt-end (OR Code, reCAPTCHA)

(R Code 2t reCAPTCHA TH O] K

QR code®| X

Iums

ﬁdgcmg:

E R
E K SERE B

LT
]

RSy 35

$ | Zaphyris (92 4743

A (CAPTCHA) 2t 2

A & RSt ARE(ES 2% e R)2 BE| ot 25 CXE 22t 2203 7|20[2t 0 & + S LI

CAPTCHAE Completely Automated Public Turing test to tell Computers and Humans Apart2| 2F0{0|C},



Angular Fornt-end (OR Code, reCAPTCHA)

= HIOIAl 2tH

<div class="jumbotron text-center image">
<hI>MEAN Authentication App</hl>
<p tlass="lead">lr Code Recaptcha</p>
<div>
<a class="btn btn-danger” [routerlink]="['/register']">Register</a>
<a class="btn btn-success” [routerlink]="['/login']">Login</a>

</div>

< /d I V > Web Applicathion Security Home QRCODE 2 CAPTCHA QRCODE #4%17| =2@ =702

EXOress

Nodejs& 0|81 ¥ 7H¢ & & + A HFE 2y Y30/t




Vaoioc At Al

Heroku 2 mlabDB At S
database: 'mongodb://youngsun:youngsunl23@ds015720.mlab.com:1a720/yy'
<DBuser>:<DBHIZHS> mlabDBOl S = et DB =H L)

const port = process.env.PORT || 300C;

Heroku A HH 2| portE =21 2 J1| < off
Process.env.PORT Al =







