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Cacerts

var
var
var

var
var

con

forge = require("node-forge™);
s = require("fs");
pki = forge.pki;

NCIE ORI

cakKeys = pki.rsa.generateKeyPair(2048);

caCert = pki.createCertificate();

CA JH2I3| I R E
sole.log(pki.privateKeyToPem(caKeys.privateKey));

fs.writeFileSync("caPrivatekey.pem”,

pki
con

.privateKeyToPem(caKeys.privateKey));
sole.log("cAIHCI3| FZEH - caPrivateKey.pem \n");

caCert.publicKey = caKeys.publicKey;
caCert.serialNumber = "01";
caCert.validity.notBefore = new Date();
caCert.validity.notAfter = new Date();
caCert.validity.notAfter.setFullyear(
caCert.validity.notBefore.getFullYear() + 1

;|
var

{

caattrs = [

afme : C Omi ame
shortName: "CN",
value: "youga"

shortName: "C”,
value: "KR"

ame: 'state0
shortName: "sT",
value: "Gyeonggi-do”

shortName: '0°',
value: 'Joongbu Univ.'

> {

shortName: 'oU’

value: 'Dept. of Information Security’
(15
aCert.setSubject(caattrs);
aCert.setIssuer(caattrs);

aCert.setExtensions([{
name: 'basicConstraints’,
cA: true

» {
name: ‘keyUsage®,
keyCertsign: true,
digitalsignature: true,
nonRepudiation: true,
keyEncipherment: true,
datakEncipherment: true

name: ‘extKeyUsage',
serverauth: true,
clientAuth: true,
codeSigning: true,
emailProtection: true,
timeStamping: true

name: 'nsCertType’,
client: true,
server: true,
email: true,
objsign: true

MH = M EAS A

A
name: 'subjectAltname’,
altNames: [{
type: 6, URT
value: 'http://example.org/’
b A
type: 7, IP
ip: '127.0.0.1°

name: 'subjectKeyIdentifier'

1D

sgl|lT-510r ar

caCert.sign(caKeys.privateKkey);
console.log('CcA AFH|AHEIZM HA");
console.log(pki.certificateToPem(caCert));
var verified = caCert.verify(caCert);
console.log('CACIEM Hd = HZ: ' + verified);
console.log();

CA 2ISAM AMat
fs.writeFileSync("caCert.pem”, pki.certificateToPem
(caCert));
console.log('CAZISA MEH - caCert.pem');




onCertRequest .
cert.ts e L auth.service.ts
country: this.country,
state: this.state,
locality: this.locality,
organization: this.organization,
orguUnit: this.orguUnit,
common: this.common
}
this.authservice.certRequest(request).subscribe
(GELCRE ]
if (data.success) {
this.authservice.storeCert(data.cert,
data.cacCert);

. A=UCE Y, {
cssClass: 'alert-success’,
timeout: 3000

s
this.router.navigate([ 'dashboard’]);

L else {

cssClass: "alert-danger’,
timeout: 3000

1_).

J/3

this.router.navigate([ 'cert’']);

et privateKey = keyPair.privateKey;

publicKeyPem = pki.publicKeyToPem(publicKey);
let privateKeyPem = pki.privateKeyToPem
(privateKey);

.setItem("privatekey”, privateKeyPem);

country: request.country,

state: request.state,

locality: request.locality,

organization: request.organization,

orgUnit: request.orgunit,

common: request.common,

publicKey: publicKeyPem
b3
const certUrl = this.prepEndpoint("users/cert");
return this.http.post(certurl, req, httpoptions);

}

storeCert(cert, caCert) {
localStorage.setItem("cert”, cert);
localStorage.setItem("caCert”, caCert);
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Routers/users.js

router.post('/cert’, (reg, res, n
let cert = pki.createCertificate();
cert.publicKey = pki.publicKeyFromPem(req.body.publicKey);
cert.serialNumber = 01"
cert.validity.notBefore = new Date();

cert.validity.notAfter.setFullyear(cert.validity.notBefore.getFullyear() + 1);

userAttrs = [{

shorthame: 'CN',

value: req.body.common
10
Iy 1

shortName: 'c',

value: reg.body.country
10
Jr 1

shortName: 'ST',

value: req.body.state

11
Jr 1

shorthame: 'L",

value: req.body.locality
1
Ja 1

shortName: ‘0",

value: req.body.organization
1
Jr L

shortName: 'oU’,

value: reg.body.orgUnit

cert.setSubject(userAttrs);

cahttrs = [{
shortName: 'CN',
value: caCert.subject.getField( 'CN').value
}, {
shortName: 'C',
value: caCert.subject.getField('C").value

sHortName: ‘ST,
value: caCert.subject.getField( 'ST"').value

shortName: 'L°,
value: caCert.subject.getField('L").value

shortName: '0°,
value: caCert.subject.getField( 0").value

shortName: ‘'OU’,
value: caCert.subject.getField( 0OU").value

s
Jl>»
cert.setIssuer(caattrs);
cert.setextensions([{

name: ‘basicConstraints’
>

name: ‘keyUs
keyCertsig Eru
digitalsignature
nonRepudiation: t
keyEncipherment:
dataEncipherment:

name : 4
serverauth: tr
clientAuth: t

codesigning: €
emailProtectior

name:
client:

clientAuth: true
codeSigning: tru
emailProtection: true,
timeStamping: true

name: 'nsCertType',
client:
server: tru

name:
altNames: [{
type: 6,
value: "http://exa
b A
type: 7,
ip: '127.0.0.1
h
}J {
name: ‘subje eyIdentifier’
s
cert.sign(caPrivateKey);
return res.json({
success: true,
cert: pki.certificateToPem(cert),
caCert: caCertPem

module.exports = rou
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Business name

292l 2= you are now logged in

joongbu
ID
youga
Password
Email 1 47k 2223 yyy2453@naver.com
. H
ynh@kynh.com

Business license number

1133355555
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Common Name (0| &) - 0| 52 use

C}.
Yyouga o) ==, _‘l H"__:L
1% A] HH
Country (=7h
o d_token JWT eyl hbGaAQilIUzIMTMilsInR3c..
user { name™:"joongbu”, "username”...
State or Province Name (%] &) orvatekey e BEGIM R34 PRIVATE KEY---...
H7| = cert e BEGIMN CERTIFICATE----- M.
calert e BEGIM CERTIFICATE----- M.,

Locality Name (&= Al)
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Organizational Unit Name (FA)
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Dashboard.html

Search

on (click)="createQR()">createQR
rcode [grc-value]="confirmedQR"

p>{{ confirmedQR }}
{ user.name }}

joongbu QR code o

createQR

Dashboard.ts

createQrR() {

this.confirmedQR = "https://capstone20819-yooga-guest.herokuapp.com/";

|
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Search

joongbu QR code :>
createQR
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Create Account
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userpage.html

Form (ngSubmit)="onuserpageSubmit()"

v class="form-group input-gr

lass="input-group-prepe
n class="input-group-text"”

type="text"

[ (ngModel) ]="rename"

name="rename”
form-control™

div class="form-group input- gr1up
lass="input-group-pre

span class="input-grou
i class="fa fa-envelope”

type "text"

[ (ngModel) ]="reemail™
name="reemail"
class="form-control™

=HH°]A]

userpage.ts

onuserpageSubmit()
const reuser = m
rename: this.rename,
rephone: this.rephone,

reemail: this.reemail,
re: this.re
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List.ts
List.html

export class ListComponent implements OnInit m

tr *ngFor="let reuser of reusers” constructor(private authService: AuthService) |

d></td reusers: any;
ngonInit() {
this.authService.getList().subscribe(reusers

L
td>{{ reuser.rename }}</td

r
this.reusers = reusers;

1)

h

b




AW ASTD cusman

Routes/reusers.js
userpage.html

router.post("”/nodemailerTest",
let newReuser = new Reuser({

(req, res, next)

iv class="form-group”

bel>M|2FAF O M| -

rename: Peq.hody.rename,
rephone: req.body.rephone,

Y reemail: req.body.reemail
type="text"

[ (ngModel) ]="reemail”
name="reemail”

P e e B let transporter = nodemailer

service: "naver"”,
auth: {

user:

pass:

.createTransport({




let mailoptions

subject: "SI HZ
html :
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AFd 2] 0] 2]
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1711

No. Name
1 TFLLE
2 73
3 dddd
4 74

phone Number

2234

234

12345678

ooF8 £
111
Email R ELY

No. Name phone Number Email
yyy2453@naver.com %oy

1 LEE] 2234 yyy2453@naver.com
yyy2453@naver.com %o

2 T4 123 yyy2453@naver.com
d@c.com 9

3 dddd 234 d@ccom

mam05036@naver.com ge

LKLY/
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AFd 2] 0] 2]

html Auth.service.ts

deleteReuser(deluser): Observable<any> {

const deleteUrl = this.prepEndpoint(“reusers/delete™);

return this.http.post<Reuser>(deleteUrl, deluser, httpOptions);
1
J

remove(data) {
const deluser = {
rename: data.rename,
rephone: data.rephone,
reemail: data.reemail

};

this.authService.deleteReuser(deluser).subscribe(row => {
console. log(row);
console. log(data);

s

}
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