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onLoginSubmit() {
const user = {
username: this.username,

password: this.password

if(!this.validateService.validatelogin(user)) {
this.flashMessage.show(' 2 HES QUHSH R, { cssClass:
‘alert-danger’, timeout: 3000 });
return false;

}

this. EL.I"ISE"'-.'iC'l authenticateUser(user).subscribe(data > {

if (data.success) {

this. aL.-_-1Seﬂ'-.-iceIStor*eUser*Data(data .ptoken, data. st:m'erl

data.user);
this.flashMessage.show( 2 1Q1%| &L

{ cssClass: ‘"alert-success', timeout: 5880 });

storelUserData(ptoken, stoken, user){
localStorage.setltem('id ptoken’, ptoken);
localStorage.setItem( 'id stoken’, stoken);
localStorage.setItem( "user”, JSON.stringify(user));
this.pToken ptoken;
this.sToken stoken,

this.user = user;

router.post( ' /authenticate’, (reg, res, next
const username = req.body.username;

const password = req.body.password;

User.getUserByUsername(username, (err, use
if(err) throw err;
if(luser) {
return res.json({success: false, msg:
"1
by

User.comparePassword(password, user.pass
if(err) throw err;
if(isMatch) {

expiresIn: 684800
s

noTimestamp: true
1)
Pes.json(ﬂ
success: true,
token: ptoken,
stoken: stoken,
user: {
: user._id,
name: user.name,
Username: User.username,
address: user.address,

email: user.email

const ptoken = 'JWT "+jwt.sign({data:

const stoken = 'JWT "+jwt.sign({data:

)->{

r)=:{

"AHE AR HEJE LXSHA| gt Lch.

word, (err, isMatch)=>{

user}, config.secret, {

ptoken}, config.secret, {
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this.a oard().: ribe(post =» { cdiv ¢ : e
thi

*ngFor="1et i of board">

1, err

console.1

outline-info float-right™ type="button”
value="Following"

(click)="onFellowingSubmit(i.writer)">Followi

d( "Content-Type', "application/json®);
t( "contents/boards’);
headers })

.pipe{map{res

IJ
router.post(’ /bo (req, res ext)=>1 < gl .writer” xt-muted float-

Boards.find({}). [{date:-1}). function(err, board){ right">{{i.sharedcount}}Z =

< n *nglf="!(i.writer==user)™ class="btn btn-

outline-success float-right”™ type="button”

value="Share" (click)="onSharedSubmit(i. id)
i.sharedcount== ({i.sharedcount}}

wutton>
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getKey(currT, stoken){
var md = forge.md.sha256.create();
md.update(currT+stoken);
return md.digest().toHex();

'HIAX] IZAE WA,

getMac(plaintext, key) {
<button *nglf="i.writer==user.username"” class="btn btn- var md = forge.md.sha256.create();
md.update(plaintext+key);

outline-danger float-right"™ type="button" value="Delete"
return md.digest().toHex();

(click)="onDeleteSubmit(i. id)":Delete <i class="fas fa-
trash-alt"»></i></bucton>

getEncrypt(plaintext, key) {
var keyl = forge.util.hexToBytes(key);
var cipher = forge.cipher.createCipher( AES-ECB', keyl);
onDeleteSubmit(delid) { cipher.start(};

this.currT = this.authServ ce.getCurrTime(); cipher.update(forge.util.createBuffer(plaintext, ‘binary’));

this.key = this.authServic:.getKey(this.currT, this. stoken)) cipher.finish();
this.mac = this.authServic:.getMac(delid, this.key);
const encrypted = this.aut\Service.getEncrypt(delid,

this.key);

var ciphertext = cipher.output;
return forge.util.bytesToHex({ciphertext);

deleteEncMacMessage(encrypted, currT, ptoken, mac) {
this.authService.deleteEncMacMessage(encrypted, this.currT, lat headers = new -Ie-aderﬂs();
this.ptoken, this.mac).subscribe(data => {

if({data.success) {
this.flashMessage.show( &% H&', { cssClass: 'alert- headers.append(’'Ctime’, currT);

headers.append( "Authorization®, ptoken);

success', timeout: 3000 }); headers.append('Enc’, encrypted);
Ll 2 CURLE E L headers.append( 'Mac', mac);
iﬁj.iﬁswuswgeﬁhmﬂ"&ﬂlgmw ydata.msg, { headers.append( "'Content-Type", "application/json’);
cssClass: "alert-danger', timeout: 3880 });
let ep = this.prepEndpoint(’contents/delete’);
return this.http.get({ep, {headers: headers})

.pipe(map(res => res.json()));
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var mdl = forge.md.sha256.create();
md1.update(decrypted+auth);
var mac?2 = forge.util.bytesToHex({mdl.digest());

if (macl == mac2) {
let dBoard = new Boards({
_id: decrypted

router.get(’/delete’, (req, res, next)=>{

const ptoken = req.headers.authorization;
const currT = req.headers.ctime; +Y;
const encrypted = req.headers.enc;
const macl = req.headers.mac;

Boards.delBoard(dBoard err, board)=>
const stoken = "JWT "+jwt.sign({data: ptoken}, config.secret, { ( > . )=>{

noTimestamp: true if(err) {
bs; res.json({success: false, msg:
I else {

res.json({success: true, msg:

v 1
= 4

var md = forge.md.sha256.create(); T AR
md.update(currT+stoken); =
var auth = forge.util.bytesToHex{md.digest()); }

var key = forge.util.hexToBytes(auth); }]J

var encryptedl = forge.util.hexToBytes(encrypted); } alse {

var decipher = forge.cipher.createDecipher( AES-ECB", key); _

res.json({succ > false, msg:
decipher.start(); ] {{ » E =

decipher.update(forge.util.createBuffer(encryptedl, "binary'));
decipher.finish(); dule.exports.delBoard = function{board, callback){

var decrypted = decipher.output; BﬂardS.deleteDne{{ _id : board. id }, callback);

1. Y=23El HAX|E 5 23} 7, HAIX] AS2E 49
I11I)\|7‘I ASIAEE




E-?-ﬂ— .

7

77 _u
T

ARl 22U :B

—>

B E29|: A

D breed

=



3.7|5 ¥9H D breed

Submit(w) {
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testO1 1 Following i
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class="btn btn-

value="Following"

(click)="onFollowingSubmit(i.writer)">Following</
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module.exports.addfollowingUser = function{newfollowingUser,

callback){

User.updateOne({ username : newfollowingUser.username }, {
$push : { following : newfollowingUser.following }}, callback);

module.exports.addfollowerUser = function{newfollowerUser,

callback){

User.updateOne({ username : newfollowerUser.username }, { $push

: { followers : newfollowerUser.followers }}, callback);

const UserSchema =

name: §
type: String
12
email: {
type: String,
required: true
s
address: {
type: String
}J
username: {
type: String,
required: true
s
password: {
type: String,
required: true
}J
following: {
type: String
s
followers: {
type: String

mongoose . 5chema
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router.post(’/following", (req, res, next

let newfollowingUser = new User({

username: req.body.username,
following: req.body.following

1)

let newfollowerUser = new User({
username: req.body.following,
followers: req.body.username

s

User.getfollowingByUsername(newfollowingUser.username,
newfollowingUser.following, (err, user)=>»{
if(user) {
res.json({success: false, msg: "0|0] Z
"1

}
else {

User.addfollowingUser(newfollowingUser, (err, user)=>{
if(err) {
res.json{{success: false, msg: 'Z=Y H@j.
else {
User.addfollowerUser(newfollowerUser, (err, user)=>{
if{err) {
res.json({{success: false, msg: 'Z=E I Err 2
1)
} else {

res.json{{success: true, msg:




<button class="dropdown-item”™ type="button™
(click)="onUnfollowingSubmit{user.username,
i.writer)">Unfollowing</button>

onUnfollowingSubmit(usr, un) {
const unfollow =
username: usr,

following: un

if(unfollow.username == unfollow.following) {
this.flashMessage.show(  HEEL2 &I, SelfUnfollow’, /4
cssClass: "alert-danger’, timeout: 3808 });
return false;

this.authServici:.unfollowingUser(unfollow).subscribe(data =»
{
if{data.success) {

this.flashMessage.show( 2L HZ- {

‘alert-success’, timeout: 3008 });

location.reload();

this.router.navigate(["/profile’]);

else {

this.flashMessage.show(  HZE2L HI - ;data.msg,

cssClass: '"alert-danger', timeout: 3680 });

D breed

router.post( ' funfollowing®, (req, res,
let unfellowinglUser = new User{ﬂ
username: req.body.username,
following: req.body.following

1)

let unfollowerUser = new User({
username: req.body.following,
followers: req.body.username

s

User. getfollowingByUsername{unfollowinglser.username,
unfollowingUser.following, (err, user)=>{
if(user) {
User.delfollowingUser(unfollowingUser, (err, user) =>{
it(err) {
res.json{{success: {alse, msg: 'YE=Q HOj.
"1s
} else {
User_delfollowerUse/*(unfollowerUser, (err, user)=>{
if(err) {
res.json{{succe ;s: false, msg:
2 '});
} else {
res.json({succe;s: true, msg:' %

module.exports.delfollowingUser = function{unfollowingUser,
callback){
User.updateOne({ username : unfollowingUser.username }, { $pull
: 1 following : unfollowingUser.following }}, callback);

module.exports.delfollowerUser = function(unfollowerUser,
callback){
User.updateOne({ username : unfollowerUser.username }, { $pull
: { followers : unfollowerUser.followers }}, callback);
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<button *nglf="!(i.writer==user)”™ class="btn btn-
outline-success fleoat-right™ type="button™
value="Share” (clicl)="onSharedSubmit(i. id)">*hare
<a *pglf="1i.sharedcount==0">{{i.sharedcount}} </a>
<i class="fas fa-retweet"></i>»></button>

onSharedSubmit(sh) {

if(this.authService.loggedIn() == false) {
this.router.navigate(['/login']);
this.flashMessage.show (2191 = At
cssClass: 'alert-danger', timeout:

return false;

const share = {
_id: sh,
shared: this.user

this.authService.shareBoard(share).subscribe(data
if({data.success) {
this.flashMessage.show('&F 5. "+data.msg,
cssClass: 'alert-success', timeout: 3880 });

location.reload();

else {
this.flashMessage.show(’ . "+data.msg,
cssClass: 'alert-danger', timeout: 3080 });

D breed

router.post(’/share', (req, res, next)=>{
let sBoard = new Boards({
_id: req.body. id,
shared: req-.body.shared

1)

Boards .getsharedbyBoardid(sBoard. id, sBoard.shared
board)=>{
if(board) {
res.json{{success: false, msg:
else {
Boards.sharedBoard(sBoard, (err, board)=>ﬂ
if(err) {
res.json({success: false, msg:
} else {
Boards.updateOne({ id : sBoard. id }, { %inc :
sharedcount : +1 1}, (err, user) => {
if(err) {
res.json({success: false, msg:

1)

h
else {
res.json({success: true, msg:’

odule. exports. getsharedbyBoardid = function(boardid, shareduser,
allback){

Boards.findOne({ _id : boardid, shared : shareduser },
callback);

module.exports.sharedBoard = function(board, callback)

Boards.updateOne({ id : board. id }, { %push : { shared
board.shared }}, callback);
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router.post(’/timeline’, (reg, res,

rr

 User({

newlimelineUser.us
», user) {
if (err) t | err;

* uname r Array();

uname[i] = newTimelinelUser.usern

uname }, | : uname }]

board) {

board});
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