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s 112
e PC-PT  en20
pC15%,  ComvPCls CopyPCO(2)
= =
= =
Z = 10.2
201 730.8.1 f:‘f‘i: 0 “s  venid
=
g CopyPCO(1)
oD
Virr S00N
Wirel Routerd 3
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vlan 20
1 2033071 CopyPCD(3) /
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@ dH3=43

R25(config)#ip route 203.230.32.0 255.255.255.0 S0/0/0

== R25(config)#ip route 203.230.16.0 255.255.255.0 S0/0/0
BAD, Tio
| 203.730.0.17 28
.“-;r" D203, 730.0.16 = =
25 1V5 £20/0/0 i‘“’;. Fe0/{ P01 @ Elagg _Igi
P ot ol "“Il.ﬁ 11

R26(config)#ip route 0.0.0.0 0.0.0.0 S0/0/1

23,230.0.3Y2
Ca) Sopg 330032 Ti4-1



@ 3YH3=4%8

] 203.230.0.16 i3 directly connected, Serial0/0/0
C 203.230.0.24 is directly connected, FastEthernet(/0
= ] 203.230.0.32 is directly connected, Seriald/0/0

203230980 1151

ra0a B8
D). (g 7o (AL kR
S Ei-PT
zm.mn}m gm._m.ﬂ;fﬂﬂg 20 1% C 203,230.0.16 is directly connected, FastEthernet(/0

ﬁﬁlﬂﬂ;gﬁhfﬁiﬂ;ﬂ Sc.pr PC-PT C 203.230.0.32 is directly connected, Serial(/0/1

NEID:203.230.0.8) i sa 0032 Tid-1 Ti42 5% 0.0.0.0/0 is directly connected, Seriall/0/1
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e 224.0.0.102| HE|FHAE FA 88H EE Al
« X}&58 9% (auto-summary) 7152 T

e Process-IDE A= A|AHH D (Autonomous System Number,
Sgct &2 & U= 2REHEL He H2)E ALE.
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2. EIGRP

R2(config-if)#router eigrp 3

Iy ) R2(config-router)#network 203.230.3.0
1 20323031 S geﬁ-ﬁ?;;.m?'l .
,ra i' G S0/ = 2=l R2(config-router)#network 203.230.4.0
od 1 203.230.2.2 03.130.4.22811 R2(config-router)#network 203.230.5.0
=0/0/1 (% S=0/0/1 .
- egrp 3 R2(config-router)#no auto-summary
203.230.2.1 .
[ a0 203,330,448 pinyy
e | iy L _':-E'E','I'E','Il_ . .
' i.‘f_ =l E | R3(config)#router eigrp 3
S 035012 28.230.4.1 T;l"ﬁljﬂl}ﬂ R3(config-routen#network 203.230.1.0

R3(config-router)#network 203.230.4.0
R3(config-router)#network 203.230.51.0

R3(config-router)#no auto-summary



2. EIGRP

d 03I L1 C 203.230.1.0/24 is directly connected, Seriald/o/1
- C 203.230.2.0/24 is directly connected, Seriald/0/0
ﬁ'ﬂﬂr_-—-lr D 203.230.3.0/24 [90/2681856] wia 203.230.2.2, 00:00:29, Seriald/o0/0
C 203.230.5.0/24 iz directly connected, FastEthernet(/0
1- 203.230.2.2 D 203.230.6.0/24 [90/2172416] wia 203.230.2.2, 00:00:29, Serial0/0/0
-'_:Eﬂ.llﬂ.l'l D 203.230.7.0/24 [90/2684416] wvia 203.230.2.2, 00:00:27, Serial0/0/0
egrp 3
203.230.2.1
oy C 203.230.1.0/24 is directly conmected, Seriald/0/1
IEE* 0 D 203.230.2.0/24 [90/2681856] wia 203.230.1.2, 00:01:04, Serialo/o/1
-"E;-._-'" E‘Eﬁ."‘u— D 203.230.3.0/24 [90/3193856] wia 203.230.1.2, 00:01:04, Serialo/o/1
1 iﬁ- C 203.230.4.0/24 is directly connected, Serialo/0/0
D 203.230.5.0/24 [90/2172416] wvia 203.230.1.2, 00:01:05, Serialo/o/1
2811 701.730.1.7  NE.730.1.1 D 203.230.6.0/24 [90/2684416] via 203.230.1.2, 00:01:04, Serial0/0/1
(=321 D 203.230.7.0/24 [90/3196416] wia 203.230.1.2, 00:01:03, Serialo/o/1
C 203.230.51.0/24 i=s directly connected, Seriald/1/0
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3. VLAN

= ===
wip
29604 Ry Fel
S S 1 2 C-FT
1.4 P PO TR03 vin 207 16-4
vin 20l 1673 =, _F-B'D.I'S
N RV Fali2, o R4 Fel0 | !
10.4 Rl Fﬂﬁ'lr'-{- 10,7
o 2960 24TT 2 =
ven 10 29608 24T T s 1o BT
Ti6-6 5) Feoit T16-3

£20/0.10 203.230.10.1/24
fani1 30 303.330.11.1/24 PC-PT

mﬂ}‘ Tig-2 .

—efe © Sojoio L
wif W 1
og1y 201230141 203.230.14.2

1 Router3

@ Port-Security




wian

j=
;] 2560 RO Ffﬁ' —
. SwWiL1 1S C-PT
14 PE \ PE‘?-'? ven 20" 16-4
ven20T16°5 N R0l _

E'E'.'q: b Rl2 '_Iﬂ:l:-_l R4 Fal |
10,4 — EE" E‘:‘.‘IE'-_ —r S—

2SE0F24TT 0.2 Z===

= 29608 24T T - ET
vbn 1{.":1:_ ET , wlam 10—
i 5] /1 Sy R0/l .
T16-6 | | . T16-3
| 02 | 02

R0/1__ FE1 Fely4 S
'?E"?'-'3;—24Tr zsan-zgﬁm 113 s

Fed  wilan 20C-PT
SwW10

SWT
Ti6-1
10.3
£20/0.10 203.230.10.1/24 van 10 -
f20/1.20 203.230.11.1/24 PC-PT
= z Ti6-2
r
- :_.-:‘_ {5 - {:'.'I{:'I-I{:l .l EI
o) —
# ogyq 20 230,141 202,230,142
1 Router3

Router3(config)#interface FastEthernet0/0
Router3(config-if)#no shutdown
Router3(config-if)#exit

Router3(config)#int fa0/0.10
Router3(config-subif)#encapsulation dot1q 10
Router3(config-subif)#ip add 203.230.10.1
255.255.255.0

Router3(config-subif)#exit

Router3(config)#int fa0/0.20
Router3(config-subif)#encapsulation dot1q 20
Router3(config-subif)#ip add 203.230.11.1
255.255.255.0

Router3(config-subif)#exit



11.4
van 208

10,4
win 1

Tig-&

f2000.10 203.230.10.1/24

f20y1.20 203,230, 11.1/24

I'-!l:.l?

e
v
25811

1 Router3

1

& 500D

20030, 14,1

Router (config) $#do show
Interface

FastEthernetl/0
FastEthernet(/0.10

FastEthernet(/0.20

(e Successful Ti1g-4
< Successful T16-3

ip int brief
IP-Address

unassigned

203.230.10.1

203.230.11.1

T1l6-6
T16-5

CE? Method Status

YES unset up

YES manual up

YES manual up

Protocol

up

up

up



3. VLAN - Port-Security

= 9

F=l

g SW13(config)#interface FastEthernet0/1
-

el BT

SW13(config-if)#switchport mode access
SW13(config-if)#switchport port-security

| — ),
" swia e B SW13(config-if)#switchport port-security maximum 5
ek 5
\Eﬂ-’l : SW13(config-if)#switchport port-security violation
ROz,
2960- 24TT -‘H b Laptos- PT Shutd own
SWi4 Copy Hub 0O T7-1

=g
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Fe0
112 < FT
ven 207 16-4

1.4 PO
.',hn:_l{:lrlﬁ'E
Fe

D ‘E'I,'l'-'l- E{:fll @I E‘:‘ | l
104 T R0 LI . \: g 103 :f
vin 105 pT 25“55 éﬂ'r ! vian 10=" PT
Ti6-6 ; . T15-3
Fe0/2
R0/1__ FE1 Fel/4 EE—-I
Fe0/33f- 24T zoe0-2 507 13 Bl
SW7T SW10 el '|"|-i‘| 2C-PT
Ti6-1
10.3
£30/0.10 203.230.10.1/24 ven 10 S
£a0/1.20 203.230.11.1/24 PC-PT
Fe0/0 T16-2
- :,-:_ ":E' Ed:','l‘::','lﬂ' T '5
S |
sgpy  203.230.14.1 203.230,14.2
1 Router3

SW11(config)#vtp version 2
SW11(config)#vtp mode server
SW11(config)#vtp domain yong
SW11(config)#vtp password yong
SW11(config)#int range fa0/1
SW11(config-if)#switchport mode trunk

@ Transparent 4%

SW9(config)#vtp version 2
SW9(config)#vtp mode transparent

SW9(config)#vtp domain yong
SW9(config)#vtp password yong
SW9(config)#int range fa0/1-2
SW9(config-if-range)#switchport mode trunk



F=D

A
i oz o iriea
11.4 a FELY wian 20 =
ven20T16°3 : 3 /
/4 _ ] ro [ |
10.4 , i 102 =
win 10— F:1: o p wizrn 10— FT

Ti6-3

R0

803 ;3

vizn 20C- PT
Ti6-1

20D, 10 203.230.1
faly1. 20 203.230.1
Fel/D TiG6-2

- :,-:_ {5 Ed:','l‘::','l{:' ‘I 'l
{:rll i“-—-
ng11  203.230.14.1 203.230.14.2

1 Router3

SW8(config)#vtp version 2
SW8(config)#vtp mode client
SW8(config)#vtp domain yong
SW8(config)#vtp password yong
SW8(config)#int range fa0/1
SW8(config-if)#switchport mode trunk

SW10(config)#vtp version 2

SW10(config)#vtp mode client
SW10(config)#vtp domain yong
SW10(config)#vtp password yong
SW10(config)#int range fa0/1-2
SW10(config-if-range)#switchport mode trunk
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5. STPAH

wlan
; ”
1.4 P RO
F=0id

L

29604 BT Fel ;
5 i i1.2 C-PT
TR0z vin 207 16-4

R/

g vy Fal2, Felf2 o Fe0i4 Fe0
10.4 e 2960} 24TT i

ven 10x— pr 2596 24'er = 2 ST
Tic-6 5] Feli1 S| Feoit T16-3
Fel/2 g2
o FeO/1 FE01 Fal/4 FED
Fl/3g0-247T 2o60-2%,03 113 S
SW7 swin % E0 e DC-PT
Tic 1
10.2
£20/0.10 203.230.10.1/24 vin 10 S50
£20/1.20 203.230.11.1/24 PC- PT
Fe0/0 Tig-2
e (& SeDiiD c _-_5',
vt e
za11 20230141 203.230.14.2
1 Router3

@ Server®jj M A%

SW11(config)#vlan 10
SW11(config-vlan)#name v10
SW11(config-vilan)#exit
SW11(config)#vlan 20
SW11(config-vlan)#name v20
SW11(config-vlan)#exit

SW10(config)#int fa0/3
SW10(config-if)#switch access vlan 10
SW11(config-vlan)#exit
SW10(config)#int fa0/4
SW10(config-if)#switch access vlan 20
SW11(config-vlan)#exit



5. STPAH

—_—

vizn —

o o
. 5 1 i1 = PT

1.4 Po PO TRD3 vin 20 16-4
ven2oT16-5 =015
Fe0/4 o= Faly'2 @gz = 4 =y
=k
10.4 R 102
ven 1o ansop24TT 2960 ang;[r 02— or
. : = Rl 5 1o
Tif -6
iEWE Fel'2
2 01 Fell/1 = =5
Rl o4qTT 113
SWT R0 w=n - PT
Tig-1
fa0/D.10 203.230.10.1/24 vian 10 S5
f20/1.20 203.230.11.1/24 PC-PT
F0/0 Tig- 2
o o=t B S0 T
1 e
/". 2g11 208230141 203.230,14.2
1 Router3

S

Interface Eole Sts Cost Prio.HNbr
Fado/s1 REoot FWD 15 128.1
Fad/2 Desg FWD 19 125.2
Fal/4 Desg FWD 19 125.4

SW10 (config) #

Type

P2Zp
P2Zp
P2Zp

Interface Eole Sts Cost Prio.Nbr Type
Fao/1 Eoot EWD 19 128.1 P2p
Fal/2 De=sg FWD 1% 128.2 EZp
Fal/4 De=sg FWD 1% 128.4 EZp
SWE (config) #

Interface Eole S5ts Cost Prio.HNbr Type
Fal/1

Fad/2

Fal/3

SWT (config) #
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]
PC-PL PE-PT
pC18% ~ ColvPCl8
= =
~
Ly

LT T

o

=1k =l

WPA-PSK & =
dlmE = 14567850

TS5-1= @:‘1 X T5-3
'-'.':-;,F“:‘ﬁ‘zmm 13.1
o ; JEHS S

Wifeless Routerl

@ WPA-PSK &%

WPAZ-Brter \
PW : 1234567890
é;/ g =Gt
,r'_l:.-' i 3
PC-PT %, " PGPT 23203221
Te-2 TEF1
fi:g? E 3230221
Y., = lr
s, =
g 202015 R 2l Fel/1
|||||||||llllllll"'-"-“,|‘:,ﬁl—---—,_.ﬁ.n1-i 55!%?’6"'-
o . 203.230.20.1
PC- BT WRT 200N 2811
TE-3 CopyWireless Routerl R17

® WPA2-Enter A%



6. +MLAN - wep 4%

PC-PL RE-PT
PC18%,  CobvPCis
T
Z 3

@ SMEE 4

fl Security Mode:

WEP

Encryptior 40/64-Bits (10 K~

Passphrast Generate
Key1: [1232567890 } | 387 4 |
" f
@ PC 944
WirelessO
Port Status On
Bandwidth 300 Mbps
MAC Address 0030.F28E.D587
SSID LAN1
Authentication
O Disabled @ WEP WEP Key |123456?890 |




6. MLAN - wpa2-psk 4%

® 2MELLE 43

= Security Mode: WPA Person: ~

WPA-PSK &=
HIREE = 1 17557850 Encryptior AES ~
Passphras¢ [1234567890 } | S97| AH |
| Key Renew: 600 second
2 i N i
PC- BT Fopr o PC-PT

b\
W
TS-= TS T5-3
) Al
I'*:};P‘E‘xx‘im.m.u.l @ PC 4%

.[;.I.-.[;..l ?:; SIER= =S WirelessO
HﬂluiﬁTEDDﬂ o Port Status Oon
Vlfeless Routerl Bandwidth 300 Mbps
MAC Address 00EOD.F784.303D
551D yong2
Authentication
O Disabled O WEP WEP Key

@® WPA-PSK (O WPA2-PSK PSK Pass Phrasg1234567890



6. -l?-ﬁ LAN - wpA-Enter 4%

® 2MELLE 43

WRL2- Enter 5
W 1234567850
i ‘ Seryard
F’C'F’Tf‘f‘;,:, PC=FT 0203221
Te-2 ) TE&1
”:’;? E TR
Y, = )
s, =
0.230.0.1= P22 F-"“J'lf S
= Y ===,
g' | I_EJE' 00k S0
dﬂl
PC- PT wrTzoon S03ZX02013g14
TE8-3 CopyWireless Routerl R17

Security Mode:

WPAZ Enter -

Encryptior AES~

RADIUS Se [203] .

1230] .122 | .[2 |

RADIUS Po 645 -
EECEE
Shared Sec [1234567890
Al
@ PC A%
WirelessO
Port Status On
Bandwidth 300 Mbps
MAC Address 0060.47C7.4ADC
SSID ong?
y—q—I_OFO]LEVHTm S
Authentication = H'—.Ig

(O Disabled O WEP

O WPA

Encryption Type

O WPA-PSK O WPA2-PSK PSK Pass Phras

@ WPA2

WEP Key

User ID

Password

AES v

test3

185
1%



6. FMLAN - wrA-Enter M

WPAZ Evter \
P 1234567850
g g =
pc-pf*;f’{fff?f F"CEF'T m.un.ﬁ"aa
w2, T )

. S 20320202 Fanfllf

g 23.230.21.1,

|IIIIIIIIIIIIIIII ‘Eﬁl—-— .%}ﬁ"'-
— . @ﬂ

PC- PT wmamm 03.230.20.1 21 1

TE-3 CopyWireless Routerl R17

@ Server AAA 4%

AAA

Service ® On O Off Radius Port |1645

MNetwork Configuration

Client Name | | Client? | |
Secret | | ServerType |Radiu5 v|
Client Mame Client IP Server Type Key Add

1 WRT300M 203.230.20.2 Radius 1234567890
Save
EERE
OLO| C|/H| U= A Ramove
User Setup
Username / Password |
Username Fassword | Add
1 testl testl
Save
2 testz test2
3 test3 test3 Remove
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7. WAN - ppp pPAP 4%

203..230.17.1

1-5-313::-1-51'» F=0/0
ppp EE'EI"E"'E' tF-i'l

2811
203,230.16.1 R14 \\
203, 230.18.1
% S=0/0/ 1 \

1£n1l : *i
e e EE-E-.--E'.--E-%I

F:F
i PUEERRE i L

R13(config)#username R14 password yong

R13(config)#int s0/0/1

R13(config-if)y#encapsulation ppp

R13(config-if)#ppp authentication pap

R13(config-if}#ppp pap sent-username R13 password yong

R14(config)#username R13 password yong

R14(config)#int s0/0/0

R14(config-if)y#encapsulation ppp

R14(config-if)#ppp authentication pap

R14(config-if)j#ppp pap sent-username R14 password yong



7. WAN - ppp pPAP 4%

203,230,171
El3 (config) #do show int =s0/0/1
Seriall/0/1 is up, line protocol i=s up (connected)
Hardware is HD&4570
Internet address is 203.230.16.1/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

ncapsulation PPP, jloopback not set, keepaliwve set (10 sec)

S=0/0/0
+ PRP 401
f: [ W&340| PPPE #13

- CHVLYHLR




7. WAN — =gy gago] ¥

% S=0/0/1 /
201 & |
s g S=0/0/0 e
UG A R12(config)#int s0/0/0
203,230, 15,2
\ 02 - R12(config-if)#ip add 203.230.15.1 255.255.255.0
. S=0/01
.l‘:__ —:i_f, o ; R12(config-if}#encapsulation frame-relay
W, o R12(config-if)#frame-relay map ip 203.230.15.2 102 broadcast
R12 [
-k C ] s R12(config-if)#frame-relay map ip 203.230.15.3 203 broadcast
G =00 203,030,153
0492 20323015132 | R12(config-if)}#no shutdown
— Tk
2811

Rle



7. WAN — =gy gago] ¥

0 S0/
211 1 |
i — o S.0/0/0 i )
R e R13(config)#int s0/0/0
/ 203,230, 15.2
102 — R13(config-if)#ip add 203.230.15.2 255.255.255.0
S=0/0/1
Il':_ —:i_ﬁlﬁﬁ’.ii, ; R13(config-if)#encapsulation frame-relay
2811 5, 2o R13(config-if)#frame-relay map ip 203.230.15.1 201 broadcast
R1Z e
\_ - O] e R13(config-if)#frame-relay map ip 203.230.15.3 401 broadcast
¢ =000 203,230, 15.3
0192 032305102 L R13(config-if)#no shutdown
—I3 st
2811

R16



7. WAN — =gy gago] ¥

% S=0/0/'1 /
201 : |
s 3 5=0/0/0 o
F':"FE'?FW ol e R14(config)#int s0/0/0
203,230, 15,2
102 — R14(config-if)#ip add 203.230.15.3 255.255.255.0
S=0/0/1
oT S 5 0] ; R14(config-if)#encapsulation frame-relay
2811 == R14(config-if)#frame-relay map ip 203.230.15.1 302 broadcast
R1Z d
\w ;i%n 104 R14(config-if)#frame-relay map ip 203.230.15.2 104 broadcast
wis2  23z0maXE [ ET0ES R14(config-if}#no shutdown

—-—-—'l_'_-:":'_zeu.-i:ulj

2811
R16



7. WAN — =yogao] pLcl 4H

@ Serial1 4%

| FRE WL

INTERFACE |
: DLCI Name
Seriall |
Serial? | 102 R12-R13
Serial3 | 203 R12-R16
14 A
@ Serial4d%
INTERFACE |
5 DLCI Name
Seriall |
Serial? | 201 R13-R12
Serial3 | 401 R13-R16
jal2 A
® Serial2 3
INTERFACE |
: DLCI Mame
Seriall |
Serial? | 302 R16-R12
Serial3 | 104 R16-R13




7. WAN — =gy gago] ¥

® Frame Relayd™

#® Cloudo

Physical

Config

GLOBAL

Settings

TV Settings

CONNECTIONS

Frame Relay

DSL

Cable

INTERFACE

Seriall

Serial2

Serial3

Serial4

Frame Relay

Seriall v R12-R13 v <> Seriall

* R12-R13 v

Port Sublink Port Sublink
From Port Sublink To Port Sublink

1 Seriall R12-R13 Seriald R13-R12

2 Sernall R12-R16 Serial2 R16-R12

3 Serial4 R13-R16 Serial2 R16-R13







© VPN o|2t?

° VPN2| 88

O

oLEt 7|9 YREE T

e VPNQ| HOt 7|&

QT2 EZ 0|85t0 215, Hot 7|2d /X
- 7|2 0] &
(1) CHA 7| =3} (Symmetric Encryption) : PSK(Pre-shared key) —
C| | - &l BK(Diffie-Hellman)
) HICHA 7| =3} (Asymmetric Encryption) : 215 A 0| &

- % gaaE

(1) CHA 7| 243: DES, 3DES, AES
(2) HICHA 7| &=: RSA
@) s 2|F: HMAC, MD5, SHA-1

77| 0|8
- 22t¢l Flgtel B4




8. VPN - GRE + IPSec VPN

 E ot @ tunnel , License &%
T o
T10-2 znf*m'ﬁﬂ"lw ﬁ?nlgl.llﬁl.lfzz}
= 202302535000 R18(config)#int tunnel 12
F 7 e de 10.10.10.2/24 B 5e0/1/, .
beel 05250 281 SE”“*’D{B:Dg R18(config-if)#ip add 10.10.10.1 255.255.255.0
/ff?i;sw R18(config-if}#tunnel source s0/0/0
o Ff,;ixge-.j',};iufﬁ%jjj”’“’“” R18(config-if)#tunnel destination 203.230.23.1
wzn S R18(config-if)#exit
/
- . El , R18(config)#license boot module c2900 technology-
=, package securityk9
PC-PT
35.1 Pes R18(config)#do write

R18(config)#exit
R18#reload




8. VPN - GRE + IPSec VPN

oo 203 0.26.1 ) DSI:I'F?
-2 Gigj0— area
— G 0/13 ‘o Se0/0,0
PC-PT . 20p1 7.3.230.23.250/0/0
T10-2 ‘_2|:|3.¢, ﬁ'z?'__11r~ annel 12
Fan27.2" 10.10.10.1/24 _
J 203.230.23.150/0/0
tunmnel 12 Sendnin
—_— =l 10.10.10.2/24 G 5001/,
PC-PT 50/1/0_} “
Ti0-1 203.230.24.1 A0 5200/
203.230.25.1 50/0f1
tunnel 23
11.11.11. 124
-
_, 203.230.25.2 50/0/0
203.230.24.2 - #ahininl 23
— | - 1?’101.11.2,."24
P
~1 7730/0

/ 203.230.32.1
Vi
e Fad/1

31.2 4 32.4

1
™ gzl
— Fa0/3 s
PC'F;T 2960 .2 i PC-PT
PCSE FaEIHf.ﬁ- To9-1
35.1 area 1
Fal) Fal
PC-PT PC-PT
T9-3 To-2
32.2 32.3

@ cH*E 43

R1(config)#crypto isakmp policy 10
R1(config-isakmp)#encryption aes 256
R1(config-isakmp)#authentication pre-share
R1(config-isakmp)#lifetime 36000
R1(config-isakmp)#hash sha

R1(config-isakmp)#exit

R1(config)#crypto ipsec transform-set STRONG esp-3des
esp-md5-hmac

R1(config)#crypto isakmp key cisco123 address 0.0.0.0
0.0.0.0

R1(config)#crypto map VPN1 110 ipsec-isakmp
R1(config-crypto-map)#set peer 203.230.25.1



8. VPN - GRE + IPSec VPN

- 2034 50.26.1 DSI:I'F 7
_X@__, o Gig0j0— area 0
— G o/8 o seopp
PC-PT - 2001 7.3.230.23.250/0/0

205327271 winnel 12

T10-2 e 10.10.10.1/24

FaQ27.2 J= B
r 203.230.23.150/0/0
tunnel 12 el i
=, area 3 10.10.10.2/24 @ 5e0/1/,
PC-PT se0/1j0
T10-1 203.231124.1,_...---""_,",“,{_.i.rSEM:IJf

203.230.25.150/0/1
tunnel 23
11.11,11.1/24
o
, 203.230.25.250/0/0
203.230.24.2 e A Sehyofnl 23
| '““'"i 11.11,11,2/24

L
203.230.31.1 Gigo/139/°

7 203.230.32.1
7
7/ Fa/1

312 ra 32.4
U Fa0 Fa0/2 Fad _D
—
'd F)
z 295{112; Fa0/3 ——
PC-PT ;
PCE Falilf4|15 To-1
35.1 area 1
Fal) Fal
' T] -—5‘ ;
PC-PT PC-PT
T9-3 T9-2
32.2 32.3

® =H$E 4%

R1(config-crypto-map)#set transform-set STRONG

R1(config-crypto-map)#match address 110
R1(config-crypto-map)#exit

R1(config)#access-list 110 permit gre host 203.230.25.2
host 203.230.25.1

R1(config)#int s0/0/0

R1(config-if)#crypto map VPN1

R1(config-if)#exit

R1(config)#router ospf 7

R1(config-router)#network 203.230.25.1 0.0.0.0 area 0
R1(config-router)#network 203.230.27.1 0.0.0.0 area 0
R1(config-router)#network 203.230.23.2 0.0.0.0 area 0
R1(config-router)#network 10.10.10.1 0.0.0.0 area 0

R1(config-router)#exit



8. VPN - GRE + IPSec VPN

X 203.230.26.1 ospf 7
I_ f E_.___ Gig/0 = area 0
— Goo/1 8 e seoop
PC-PT -+ 2001 203.230.23.2 50/0,0
: 203.230.27.1 tunnel 12 )C>tracert 203.230.31.2
7 rw-2 #"' |\18
Fa027.2 10.10.10.1/24
r 03,270,273 1 20/0/0
r tzl_';:;;él"i"zz"1""'-""-"" caninin route to 203.230.31.2 over a maximum of 30 hops:
— T 10.10.10.2/24 ‘@ Se0/1/
. i
PC-PT se0/1/0
T10-1 203.230.24. 1™ % conin) -
203.230.25.1 50/0/1 : 2 ms 1S 2 ms 11.11.11.2
tunnel 23 : 3 ms 203.230.31.2
11,11.11.1/24
-
_, 203.230.25.250/0/0
203.230.24.2 A zeiinin | 23
| Eele- 1??1.11.2,.’24
.
e
203.230.31.1 Gignj120/0
F4 203.230.32.1 03.23( 2 a maximum of 30 hopsd
Vd
4 Fa0/1 0 ms 203.230.31.1
-5 r
3L .S | 52.4 3 ms 11.11.11.1
r - Fa0j2,_____Fal | I 5 ms 10.10.10.1
— ;Fagfg — 57 ms 203.230.26.2
oC-p1 2950{_2 . PC-PT
neo Fal/4{l6 To-1
35.1 area 1
Fal| Fal
.
PC-PT PC-PT
T9-3 To-2

32.2 32.3
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9. DHCP

Dhep - - R5(config)#interface FastEthernet0/0
- = R5(config-if)#ip address 203.230.6.1 255.255.255.0
PC FTEIE pc] FEID FEID PT . .
- 1 / T2-4 R5(config-if)#no shutdown
Fa0/2 R5(config)#ip dhcp excluded-address 203.230.6.1
=] I =]
- J o R5(config)#ip dhcp excluded-address 203.230.6.255
ﬁ "Fj;a;‘l:zm—r Fal | : )
pTCz I_:aEIZI ST” PC-PT R5(config)#ip dhcp pool yong
2 R5(dhcp-config)#network 203.230.6.0 255.255.255.0
- Fawgai’frﬁ!gﬁu A e R5(dhcp-config)#dns-server 1.1.1.1
a0 72072 I Fa0/ 10T L j- R5(dhcp-config)#default-router 203.230.6.1
J 2960-24TT 2d1 o
SSE;‘:ﬁ;}gT SW2 [2 50 R5(dhcp-config)#exit



Dhcp

ﬁ
FanE‘nH

'_.-|
Fa0/4% FaD/5 g 203.230.6.1

=

2960-24TT 1
Setve PT SW?2 '

Serverl -

IP Configuration

DHCP request successful.

ml

b

ok

of

@ DHCP O Static

IP Address 203.230.6.8
Subnet Mask 255.255.255.0
Default Gateway 203.230.6.1
DNS Server 1.1.1.1

@® DHCP O Static

IP Address 203.230.6.4
Subnet Mask 255.255.255.0
Default Gateway 203.230.6.1
DNS Server 1.1.1.1
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10. NAT

— R23(config)#router ospf 7
252 2PT R23(config-router)#network 192.168.1.0 0.0.0.255 a 2
e e } R23(config-router)#network 203.230.33.0 0.0.0.255 a 2
[ et Fi%n gl”%‘” - R23(config-router)#exit
m?;" R23(config)#ip nat inside source static 192.168.1.2
wreea 20320330520/ 203.230.33.5
= (T R1(config)#int fa0/0
P Fa0 My 1lon=tl 1 . . . . .
le*:} [ Fao/1 R1(config-if)#ip nat inside
2 ey F20/3 |
_.lgaﬁ-:gaﬁné%zfﬁ R1(config-if)#int fa0/1
Laptop-PT SW17

T12-2 R1(config-if)#ip nat outside



10. NAT

-

Foa
pcipT

22 Fa0,

-
-

203.230.28.1 I

203.230.29.1

Farn/u
&'Sonn,

— S Gseopnih

2»d Fa0y1

203.230.33.1

L1
203.230.33.2 Fadf1

areg ?
1
] .
v
— 28l Fao/o
PC Fa0 "\ 19716811
ot I Fa0/1
nat
2 Fao/3s |
FaD . Fad,2
AT 13 2960-24T
Laptop-PT SW17

T12-2

Pinging 203.230

Eeply

Eeply
Eeply
Eeply

from
from
from
from

REouter (config-if) #do show ip nat translations

Pro Inside global Inside local Cutside local Cutside glokbal
icmp 203.230.33.5:10 182.168.1.2:10 203.230.28.2:10 203.230.28.2:10
icmp 203.230.33.5:11 182.168.1.2:11 203.230.28.2:11 203.230.28.2:11
icmp 203.230.33.5:12 182.168.1.2:12 203.230.28.2:12 203.230.28.2:12
icmp 203.230.33.5:13 182.168.1.2:13 203.230.28.2:13 203.230.28.2:13
icmp 203.230.33.5:8 152.168.1.2:8 203.230.28.2:8 203.230.28.2:8
Vicpp 203, 230 33 05 192 1g8 1 -0 I E T ETTINEE L] EHEREETTIEE TN |
-—— 203.230.33.5 152.168.1.2 - -

192.168.1.2 -> 203.230.33.5 2 H3IT|A T




11. Server 7| =



11. Server 7|'S - bns

id : yong

ol @ Server DNS A%

dad -rac |Is g
. Fal T‘.}
£ =

. r=2 2BIEF"{U‘ T

Seryerl 114-1
203.230.34.2 i| DNS
treons XA DNS Service @ On O off
LefililEL 1' 292 203.230.29.1 & 520/0/0
i“:..’-:-,_,._:@wm "";-r Resource Records
50
203.230.30.1 o E'Ff:?o 203.235,.33.":1(?:30!"1 MName | | Type |A Record v|
1
2
203.230.33.2 FaD/1 Address | |
Add Save Remove
No. MName Type Detail
0  crisjoongbu.ackr A Record 203.230.34.2
1 www.navercom A Record 203.230.34.2

Laptop-PT SW17
T12-2



11. Server 7|'S - bns

® PC DNS 474 /7 &9l

O DHCP @ Static
id
o IP Address 203.230.30.3
aaa - radius g Subnet Mask 255.255.255.0
Fal ']
Servgr-PT EBIZF’%E Default Gateway 203.230.30.1
Seryerl 11 g-1
303,230,342 iI DNS Server 203.230.34.2
s mal
2320351 § 5, mszmas S0
ﬁii’l‘fﬂfﬂ ® 5e0/0/1 ,:.;-" < >  URL |http://cris.joongbu.ac kr | Go
0 .30, = 7 Fa0/1 .
320015 ;ﬁf’fﬂ 2”3'33”'33'%1 Cisco Packet Tracer
areg 2 2U3-230-33-2.FED,|’1 Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind V

Open.

Qmuick Links:

A small page

Copvrights

[mage page

[mage

ADOp-BT - oo Server TEST

T12-2



11. Server 7| =

- AAA
id * yong
pw i ho dns
aaa - radius D
FaDpT P HT
:
28.2
sqlerl -1
203.230.34.2 |
203.230. 2:3 |
m=iif] nint
SIEELT o ' s 203.230.29.1 @Seﬂfﬂfﬂ
\ sEnmﬁ'— e
203.230.301 Fa0/0 203.230.33.1 ';E'D“
Q >
L
FaD/1 sresz  203.230.33.2 Fa0/1
30.2
L =
T
= D '

PC-PT TFanj2124TT 4

- ZiFaEI /o
T1i3-1 _Fli':l:;a'ig 197.168.1.1
* }Falilfl
nat
D s Fal/3
T— Fal  Fal/2

T13-7 Laptop-PT SW17
T1iz2-2

@ 2t$E Radius &%

R22(config)#username admin password yong
R22(config)#aaa new-model

R22(config)#aaa authentication login default group
radius local

R22(config)#radius-server host 203.230.34.2
R22(config)#radius-server key yong
R22(config)#line console 0
R22(config-line)#login authentication default
R22(config-line)#exit

R22(config)#line vty 0 4
R22(config-line)#login authentication default



11. Server 7|S - aaa

®@ Server Radius 8%

id : yong AAA
pw :ho dns
gaa -radi s g Service @ On O Off Radius Port |1645 |
Fal TJ
3 = b .
= . P_B.zp% B Metwork Configuration
Sergerl .4—1
ClE Al | Client Name | | Client P | |
203.230.28.1 :
rFau,.fl Fan.rn# Secret | | ServerType Radius w7
2035.230.54. LEggue e 203.230.29.1 & 5e0/0/0
FE'-;IU:"U ® 5e0/0/1 ""';’ Client Name  Client IP Server Type Key Add
= b ]
203.230.30.1 5ot 203.230,33.1 T“"l |1 Rez 503230341 Radius yong -
S S ave
L
203.230.33.2 Fa0/1  RETTOYe—y, I o =
area 2 g El_ E =3
i fH &5
User Setup
Username Password | |
Username Password Add
1 yon ho =
I]..rg Save >Iﬁ|§ O%I
Laptop-PT SW17
Ti2-2 Remove




11. Server 7|S - aaa

id : yong
pw : ho dns _,_I
aaa - radius ,_,'
== Fal __{:
Server-FT 28 EF;%IPT
Seryerl a1
203.230.34.2 |
rF o/t 203.230.28.1 |
a Fanfti
203.230.34. LEPI ", 203.230.29.1 & 5e0/0/0_.
 s=0/0)0 2d Fa0/1
203.230.30.1 Heft0i 203.230.33.1 -
RZ’Z
L1
Fa0/1 ares 2 203.230.33.2 Fa0/1
3w | 1
— —~
== Fa0" "Fa0/5) ' 4 [ ] 7y
PC-PT TF20/224TT —9 28l Fa0/0
T13-1 5\118 PC Fa0 A 197168, 1.1
oL =il
0 T12 ¢\\ Teao s
1 nat I
BEE ;‘ o
_— Fa0 Fa0,2
PC-pT 413 2960-24TT
T13-2 Laptop-PT SW17

T1i2-2

® telnet F= #Ol

Parket Tracer PC Command Line 1.0
PC>telnet 203.230.34.1
Trying 203.230.34.1 ...0pen

» Verification

yvong

Command Prompt

AL

B
=

A _E







12. X =4}

@ Sed Sedf1/03£30.0.32
I?SEDIDID I‘__E-%
20/0/1L -

se0/ofol11
Se0/1/0

R2 .230.51,
203.230.51.1 ]

ospf 7

50400 203.230.5
area 0 @ seniy

0.2
/ 50/0/1 203.230.51.2
2 o 50/1/0 203.230.52.2
5 5e0f1/0
/00 Sl i Tl S0/1f1 203.230.53.2

@ 1y 32

sel 2/0 . = 50/2/0 203.230.5
[ @ S f1f1 THZH
s0/0/0 2811
R1

— W

seoppii
2811
203.230.52.1 Router3

Can N
¢ O Se011 2037230.54.1
edfifo b = ’
@ 5e0/0/1
30.25.150/0/1
23
11.1/24 [C]
1.25.2 50/0/0 {
E 201 l
1.2f24
Zb AR Frame-relay + PPP
WWPAZ-Enter 102
PW : 1234567890 Se0/o1
32.4 203.230.15.
- D D IP;'LI @ 5e0/0/04
— _, T St Faofr-PT
S —] e e
pPr-pT Dr-DT s br=bT S 2811 5ns

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#redistribute eigrp 3 metric 4

Router(config-router)#redistribute ospf 7 metric 4

Router(config)#router ospf 7
Router(config-router)#version 2
Router(config-router)#redistribute eigrp 3 subnets

Router(config-router)#redistribute rip subnets

Router(config)#router eigrp 3
Router(config-router)#redistribute rip metric 1544 10 255 1 1500
Router(config-router)#redistribute ospf 7 metric 1544 10 255 1 1500
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