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color:white;
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* - [CPU - main thread, module run]
g File View Debug Plugins Options Window Help
(=] wln] s ¥ =] =+ wlE[M|T[w{E[c|[K[B[R[-[s] =[E]7
@8ECECDE [T’] ) Registers (FPU}
PO6OBEBAL run.9PBE6AVO 68242EEA
Da Da @BFECECE® run.
EC EC BOFCECE® run.
B0@8DBEBG run . @BBESDAO 8258000
BBECECE9 L0 (1] CHAR @’ AA19FF84
BBECECER 53 CHAR ° S~ AB19FF94
BAECECER FF @OECECEA run.
O9ECECED| b SHORT @OECECFA 9ECECED run. <Hodulebnt
@BECECEE | NOP run-=% @BECECE® run.<HoduleEnt
0OCCECF@ AL ,BYTE PTR DS:[ESI] 0028 32bit B(FFFFFF
OOECECF2| . 46 ESI 32bit

) BYTE PTR DS:[EDII.AL 32bit
EDI 32bit
EBX,EBX 32bi t
@OECECF8| . SHORT run.@@ECEDB1 39bit @(FFFEEEL
@8ECECFA EBX.DHORD PTR DS:[ESI]
2SEEEEEE : g?gg FC Egﬁ’ﬁgx LastErr ERROR_SUCCESS
OOECED®L| 3>~ 72 ED JB SHORT run.@OECECF@ 00000246 (NO,NB, E, BE, NS
OOECED®3| . B8 01000000 |MOY EAX.1 B empty
00CCEDBS ADD EBY,EBY DL
@OECEDBA | . JNZ SHORT run.@@ECED13 LD

) MOV EBX.DHORD PTR DS:[ESI] T
suB . empty
. ADC \ L LRaD
@0ECED13 ADC ) T
@0ECED1S | . ADD ) enpty 0.
@0ECED17| . JNB SHORT run.@@ECED24 32
@OECED19| . JNZ SHORT run.@@ECED43 8988 Cond @ @
OOECED1B| . MOV EBX.DHORD PTR DS:[ESI] 827F Prec NEA
@0ECED1D| . SUB ESI.-4

. ADC EBY,EBY
JB SHORT run.@@ECED43
DEC EAX
) ADD EBY,EBY
@OECED27| .. 75 @7 JNZ SHORT run.@@ECED30
alECE029 . 8BI1E MOV EBX.DHORD PTR DS:[ESI]

RAFE EC SHB FST £

Hex dump Disassembly 76038484 | RETURN to KERNE
OOECFO80| 0000 ADD BYTE PTR DS:[EAX].AL 0919FF88 00258000
BOFCFOB2 | 0000 ADD BYTE PTR :[EAX1, AL 8019FF8C | 76D38468  KERNEL32 Baselh
OQECF004 | 0000 ADD BYTE PTR DS:[EAX]1,AL 0019FF98 | G68242EEN
OOECFOB6| 0000 ADD BYTE PTR DS:[EAX]. AL 0019FF94 | r8019FFDC
BBECFOA8 8L 69 ADD AL,8 A019Fr98 || THACZ2ECH |RETURN to ntdll
BOFCFOBA| 0000 ADD BYTE PTR -[EAX1,AL 8019rF9C || 88258000
@OECFOOC | 0000 ADD BYTE PTR DS:[EAX]. AL 0019FFA6 || 3B614214

10
a8 Err
R,53 MHas

ZC|CIHAHZE M EL| entry point7f ushad 2 A|ESHCt pushad 2
A|ZFSEL|ZE OFOf upx 2 THA HS7H 2t 2okt




POECEE2B| . 48 DEC EAX 6824L2EERA
. F2:0E REPNE SCAS BYTE PTR ES:[EDII @BECECER
25 PUSH EBP ABFCEFCER
FF96 FSE1ACHAt CALL DHORD PTR DS:[ESI+ACELF81 80253000
a9ce OR EAX,ENX AA19FF84
JE SHORT run.@@ECEE4#0 BO19FF94
MOY DWORD PTR DS:IEBX1.ERAX @OECECE®
ADD EBX, 4 @VECECE®
EB E1 JHP SHORT run.®@ECEE21
FF96 08E2ACO(CALL DHWORD PTR DS:[ESI-ACE2081 BOECECE®
8BAE FCE1ACAt MOV EBP,DHORD PTR DS: [ESI-ACE1FC] 8028
S8DBE @OFOFFFILEA EDI,DWORD PTR DS:[ESI-18001 8823
BB 80100080 MOV EBX 1086 8028
PUSH ERX AR
PUSH ESP #0853
PUSH & 028
PUSH EBX
ggfﬂ Eg% LastErr
AFre2000( LEA EAX.DHORD PTR DS: [EDI-26F] 80800246
TF AND BYTE PTR DS:[EAX1,7F MDY
28 7F |AND BYTE PTR DS:[EAX-+281,7F o
POP EAX TR
PUSH EAX Ty
PUSH ESP N
PUSH EAX ATl
PUSH EBX T
PUSH EDI T
CALL EBP
POP EAX ARee
POPAD A27F
LEA EAX,.DHORD PTR SS:[ESP-801
PUSH @
CHP ESP,ERX
JNZ SHORT run_@@ECEE7A
SUB ESP,-80
JHP run.0044AC9B
DB 48
NE_AA e
Disassenmbly ~ I i6D38484 | RETURN
-[EAX1,AL B019FF388 | A0258000
C[EAX] .NL @819FF8C| 76D38460 | KERNEL
- [EAX1,AL B019FF98 | 68242EER
:[EAX1,AL B019FF94 (BB19FFDC
@819FF98 || 77AC2ECA | RETURN
:[EAX]1,AL BO19FF9C || 88258000
:[EAX]1 ,AL BO19FFAB (| 3B614214
DHORD PTR DS:LEAXI,EAX 8019FFA4 || 60000000
BYTE PTR DS:LEAX],AL 8019FFAS (| 00000000
BYTE PTR DS:[EAX1.AL B019FFAC (| 80258000
PAECFA14 BYTE PTR DS:IEAX1.AL 8019FFBO || 80000000

Of2f = L{2{7ICt 2 M Ox00ECEE83 CtEFAE O|&SH=0| oep
A|IF’<AEL

o ™




ﬂEiIe Wiew Debug Plugins Opticns Window Help

L & m) x [l m] c] /] ] B[ r]-f 5] EE 2]

= RS IS T B T = T
5B

B044AT T4
BBL4AT7T5
88L4A77IN
00440780
B84L4A783
00440788
00440 78D
BBLAAT92

00440798
B844A7TA2
B844A7AS
008440708
B844A7AB
8844A7AE
08440 7BO
B844A7B3
B0L4A7BTY
80440 7BB
00440 7BD
B8L4A7CHO
B844A7C3
00440 7C6
BB44ATCY
#8L4A7CC
08440701
8844A7D8
8844A7DD
0044NT7E2
B044A7L8
B04L4A7EB
B044ATEE
0044ATFD
BBLAATET
B0L4ATFO
00440 7FE
80440803
008440809
0844080C
AAL & OR

68 ACCl4400
FF15 BOCO;400
83C4& 04

E8 7868FBFF
68 70D34400
68 B4Cl4400
FF15 B8CA4408
83C4

C745 T10D344¢

8B45
83C8
8945
8B4D
8A11
8855
8345
887D

75 EE
8B45 L8
2B&5 E4
8945 DC
884D DC
894D F4
E8 2F68FBFF

POP EBX

PUSH run._B8844C1AC

CALL DHORD PTR DS:[44COBA1
ADD ESP.4&

CALL run._B8401000

PUSH run_8844D370

PUSH run.B8044C1B4

CALL DHORD PTR DS:[44CBB81
ADD ESP.8

MOV DHORD PTR SS:IEBP-181,run.8044D370
HOV EAX.DMORD PTR SS:IEBP-181
ADD EAX,1

MOY DWORD PTR S$S:IEBP-1C1.ENX
HOV ECX.DMORD PTR SS:IEBP-181
MOV DL.BYTE PTR DS:[ECK]

MOY BYTE PTR SS:[EBP-1D1,DL
ADD DYORD PTR SS:IEBP-181.1
CHP BYTE PTR SS:IEBP-1D1.8
JNZ SHORT run.@8044A7AB

HOV EAX,DMORD PIR SS5:I[EBP-181
SUB EARX,.DHORD PTR SS:I[EBP-1C1
HOY DWORD PTR SS:I[EBP-241,EAX
HOV ECX,DMORD PTR SS:I[EBP-241
HOY DYORD PTR 3S:[EBP-CI1,ECX
CALL run.08401000

C745> F8 000000¢ MOV DWORD PTR SS:IEBP-81.,9

68 B8Cl4400
68 BCCl4400
FF15 NCCO4400
83C4& 88

8945 FC

E8 BD68FBFF
837D FC 00

5 28

E8 8268FBFF
68 C4Cl4400
FF15 BOCB4408
83C4 @04

E8 EF67FBFF
| ~A AR

PUSH run_B8844C1B8

PUSH run.B8844C1BC

CALL DHORD PTR DS:[44COAC]
ADD ESP.8

MOY DYORD PTR SS:[EBP-4£1,EAX
CALL run.08401000

CHP DYORD PTR SS:IEBP-41,9
JNZ SHORT run.B@844A819
CALL run.088401000

PUSH run.@0844C1C4

CALL DHORD PTR DS:[44CBBA1
ADD ESP, &

CALL run.00401000
PLSH A

ASCIT "Key : ™
MSVYCR160 _printf

ASCII "%s"
HSVCR168 . scanf

ASCII “rb™
ASCIT “file™
MSYCR100. fopen

HSVCR160.printf

Registers {FPU)

EAX Q019FF04

ECH @BECECE® run.<ModuleEnt
EDX GOECECE® run.<ModuleEnt
EBX 00381000

ESP @019FF84&

EBP @019FF94&

ESI @OECECE® run.<HoduleEnt
EDI @GBECECE® run.<ModuleEnt

BB44ACO9B run.BBL4ACOB

882B 32bit B(FFFFFFH
8023 32bit B(FFFFFFH
882B 32bit @(FFFFFFH
882B 32bit O(FFFFFFH
8853 32bit 384000(rH
882B 32bit @{FFFFFFH

LastErr ERROR_SUCCESS (
00000207 (NO.B.NE,.BE. NS,

empty
enpty
empty
empty
empty
empty
empty
empty

=
[
=

oS =-NNDTO
FL L e

0000
827F

Address

Hex dump

Disassembly

Comment

BBECFO08
BBECF0082
OOLECFO04
BBCECFO8G6
BBECFO88
@8ECFeeNn

2115 15)
a0ee
avee
2115 15)
84 088
avee

ADD BYTE PTR DS:[EAX].AL
ADD BYTE PTR DS:ILEAX1,AL
ADD BYTE PIR DS:LEAX].AL
ADD BYTE PTR DS:[EAXI.AL
ADD AL .8

ADD BYTE PIR DS:LEAX].AL

B019FF88

B019FF8C

B019FF98 | FIEDC82A

B019FF94 (r80819FFDC

B019FF98 | //AC2ECO RETURN to ntdll.
B019FF9C || 88381008

OF77t oepOfl A| Of
QIC}. scanf OfSHE
2|7 ™ A




PUSH ERAR ~
POP EAX 0080008001
PUSH_EBX 65EGSAAG MSYCR106. 69
; »: 65EB45D8 OFFSET
00000000
0019FFB4
9019FF3C
00000001
90ECAC3C run.BBECAC

0044A798 run.B044A7Y

882B 32bit
8023 32bit
8828 32bit
8828 32bit
8853 32bit
8028 32bit

LastErr ERROR_
00080206 (NO,NB,HNE,

emply
enpty
empty
empty
empty
empty
enpty
empty

321890
2b4 i 98B0 Cond 0 0 B @
8945 DC DHURD PTR SS [EBP 2&] ERX 027F Prec NEAR,53
8B4D DC ECH,DHORD PTR SS:I[EBP-241
894D F& DHORD PTR $S5:[EBP-C1 ,ECX
E8 2F68FBFF CALL run.PfB4if1008
C745 F8 000000( MOV DHORD PTR SS:IEBP-81.,8
68 B8C14488 PUSH run._B@B44C1B8 ASCIT "rb™
68 BCC144080 PUSH run.B@844C1BC ASCIT "file™
FF15 HCCBL&B. CHLL DHURD PTR DS:[44CBAC] MSVCR168 _fopen

ol BO19FF 04 BRGTETAMN TS
$: [EAX]. AL 0019FrFB88 | B8B44D3760
:[EAX].AL B819FFBC| BBECAC3C |run._BBECAC3(
Z[EAX1 AL 0019FF16| 60000001
:[EAX]. AL 0019rF14 | 0B00B0B0O
, B819FF18| 65E1D1F8 | RETURN to MY
AOECFA6A B :[EAX]1. AL B019FF1C| @019FF48
A0ECFBBC LEAX], AL 0019FF20| 8044AR43 | RETURN to r

OFS ZHOIL} key@ 92

= HE F21 227t 442 scanfd
ACt=0| 280|271 2 -
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S x| w0 w4 W] =+ T[E[M[T[w|H[c[/|K[B[R|.[s] =Z[E]?]
CALL run.B88401080
HOY DHORD PTR SS:I[EBP-81.8
JHP SHORT run.B8844A8AE
HOVY ENX.DHORD PTR SS:LEBP-81
ADD EAX.1
HOY DHORD PTR SS:I[EBP-81,EQX
HOV ECH.DHORD PTR SS:[EBP-81
CHMP ECX,DHORD PTR SS:IEBP-181
JHNB SHORT run.B8844A8FF
HOVY ED¥,DHORD PTR SS:IEBP-81
HOVSH ECX,.BYTE PTR DS:[EDX-5415B81
HOVY ENX,DHORD PTR SS:LEBP-81
HOR EDX.EDH
DIV DWORD PTR $S:[EBP-CI
HOVSH EDX.BYTE PTR DS:[EDX-44D3701
HOR ECH,EDX
MOV EAX.DWORD PTR SS:[EBP-81
HOY BYTE PTR DS:[EAX-5415B81.CL
CALL run.084{01080
HOVY ECY,DHORD PTR SS:IEBP-81
MOVSK EDX,BVTE PTR D$:[ECK-5415B81
HOR EDX, OFF
MOV EAX.DWORD PTR SS:[EBP-81
HOY BYTE PTR DS:[EAX-5415B81.DL
CALL run.B8B8401000
JHP SHORT run.B8844A8A5
HOY ECX.DHORD PTR SS:LEBP—41
PUSH ECX
CALL DHORD PTR DS:L44C8BAB81
ADD ESP.4&
CALL run.B8B8401000
PUSH run.B8844C1DC
PUSH run.BB44C1ER
CALL DHORD PTR DS:[44CBAC1
ADD ESP.8
MOV DWORD PTR SS [EBP-141.EAX
CALL run.B8840100
CALL run. BB&BIBBB
HOY DHORD PTR SS:I[EBP-81.8
JHP SHORT run.B844A943
MOV EDX.DHORD PTR SS:ILEBP-81
ADD EDX.1
HOV DWORD PTR S$S:[EBP-81,EDX
MOV EAX.DHORD PTR $S:[EBP-81

~|Registers (FF
a0neene1
60E60OANG
6DEBALDA
avavnvne
B019FFB4
8819FF3C
agvnenn1
BBECAC3C

88440798

88888286

Address |Hex dump |Disasse-bly |Co--ent

fopen &+E &9l 'file' AHEEIZ0 pe HO| 42| &
xor ecx,edx xor edx,000000ff =M ZE AHASI=0G| O| &
(originalData[i] A key) A Oxff= =2} =l O|O|EH[i]//i=
UZILCE metA Z( 450 Ciet Ao 2 CRA| Bt ™ (&
A Oxff=originalData[i]2t2 & = QUL

A
ol AT} &

HIOJE[i] ~ key)




il HXD - [CtUsersw-E FwDesktopw Sl 22 7| = OlSHwransomwarewrun.exe]
B TR BERE BTIS) 27V B4 FIEFEEE

e - | H e (1 ANSI

s

58] readme txt run.

Offsec (h)
QQO000000
QQ000010
Q0000020
00000030
00000040 L .
Q00000050 7 1 ] ] = 1 program canno
00000060 7 75 ] ] 3 2 t be rum in DOS
Q0000070

000000E0

00000090

Q00000AD

000000B0O

QQO0000C0

Q00000D0

CQO0000ED

Q00QQ00FOQ

00000100

00000110

00000120

00000130

00000140

00000150

00000160

QQO000170

Q0000180

Q0000190

000001A0

000001B0O

000001Co

Q00001D0

Q00001EQ

Q00001F0

00000200

00000210

QQ000220

Q0000230 7 7 7 Qo0

Q0000240 a0

Q0000250 [als]

00000260 Le1e]

Q0000270 00

Q0000280 00

00000290 00

[alalalata et sl Ao an oo

I A 4F 22 AE-6F

=

hxd &5l run.exel| pe HIO|LHZ2|Z E ™ 'This is program cannot be run in
DOS'El= 75 & T UL Ol= exelt 22| 71 & SEO|LC}
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8| readme.txt

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060

00000090
000000R0
000000B0O
000Q000co
000000D0
000Q00ED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000150
000001A0
000001BO
000g01co
000001D0
000001EQ
000Q01F0
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
ANANAIIA

'file'2 2l exedt ML} MEFA
run.exe X & cannot be runO|Z2t=

CE RE
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SR

19
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v

FF
00
a0
FO
CD

44
00
FC
FE
EF
FF
FD
FC
a0
a0
00

00

00

nn

3w ?

FF
00
a0

21

61 6E 6E &

nn

is program c:
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8 file

Offset(h)
00000000
Q0QQQo010
Q0000020
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acoe ¢ main.c ) No Selection

#include<stdio.h>

int main(){
int decodel] = {@xF@,0xFB,0xE5,0xE2,0xEQ,QxE7,0xBE,OxE4,0xF9,0xB7,0xE8,0xF?,0xE2,0x00};
char *origin = "cannot be run";
printf("key:");
char xkeys=(charx)malloc(sizeof(char)*x14); 2 Implicitly declaring library function 'malloc' with type 'void *(unsigned long)'
for (int j=0;3j<14;++3){
for(int key = 0x00; key <0Oxff; key++){
if((char) ((decodel[j]l ~ key) » @xff) == origin[jl){
printf("%c",Kkey);
}
}
H
getchar();
return (0);

key:letsplaychess
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sa40a) FIEFE2E
~|| ans ~]| 1
Offsec (hu)

QOOOO000
QOOO00O10
QOOO00Z0
QOOO0030
QOOO0040
QOOoO0050
QOOO0060
QOOOQO7TO
QOOOO080
QOOoOQo90
QOOOO0R0
QOOO0OB0
QOOOO0C0
QOOOOoOD0
QOOOO0EQ
QOOOOOFQ
QOOOO100
QOOO0110
QOOO01Z0
QOOO0130
QOO00140
QOOO0150
QOO0016e0
QOOOQO17T0
QOOO0180
QoOoO0190
QOOO01A0
QOOO01B0
QOOOO1Co
QOOOO1D0
QOOOO1EQ
QOOO01FOQ
QOOOOZ00
QOOoO02Z210
QOOO0ZZ0
QOOO02Z230
Q0000240
QOOoO02Z50
Q0000260
QOOO0Z7T0
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