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Google Search I'm Feeling Lucky
HACKING
Hackers Used Google to
Steal Social Security Share || +1
Numbers from 43,000
Yalies

Hackers accessed personal information from 43,000 faculty, staff, students and alumni of
Yale University all through Google. It's called dorking. Specifically, Google dorking. And it's

scary easy what you can do.
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How to Hack security cameras
using Google Search

E WonderHowTo Follow

There's nothing more tedious, yet exciting, than watching surveillance
cameras at work. They prey on the innocent and the unknowing. They
protect businesses, workplaces, and homes. They catch criminals in
the act, find hilarious anomalies, and are just darn cool when you're
not the one that's supposed to be eavesdropping with them.

well, how exactly do you watch a security camera that isn't yours?
Google.

This video tutorial from Digital Fx Cube shows you how to hack security
cameras using Google Search. Yep, that's right... no one is safe now,
not with millions of viewers.

You can easily do a quick Google Search for any unsecured
surveillance cameras on the web. The links send you to the camera's
video. Not all of the links work though, but when they do, some of the
user controls actually allow you to "control" the actual video camera.
Cool, huh?
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ON AIR NOW »
@ Search 4act Stossel
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Google Hack Leaked to Internet; Security
Experts Urge Vigilanc

Jeremy A. Kaplan 0

N8I3 : http//www.foxnews.com/
tech/2010/01/18/google-exploit-leak
ed-internet-security-experts-urge-vigilance/

Print Update: On Tuesday, Microsoft announced plans = to release a
patch to its Internet Explorer Web browser, but the company has yet
to detail when the patch will be released.
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The Chromium Blog

MNews and developments from the open source browser project

Showing posts with label security. Show all posts

Show off Your Security Skills: PwnZ2ZOwn and Pwnium 3
Monday, January 28, 2013
Labels: security

Security is one of the core tenets of Chrome, but no software is perfect, and security bugs slip
through even the best development and review processes. That's why we've continued to engage
with the security research community to help us find and fix vulnerabilities. Recently, HP's Zera Diay
Initiative (ZD1}) announced details for the annual Pwn2Own competition, to be held at the
CansSecWest security conference taking place March -8 in WVancouver, BC. This year we've teamed
up with ZDI1 by working together on the PwnZ2Own rules and by underwriting a portion of the
winnings for all targets. The new rules are designed to enable a contest that significantly improves
Internet security for everyone. Atthe same time, the bestresearchers in the industry get to
showcase their skills and take home some generous rewards.

Today we're announcing our third Pwnium competition—Pwnium 2. Google Chrome is already
featured in the Pwn20wn competition this vear, so Pwnium 2 will have a new focus: Chrome OS.

We'llissue Pwnium 2 rewards for Chrome O3S at the following levels, up to a total of $2.14159
million USD:

= 5110,000: browser or system level compromise in guest mode or as a logged-in user,
delivered via a web page.

- $150,000: compromise with device persistence — guestto guest with interim reboot,
delivered via a web page.

We believe these larger rewards reflect the additional challenge involved with tackling the security
defenses of Chrome OF, compared to traditional operating systems

The attack must be demonstrated against a base (WiFi) model ofthe Samsung Series 5 550
Chromebocok, running the latest stable version of Chrome OS. Any installed software {including the
kernel and drivers, etc.) may be used to attempt the attack. For those without access to a physical
device, note that the Chromium COS developer's guide offers assistance on getting up and running
inside avirtual machine.

Standard Pwnium rules apply: the deliverable is the full exploit plus accompanying explanation and
breakdown of individual bugs used. Exploits should be served from a password-authenticated and
HTTPS-supported Google property, such as Google App Engine. The bugs used must not be

known to us or fixed on trunk. We reserve the right to issue partial rewards for partial, incomplete or

Search our Blog

| S

Archive

| February (8) EI

Subscribe
RSS Feed

8+ Follow

+1 | +62,114

More Blogs from Google
Wisit our directory for more
information about Google blogs.

Useful links

Chromium Homepage

Google Chrome

Soogle Chrome Blog
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Google Open Source Blog.
Google Code Blog
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http:/ Jjvww loc.gov/fnarc/bibliographic/bd2Agntm p-¢ EP3 MARC 21 Format for Biblio... %
Library of Congress >>MARC >> B lic >> 20X-24X >> 285 I
INTITLE
& FILETYPE
f— SITE —_— |245 - Title Statement (NR) |
MARC 21 Bibliographic - Full October 2
First Indicator Second Indi INTEXT
Title added entry Nonfiling characters
0 - No added entry 0 - No nonfiling characters
1 - Added entry
Subfield Codes
$a - Title NR) $k - Form (R)
Sb - Remainder of title (NR) $n - Number of part/section of a work (R)
Sc - Statement of responsibility., etc. (NR) S$p - Name of part/section of a work (R)
Sf - Inclusive dates (NR) $s - Version (NR)
Sg - Bulk dates (NR) $6 - Linkage (NR)
Sh - Medium (NR) $8 - Field link and sequence number (R)
FIELD DEFINITION AND SCOPE
Title and of resp bility area of the bibli hic description of a work.
Title Statement field consists of the title proper and may also contain the general material desig: (medium), der of title. other title information, the remainder of the title page transcription. and statement(s) of responsibility. The title proper includes the short title and

alternative title. the numerical designation of a part/section and the name of a part/section.

For mixed material, the title statement is defined as the name by which the material is known. The field may contain inclusive dates (subfield $f) and bulk dates (subfield Sg) pertaining to a collection. For collections with no formal bibliographic title, subfield Sk (Form) is used.
Subfield Sk may also be used to indicate "form" even if a formal title is given in subfields $a, $b, and $c.

GUIDELINES FOR APPLYING CONTENT DESIGNATORS
= INDICATORS

First Indicator - Title added entry
Whether a title added entry is made.

0 - No added entry
No title added entry is made, either because no title added entry is desired or because the title added entry is not traced the same as the title in field 245 Value 0 is always used when a 1XX heading field is not present in the record.

00$a[Man smoking at window].
03$aLe BureauSh[filmstrip] =SbLa Oficina = Das Biiro.
008aHeritage Books archives.$pUnderwood biographical dictionary.SnVolumes 1 & 2 revisedSh[electronic resource] /$ScLaverne Galeener-Moore.

1- Added entry NUMRANGE
Desired title added entry is the same as the title in field 245.

245 108aCancer research :Sbofficial organ of the American Association for Cancer Research, Inc.
245 108aStatistics :Sbfacts or fiction.
245 108a[Nocturne, dance house].

Second Indicator - Nonfiling characters
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blog.daum_net/_blog/BlogTypeView.do?blogid... ~
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ITHEAEHC] | G060212-MT= =2 2! E intextViewCVS inurlSettings ..
cluster1.cafe.daum.net/_..._/bbs_search_read? .. ~

2006'A 28 222! ... <FONT color=#000000><STRONG><FONT size=2>G060212-M] 2 =ZsHZ!
Z! intext:ViewCVS inurl:Settings.php &nbsp;</FONT></STRONG>

Make vou feel cozy - = ol 2! 2|8 HHl - E=Y - Tistory
cozyu.tistory.com/224 ~
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This is a free and comprehensive report about joongbu.ac.kr. joongbu.ac kr is hosted in Korea
Republic of on a server with an IP address of 210.125.239.51

edu joongbu.ac kr - = 20l 57 - reviewweb
www.reviewoursite.net/domain/edu. joongbu.ac.kr ~
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detailed information on your domain : traffic details, Technology
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telnet.exe - linuxhackers - 2| = HE 52 =22 - Google Project ...
code.google.com/p/linuxhackers/source/browse/trunk/Linux/.../telnet exe?.
20104 112 262 ... Logo - linuxhackers - 2|52 HE 2! £ 22 - Project Home Wiki
Issues Source - Export to GitHub - Checkout Browse Changes. Source path

Hacking Ma Bell: The First Hacker Newsletter - Youth International ...
www_arcspider.com/tsearch.exe?lid=290828529 ~

Hacking Ma Bell: The First Hacker Newsletter - Youth International Party Line. The First Three
Years [Abbie Hoffman, Al Bell, Tom Edison] on Amazon.com

Amazon.com: Hacking Is Easy with Backirack Linux 5 R2 - Includes ...
www_arcspider.com/tsearch.exe?lid=336444039 ~
The latest Full-DVD version of BackTrack for security testing and (hopefully) ethical hacking

Wi

Works on most modern PCs. Windows or Linux based; Works

roF; 11 FEB W2.pdf (177KB)
iti.re_kr/board/ezboard.exe?db=kboard&action=down&dbf
EUETS= 12 192 a2 22 2H &E =

sl £ AETEE BOEA0

iPhone 6 Touch ID Still Vulnerable to Specialized Fake Fingerprint ...
https://www.acoon.de/cgi/out.exe?pos=113&url..6... ¥

24 Sep 2014 ... As shown by Rogers, the latest iPhone models are vulnerable to hacking
using the same fake fingerprint technique first demonstrated with the

iPhone Hacking community brings NES emulator to the iPhone
https://www.acoon.de/cgifout.exe?pos=22&url...html ~

7 Aug 2007 ... SDK or No SDK for the iPhone, its raining iPhone applications as the hacking
community is in fully swing. This new iPhone hack has got me all

HB 2473
https://leg1.state va.us/cgi-bin/legp504.exe?051+cab... ¥
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hitps//wwi.google.co kr/=newwindow=181g=illetype bak=bak~intext mysal_conne © ~ @ © | B filetype:bak bak intextmys.
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GO gle filetype:bak bak intext:mysqgl_connect En
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A bakfile bak battery baek jiyoung bak EHE Xt
bak electronics imp-2

mysql_connect.php.bak - Google Code
code.google.com/p/.../mysql_connect.php.bak?r... - 0| H|0|X| #H3}7|
2006. 10. 1. - ... Home Wiki Issues Source - Export to GitHub - Checkout Browse
Changes. Source path: svn/ trunk/ gde-1.0/ samples/ mysql_connect php.bak

retailercare/connection.php.bak at master ... - GitHub
https://github.com.../blob.../[connection.php.bak ~ 0| H 0| X| ¥ %s}7|
$this->Link = mysql_connectf pe. Sl p: \true). or die('Error-
Could not connect OTHER: * . mysql_error());. mysql_select_db(Sdbname

options.php .0001.b600.bak
www.forumfed.org/.../_baks/options.php.0001.b600... v O] H[O|X| 1 H5}7|
<?php error_reporting(0); $SETTINGS = Array ( "hostname" => 'localhost’, ///lli/
MySQL server, usually “localhost . It can also be IP address, or valid domain

php.ini.bak - Lodi Community Band
www._lodicommunityband.com/wp../php.ini.bak - 0| H|O|X| &1 <i3}7]|

-1 means no limit mysql.default_port = ; default port number for mysql_connect(). If
unset, ; mysql_connect() will use the SMYSQL_TCP_PORT, or the mysql-tcp

About php.ini - Index of

www.brucebroderick.com/php.ini.bak v O HO|X| 1 ¥3}7|

If empty, uses the built-in ; MySQL defaults. ; http://php.net/mysql.default-socket
mysql.default_socket = ; Default host for mysql_connect() (doesn't apply in safe

config.bak - House of Finishes

www.houseoffinishes.com/it-inc/config.bak ~ 0] HO|X| ¢ H3}7|
$zipdb_password = 'z5p25c8"; $handle_db1 = mysql_connect

"$db_username”,"$db_password"); $handle_db2 = mysql_connect

mysql_connect.inc.php.bak
soda._konst.no/mysql_connect.inc.php.bak - 0| I 0| X| #15}7|
<? mysql_connect(Shost $user,$password); //mysql_select_db($database); ?> v

DB2| O}O|C|ef H[ZH
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wex_ftp.ini

www.gurke.madr.net/totalcmd/wex_ftp.ini ~ 0| T 0| X| #<5}7|
[OldConnections] O=ftp://ftp.mozilla.org/ 1=lojza 2=ftp://ftp.kernel.org/pub/
3=ftp.fi.debian.org 4=ftp. com.tw 5=www. com.tw/ftp/ ...

Wex ftp.ini - TotalemdWiki - ghisler.ch
www.ghisler.ch/wiki/index.php/Wex_ftp.ini ~ O] H| 0| X| #1<i5}7|
2007.5. 7. - Wex ftp.ini. From T Jump to: search. D
of wex_ftp.ini settings, Version 6.54

wex_ftp.ini - Assembla
https://www.assembla.com/code!.../48/.../wex_ftp.ini - O| H[O|X| 1 ¥5}7]
APO|E2] robots.txt 20 HA4Znto| DHE AFEE 4 QIS LICH RHA3| Lot

Useful/wex_ftp.ini at master - dek-an/Useful - GitHub
https://github.com/dek-an/Useful/blob/.../wex_ftp.ini ~ O] H O] X|] & s}7|
Contribute to Useful development by creating an account on GitHub

wex_ftp.ini

delivery.stpb.net/images/Conroe/john/wex_ftp.ini ~ O| H0|X| #15}7|
[General] ConnectRetries=10 WaitDelay=5 transfermode=| LogFile=

F -0 ModeZ=1 =sftp://scucher.spb.ru AutoResume=30

Download wex_ftp.ini - FTP Search - FileMare.com
filemare_com/browse/195.228.230.147/wex_ftp.ini ~ 0| T 0| X| H<5}7|
Download wex_ftp.ini from ftp://195.228.230.147. ... able to download the file. No luck
with download? Search for the same file on other FTP servers: wex_ftp.ini.

wex_ftp.ini - file - gas.It

www.gas It/file/file/wex_ftp.ini ~ O| H|O|X| #13}7|

wex_ftp.ini *. Description: Probably this is Total Commander file system browser file.
File location YourDrive:\totalemd\ . This file is safe, but if you want to be

wex_ftp.ini - lynnux - lynnux's code - Google Project Hosting
code.google.com/p/lynnux/source/.../wex_ftp.ini?r... - 0| H[O|X| #1¥35}7|

2010. 7. 2. - [General]. ConnectRetries=10. WaitDelay=5. transfermode=l. LogFile=
FtpinBackground=1. ModeZ=0. FtpOpenin=1. AutoResume=30. [default]

Ftp2| OFO|C|et H|ZH D &AM
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J

A bakfile bak battery baek jiyoung bak EHE Xt
bak electronics imp-2

mysql_connect.php.bak - Google Code
code.google.com/p/.../mysql_connect.php.bak?r... - 0| H|0|X| #H3}7|
2006. 10. 1. - ... Home Wiki Issues Source - Export to GitHub - Checkout Browse
Changes. Source path: svn/ trunk/ gde-1.0/ samples/ mysql_connect php.bak

retailercare/connection.php.bak at master ... - GitHub
https://github.com.../blob.../[connection.php.bak ~ 0| H 0| X| ¥ %s}7|
$this->Link = mysql_connectf pe. Sl p: \true). or die('Error-
Could not connect OTHER: * . mysql_error());. mysql_select_db(Sdbname

options.php .0001.b600.bak
www.forumfed.org/.../_baks/options.php.0001.b600... v O] H[O|X| 1 H5}7|
<?php error_reporting(0); $SETTINGS = Array ( "hostname" => 'localhost’, ///lli/
MySQL server, usually “localhost . It can also be IP address, or valid domain

php.ini.bak - Lodi Community Band
www._lodicommunityband.com/wp../php.ini.bak - 0| H|O|X| &1 <i3}7]|

-1 means no limit mysql.default_port = ; default port number for mysql_connect(). If
unset, ; mysql_connect() will use the SMYSQL_TCP_PORT, or the mysql-tcp

About php.ini - Index of

www.brucebroderick.com/php.ini.bak v O HO|X| 1 ¥3}7|

If empty, uses the built-in ; MySQL defaults. ; http://php.net/mysql.default-socket
mysql.default_socket = ; Default host for mysql_connect() (doesn't apply in safe

config.bak - House of Finishes

www.houseoffinishes.com/it-inc/config.bak ~ 0] HO|X| ¢ H3}7|
$zipdb_password = 'z5p25c8"; $handle_db1 = mysql_connect

"$db_username”,"$db_password"); $handle_db2 = mysql_connect

mysql_connect.inc.php.bak
soda._konst.no/mysql_connect.inc.php.bak - 0| I 0| X| #15}7|
<? mysql_connect(Shost $user,$password); //mysql_select_db($database); ?> v
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BN isclaimer sample

confidential document classification

ol Unilateral Confidentiality Agreement (10343320.DOC:3)
https://www.stevens.edu/osp/../CDA-One_Way.DOC ~ 0| H|0|X| &1 5}7|

THIS ONEWAY (UNILATERAL) CONFIDENTIALITY AGREEMENT is made as of the
__day of 200 , by and between a having its

2% Confidentiality Agreement (doc) - Research at Downstate
research.downstate.edu/forms/rf.../confid_a.doc ~ O| H 0| X| e <=3}7|

referred to as "C i ") and the parties wish to ensure
that the information which may be disclosed to each other is treated in

o CONFIDENTIALITY AGREEMENT.doc
www.cpc.unc.edu/.../ConfidentialityAgreement.doc ~ O] H|O|X| & &3}7|
Confidentiality Agreement. Title of Research Project: Local Principal Investigator: As
a member of this research team | understand that | may have access to

PoCIRFO Confidentiality Agreement - Pacific Gas and Electric ...
www.pge.com/.../docs/.../Attachment_C_RFO_Confi... v 0| H|0|X| & %3}7|
00121862.DOC1. ... Whereas, the Parties have furished and are furishing certain
Confidential Information, as defined below, to each other in the interest of

ol Mutual NDA template
www.mironov.com/documents/Mutual_NDA_templ... ~ O| HC|X| ¢1¥5}7|
WHEREAS the Parties agree that Confidential Information of a Party might include,
but not be limited to that Party's: (1) business plans, methods, and practices;

o gample Confidentiality Notice - Gov.UK

https://www.gov.uk/.. /lambert-sample-confidentialit... ~ 0| H[0|X| #1Z35}7|
Page 1. NOTE: This is a sample of the kind of notification you would include on the
front page of the document to indicate that it and the information provided are

2% Confidential Information Protection Requirements ... - Du...
www2.dupont.comV.../Confidential_Information_Pro... ~ 0] H[O|X| gi<is}7|
This document sets forth DuPont req forp g and maintaining
Confidenti means all technical or business v

information
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1. Python 2.7.2 23 EE A
[ BN 22| R C¥Windows#system32emd.exe - python googlepy | = | E |l-"'i':3'-"]1

C:WPython2'Mgoogle >python google.py
Input vour site:

2. Input your site0| ©ASI DX} 5= AIO|EE 2 H

-

-
BN 2R CWWindowsWsystem32Wemd. exe - python google py | =NC] |-'ES'-]

C:WPython2 ' Myoogle >python google.py
Input your site :




3. L} O|ALS| URLO| B2 E Z#Q mE

EW SR CwWwindowsWsystem 32Wemd.exe

C:WPython2ogoogle>python google.py
Input your szite:newheart.kr

Selected operator - intitle:"index of"
http:ssnevheart .kr~ common~Jjssplugins-hotkeys./
http:=ssnevheart .kr~ common~Jjssplugins-filehox”
http:=ssnevheart .kr modulez adminsgueries
http:=ssnevheart .kr-modules hoard~

Ihttp://newheart.kr/mudules/editur/cumpunents/multimedia_link/lang/

http:=ssnevheart .kr-moduleszs autoinstall~lang~

Mhttp:/“nevheart .kr/commonsjs-plugins-ui.colorpicker~images

http:=ssnevheart .kr-modulesdocument schemas.”
http:=ssnevheart .kr~ common~sJjsspluginssui.trees
http:=ssnevheart .kr~ common~Jjs~

Selected operator : runtimevar softwarelerszion=
Selected operator - config.php

Selected operator = inurl:admin
http:=ssnevheart .kr modulezadminsgueries

http:=ssnevheart .kr-moduleszhodex~lang admin/
http:=ssnevheart .kr~ moduleszadmin~lang

C:WPython27Wgoogle

&4 &k URL

-,




5. +=oilZ HsHALL Ci St O S CH Y

ST

_g A >= = o TTL Ol ol
4. 250 8= BE =2 resultTf 20| MO, 2H2Ho] URLO| CHsHG
ZIEE o 2L}
- B -
@Qv‘ » TEE » Acer » Python27 » google / 'j‘ {eth.txf:-mIEQ - — NEES
2O BEO =2V S0 ST L L'
;%;X'Jaﬂv _: i Selected operator : intitle:"index of"
el = http://newheart.kr/common/js/plugins/hotkeys/
& crezc http://newheart.kr/common/js/plugins/filebox/
W i s http://newheart.kr/modules/admin/queries/
H =2 o http://newheart.kr/modules/board/
R http://newheart.kr/modules/editor/components/multimedia_link/lang/
3 24 http://newheart.kr/modules/autoinstall/lang/
B ucie http://newheart.kr/common/js/plugins/ui.colorpicker/images/
gt http://newheart.kr/modules/document/schemas/
http://newheart.kr/common/js/plugins/ui.tree/ 3
Q=18 http://newheart.kr/common/js/
:Zfi: Selected operator : runtimevar softwareVersion=
< FreeAgent GoFlex D
— Selected operator : config.php
Selected operator : inurl:admin
http://newheart.kr/modules/admin/queries/
! http://newheart.kr/modules/bodex/lang/admin/
http://newheart.kr/modules/admin/lang/
resulttxt $®T UFE 2013-03-09 2= 816 = él N
HAE 2 37|: 766HI0|E
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GO ( ,8[6 Google Phonebook Name Removal

Our phone and address listings are gathered by a third party provider, which collects telephone directories and other public records available elsewhere on the web. If you would like to have your telephone
number completely unlisted (including from your local phone book), contact your local phone company and request to be both unlisted and unpublished.

« To remove your residential listing information from the Google phonebook, please fil out the form below, entering all information exactly as it appears in your phonebook entry. Doing so will
mean your residential listing does not appear in Google for any phonebook search, even searches conducted on your name instead of your phone number. Please note that this removal is
permanent and that it's not possible to add your phone number again in the future.

IMPORTANT NOTE: Removing your phonebook listing will not remove your personal information from other
pages on the web or from other reverse phone listing lookup services, such as

o Anywho « Whitepages.com « Phonenumber.com
o Switchboard.com  » Reverse Phone Directory o Smartpages.com

For a comprehensive list of reverse phone lookup services, try a Google search.

Please enter all information exactly as it appears in your phonebook entry:

Enter your name
Enter your city and state (e.. Mountain View, California)

Enter the phone number to be removed
( ) 5

Reason for removal

~ My phone number is incorrect
O Privacy concemns

9 Other

Submit Form

gle - Home - All About Google - We're Hiring - Site Map

NAEEZ 7= Al 200 2T QF0H0 AX 28
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