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EJO' : DBOj| UsernameZ4{(models .user.js)
= login.component.ts ‘-

module.exports.getlUserByUsername = function{username, callback){
const query = {username: username};
User.findOne(query, callback);

Pouter.post{'fauthenticate', (req, r{

onst username = req. body

m

}

User.getUserByUsenname(username, (err, user) => {

const password = req.bc

if(err) throw err;
if(luser) {

onLoginSubmit(){ return res.json({success : false, msg: '°XN

=B

$g 4+ YEUch.")

U

const user = { ¥

User.comparePassword (password, user.password, (err, isMatch) => {

T e EB44 (auth.service.ts)

const ptoken = "JWT ' + jwt.sign({data: user}, config.secret, {
. _ . . : expiresIn: 684800
this.authService.authenticateUser(user).subscribe(data => { !
> s 1)
if(data.success) { ; ) )
) . const stoken = "IWT ' + jwt.sign({data: ptoken}, config.secret, {
this.authService.storeUserData(data.ptoken, data.stoken, data.user); . .
. N imestamp: rue
this.flashMessage.show(' 2192 | SL|CH. " N N N
{cssCl . 'i . . tl | LE}@JB}) module.exports.comparePassword = function{candidatePassword, hash, callback){
cssClass: 'alert-success imeout: F
) r1avigate(['f':|;' ’ bcrypt.compare(candidatePassword, hash, (err, isMatch) => {
e g
ol true, if(err) throw err;
el 1: ptoken !
this.flashMessage.show(data.msg, {cssClass: "alert-danger', timeout: en: stokenJ callback(null, isMatch);

this.router.navigate(['login']);

¥
s
) - DB2} Password Oi&(models .user.js)
3
1)
} else {
return res.json({success: false, msg:'Wrong password'});
¥
iz



onLoginSubmit(){
const user = {
username: this.username,

password: this.password

this.authService.authenticateUser(user).subscribe(data => {
if(data.success) {
this.authService.storelUserData(data.ptoken, data.stoken, data.user);
this.flashMessage.show(' =19 S eiSLICE. ",
{cssClass: "alert-success', timeout: 5800});
this.router.navigate(['/']);

- else {

this.flashMessage.show{data.msg, {cssClass: 'alert-danger', timeout:

this.router.navigate(['login"]);

storeUserData(ptoken, stoken, user){
localStorage.setItem{"id ptoken', ptoken);
localStorage.setItem{"id stoken', stoken);
localStorage.setItem{"user', JSON.stringify(user));
this.pToken = ptoken;
this.sToken = stoken;

this.user = user;




=1 =
F_'x'“E'E' Choice.component.html/.ts

m . o= . y . . AR |
< ="authService. loggedIn()">
< ="container center™”>
< ge-header">AvsB S3=</h2>
< ="form-group”>
< > Ml</ >
< ="text" ="question™ ="question” ="form-control” >
</fdiv>
< ="form-group”>
< >H| W A</ >
< ="text"” ="food_one™ ="food_one" ="form-control” >
</ >
< ="form-group”>
< >H| Wl B</ >
< ="text" ="tood_two" ="food two" ="form-control” >
</ >
< ="submit" ="btn btn-primary” ="onContentSubmit(user.username)"” =
</ >




-Eﬂl%ﬁ Choice.component.ts

onContentSubmit(username){
const content = { n
question: this.question,
food_one: this.food_one, olaid}
food two: this.food two, ==

LiE

rfo

writer: username

if(!this.validateService.validateContent(content)){
this.flashMessage.show('Z = ZCE YUHSIN R,
{cssClass: "alert-danger’, timeout: 3000});
return false;

this.authService.addContent(content).subscribe(data =>
if(data.success) {
this.flashMessage.show("=X 85 H3&*, {cssClass:
location.reload();
} else {

this.flashMessage.show(data.ms

u]2]

)

DE mic 29l(validate.service.ts)

validateContent(content) {

if(content.question == undefined || content.food one == undefined || content.food two == undefined) {

return false;
} else {
return true;

}

I
L

‘alert-success’, timeout:

3000});

+ '=M 50| Mm3ESLICH, {cssClass: 'alert-danger', timeout: 3000});




'Ex'“%s routers.content.js

router.post(’/addcontent®, (req, res, next) => {
let newContent = new Choice({
question: req.body.question,

food_one: req.body.food_one,

=2 Al(models.choice.js)

food two: req.body.food two, mo
count_one: req.body.count one,
count_two: req.body.count two,
writer: req.body.writer }

})s

dule.exports.getContentByContent = function(question, callback){
const query = {question: question};
Choice.findOne(query, callback);

Choice.getContentByContent(newContent.question, (err, que) => {/

if(err) throw err;

I S=SYUCH '1);

ZIHmodels.choice.js)

module.exports.addChoice = function(newChoice, callback){
newChoice.save(callback);

if(que) {
return res.json({success : false, msg: '=Xl7
} else {
Choice.addChoice(newContent, (err, content)=>{
if(err) {
res.json({success: false, msg: =& S0
} else {
res.json({success: true, msg: '=A S0
}
1)s
¥
1)

1)




"E'ﬂl%‘i‘ Choice.component.ts

DBOf| M&El= £7|0t

ChoiceSchema = mongoose.Schema({

{
String,

True

String,
{

Number,
B

I
L

Number,

(5]

String,
{

Number,
B

I
L

Number,



-
F_'x'“tlaﬂ“ resultat.component.html/.ts

< "let content of content™>
< botron jm" >
<
ontainer ">
tainer">
<h1>{{content.question}}</hl>
</div>
<hr>
< c
<
< "jumbotron">
< "container™>
< {content.food one}}</hi>
< {{content.percent ({{content.count_one}}&E)</hd>
|:F| EHx—i < type="bu tn btn-primary btn-lg" (click) o >EEBL7|<
- L= </ >
617. (15H) Yo

)
<

{{content.count_two}}&)</h4>

btn-1g" (cl

btn btn-primary

hoice(content.food_two, content.count_one, content.count_two)">SHE?}7|</

< type="button" class="btn btn-primary btn-1lg" {(click)="onFoodChoice(content.food one, content.count one, content.count two)" >SEHT}Y

</

< type="button™ lass="btn btn-primary btn-1g" (click)="onFood

W om

hoice(content.food_two, content.count_one, content.count two)">S5EHO}Y

=
L

(il

</



onFoodChoice(food, countl, count2){
const choice = {
food one: food,
count_one: countl,
count_two: count2
¥
this.authService.choUser(choice).subscribe(data => {
if(data.success) {
this.flashMessage.show(data.msg, {cssClass: 'alert-success', timeout: 50001});

location.reload();

1} else {

this.flashMessage.show(data.msg, {cssClass: "alert-danger', timeocut: 5€661});




i»

-
f

router.post("/cho', (req, res, next) => {

let newChoice = new Choice({

tfood one: req.body.food one,

count one: req.body.count one,

count_two: req.body.count_two module.exports.getFoodByChoice one = function(newChoice, callback){

1) const query = {food one: newChoice.food one};
Choice.getFoodByChoice one(newChoice, (err, food) => { Choice.findOne(query, callback);

if(err) throw err;
if(!food) {
Choice.getFoodByChoice_two(newChoice, (err, food) => | module.exports.getFoodByChoice two = function(newChoice, callback){

if(err) throw err; const query = {food_two: newChoice.food one};

if(!food) { Choice.findOne(query, callback);
res.json({success: false, msg: "ai0| S15UCH.'D);

T else {




Choice.updateOne({food two :
if(err) throw err;
if(choice) {

var one = (newChoice.count one)+@

var two (newChoice. count two)+1

var sum one+two;

var per2 = (two/sum) * 100;

var perl = 180 - per2;

perl = Math.floor(peril);

per2 = Math.floor(per2);

let setChoice = new Choice({
food one: req.body.food one,
percent one: perl,
percent two: per2

1)
Choice.updateOne({ food two
if(err) throw err;

res.json({success: true, msg:

1);

¥

¥

' 2

(=

newChoice.food one}, {$inc: {count two: +1}}, (err, choice)=>{

HME A&

: newChoice.food one }, { %$set: {percent one:

aH2E SA BA-UASHCL 1)

setChoice.pe




T else {

if(err) throw err;
if(choice) {
var one = (newChoice.count one)+1;
var two = (newChoice.count two)+8;
var sum = one+two;
var perl = (one/sum) * 100;
var per2 = 188 - perl,;
perl = Math.floor(perl);
per2 = Math.floor(per2);
let setChoice = new Choice({
food _one: req.body.food one,
percent _one: perl,

percent two: per2

1)

if(err) throw err;
res.json({success: true, msg: "d

1)

by ]
[=J =

Choice.updateOne({ food one : newChoice.food one }, { $inc: { count _one: +1 } },(err, choice)=>{

HME A&

Choice.updateOne({ food one : newChoice.food one }, { %set: { percent one: setChoice.percent one, percent two: setChoice.percent two }

2 SAt BAEHASHL. });




< "y
< ontainer ">
o T o < ntainer">
EI'EHE EO“IH Eol-)\ :? < {content.question}}</hl>
< ">
I'fMrontent £ Tl f
A T o T <h1»{{content.food_one}}</hl>
397 (238) 614 (1I51) < >{{content.percent_one}}% ({{content.count_one}}#)</ha>
Exspl E 3t </div>
</ >
< class="col-md >

ood_two}}</ >

Lk —

M
W
e

!
]
=
+
m
=
+

ntent.percent _two}}% ({{content.count twol}}&)</h4>

M
L'

i
Ml
Q

i) 4 < >
= 1T </ >
. et Contont ciihernibhel - ¥+ 7 </div>
this. .getContent().subscribe(content : o
this content : <eie
</ >
1 -
}, err
console.log(err);
false;
1 -
J':IJ

(]



profile.component.html/.ts

ISEH At

this. this. : F
this. this. . ();
this. this. ();
this. this. i (this. , this. );
this. : (this. , this. , this. ). (profile
this. profile. ;
— — u
: sllAl2t(auth.service.ts)
R err {
e - O {
console. {err); 0) (Y-
LS AN ]
this (); J
this. ([ login']);
false; 0
1); localStorage id ptoken’
1 }
]
()
localStorage id stoken”
)
(currT, stoken)
md forge . ();
md (currT+stoken);
md . (). ();
¥




-

getProfile(ptoken, currT, auth){

let headers = new Headers();

headers
headers
headers

headers

let ep =

.append( 'Authorization', ptoken);

.append('Ctime", currT);
.append('Auth’, auth);
.append('Content-Type', 'application/json');

this.prepEndpoint('users/profile’);

return this.http.get(ep, {headers: headers})
.pipe(map(res => res.json()));

router.get("/profile', passport.authenticate('jwt', {session:falsel}),
const ptoken = req.headers.authorization;
const currT = req.headers.ctime;
const auth = req.headers.auth;
const stoken = 'IWT "+jwt.sign({data: ptoken}, config.secret, {
noTimestamp: true
HE
var md = forge.md.sha256.create();
md.update(currT+stoken);
const auth?2 = md.digest().toHex();
const serverTime = new Date().getTime();
const diff = serverTime - currT;
if(auth==auth2 && diff<ieeees) {

res.json({user: req.user});




Eﬂlﬁ'ﬂl profile.component.html/.ts

< er’>
< “row”>
< "col-sm-6 col-md-4">
< c jumbotron®>
< class="table">
<tr>
<hl1>{{user._username >
LH7F QLS SR <rer>
<tr>
< >
<td>{{user.name}}</td>
<JEr>
<tr>
<td>0|H Lg/td>
<td>{{user.email}}</td>
</t
< >
<) >
<p>< 'btn btn-primary "button”>Z 10} ></p>
< >
</div>
< "col-sm-6 col-md-8">
< s="jumbotron ">
<h3s>WZF 2tE 2Hl</h3s
< ="let content of content™>
< f "user.username == content. r>
4 "list-group que”>
< "list-group-item">2H|: {{content.question}} < y IS T T W ' . = oy, A
< "list-group-item" {{content.food_one}}<p></p>b: {{conte it onad E:I' :! uesico 1tent. —_I:'I ) _ll-
</ >
</div>
< >
</ >
< >
< >



=MIAA

profile.component.ts

L3t [ HIAXIS

ondelques(delid){

this. = this. .getCurrTime();
this. = this. .computefAuth(this. , this. J;
this. = this. .getMac(delid, this. ik
const encrypted = this. .getEncrypt(delid, this. );
this. .delMacEncrypt(encrypted, this. , this.
if(data. ) q
this. .show(data. s 1 : "alert-success’,
location.reload();
} else {
this. .show(data. . 1 'alert-danger’,
1);

[

this.

Li2AM (auth.service.ts)

getMac(plantext, key){

var md = forge. .create();
md.update(plantext+key);

return md.digest().toHex();

).subscribe(data =» {

AES2'S3}(auth.service.ts)

5000} ) ; getEncrypt(plantext, key){
. var keyl = forge. .hexToBytes(key);
var cipher = forge.
cipher.start();

5000} ) ; cipher.update(forge.
cipher.finish();

var ciphertext = cipher. H

return forge. .bytesToHex{ciphertext);

.createBuffer(plantext,

.createCipher('AES-ECB', keyl);

'binary'));




router.get(’/del’, (req, res, next) => { let id = new Choice({
const ptoken = req.headers.authorization; id: decrypted

const currT = req.headers.ctime; 5%
E

t ted = -head - H
A R AL Choice.deletByContent(id, (err, data) =»{

if{err) {
noTimestamp: true return res.json({success : false, msg: A0 HLStHSLICH '1);

F } else {
var md = forge.md.sha256.create(); return res.json({success : true, msg: 'AHE|ISLICE " });

const macl = req.headers.mac;

const stoken = "JWT ' + jwt.sign{{data: ptoken}, config.secret, {

md . update(currT+5token),

vare A =L b 0 39650e62ce596 15301 Tdbd431fdI5ad | fbb@beﬂ?36973d808973469b 5823bb1Z

var fEl "FA . bclbbabb1e226130T 4debabb

varee A | = HIAIKI ol= IdE= . B1b2f8653bdazdbhecd426862e09e8babhba97e 1d3fadded70bc 592 1bc 9499245
h=ootE MALA 21= JdE 0 B1b218653hda?dbhecd426662e69e8habbad2e 1d3Tadded70bch9e1bc94992a9

dECJ.p =T = FCarT CY, 75
1)s

decipher.update{forge.util.createBuffer(encryptedl, “binary'));
decipher.finish();

var decrypted = decipher.output;

var mdl = forge.md.sha256.create(); module.exports.deletByContent = function{delcontent, callback){
md1.update(decrypted+auth); Choice.deleteOne({_id: delcontent}, callback);

var mac? = forge.util.bytesToHex(mdl.digest()); }
if({macl==mac2) {
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