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2. 7§ Zfl 73 E— ( Static Routing )
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2. A8 AR AHAA prarzan)

R3

AT N g 0 192.168.1,18/30
19216812230  s30200.100.L147%0 P T
g y AomsLE  pff®
P T 12 |
b =
PC-PT \ |
PC2 2611 | oo
R1 s0J0/0 210.100.1. 1730
0 192.168.1.% N310.L1A

;I@”h-'ﬁaﬁu"% s

PE(':T 281
R2

s0/00 210, 100, L 1T
fOJ0 192168, 1530

[ T R T ]

R3(config)#ip route 192.168.1.20 255.255.255.252
210.100.1.14
R3(config)#ip route 192.168.1.24 255.255.255.252
210.100.1.18

192.168.1.0/30 is subnetted, 3 subnets

C 192.168.1.16 is directly connected,

FastEthernet0/0

S 192.168.1.20 [1/0] via 210.100.1.14

s 192.168.1.24 [1/0] via 210.100.1.18
203.230.1.0/30 1is subnetted, 1 subnets

C 203.230.1.0 is directly connected, Serial0/1/0
210.100.1.0/30 1s subnetted, 2 subnets

C 210.100.1.12 is directly connected, Serial0/0/1

]

210.100.1.16 is directly connected, Serial0/0/0




2. A8 A2 A 29 agsolzz a3, A

RI
HHAZYH g f0192.163.1.18/30
19216812230 g3/ 210, 100.1, 14730 W"T
: Fal
-~ Py
|
|
| s0f0/1 210.100.1,13/3%
1 5000 240.100.1.17/30
s0/1/0 203.230.1.1/30
TR S0 S-Eﬂﬂll,’[] fofo 192,168, 1. 1730
£ s
PC-PT s0/0/0 210.100.1,18/30.3

281 . 18.1.257
1 0

[ T R T ]

RI(config)#ip route 192.168.1.24 255.255.255.252
s0/3/0
RI(config#ip route 210.100.1.16 255.255.255.252
s0/3/0
RI(config#ip route 192.168.1.16 255.255.255.252
s0/3/0

192.168.1.0/30 1s subnetted, 3 subnets

5 192.168.1.16 [1/0] via 210.100.1.13

is directly connected, Serial0/3/0
C 192.168.1.20 is directly connected, FastEthernet0/0
5 92.168.1.24 [1/0] via 210.100.1.13

is directly connected, Serial0/3/0

210.100.1.0/30 is subnetted, 2 subnets
C 210.100.1.12 is directly connected, Serial0/3/0
S 210.100.1.1¢ [1/0] wvia 210.100.1.13

is directly connected, Serial0/3/0




2. A AZ AAH (2gnueqauze g9 52 94)

ER L]
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HHAZYH g 0 152.168.1.18/30
| ]
mlgz'lﬁa'l'wm Sﬂfﬂfﬂzm.lﬂﬂll‘mﬂ p T C 192.168.1.24 1is directly connected, FastEthernet(/0
f Fal 210.100.1.0/30 is subnetted, 2 subnets
0 192,168.1.21/30 P
1IFE[.] U C 210.100.1.1€6 is directly connected, Seriall/0/0
e a0l I S* 0.0.0.0/0 [1/0] wvia 210.100.1.17
PC-PT
PCY ! J0120.00L 50 B E 5 1p 240l tidl 210.100 L1 175 53 od 3}5
S 1 1da — —
0 192,168,176 SU[HUMS.H].LHEU % ﬂfﬁﬂs}?ﬂ‘jr
. f0j0 192,168, 1. 17130
EIF?U""‘"
PC-PT

[ T R T ]




3. VPN ( Virtual Private Network )
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3. VPN ( GRE + IPSec VPN )

Router O

bbbbbb

s0/1/1 210,100, 1. /30
sOV'L/0 210,100, 1. 530

rrrrr

10

U_

Router(config-if f#crypto isakmp policy 10
Router(config-isakmp Hencr aes 256
Router(config-isakmp J#Hauthentication pre-share
Router(config-isakmp )#lifetime 3600
Router(config-isakmp J#hash sha

Router(config-isakmp )Hexit

Router(conﬁg)#crypto ipsec transform-set strong

esp-3des esp-mdS-hmac

Router(conﬁg)#crypto isakmp key ciscol23
address 0.0.0.0 0.0.0.0




3. VPN ( GRE + IPSec VPN)

Router O

bbbbbb

s0/1/1 210,100, 1. /30
sOV'L/0 210,100, 1. 530
sOV3/0 210,100, 1. 930

rrrrr

1

Router(config)#crypto map vpn 10 ipsec-isakmp
Router(config-crypto-map J#set peer 210.100.1.1
Router(config-crypto-map #set transform-set strong
Router(config-crypto-map J#match address 110
Router(config-crypto-map )#Hexit
Router(config)#int s0/3/0

Router(config-if )#clock rate 64000
Router(config-if H#crypto map vpn
Router(config-if j#Hexit

Router(config)#int tunnel 13
Router(config-if #ip add 150.183.235.1
255.255.255.252

Router(config-if ) #tunnel source sO /3/0
Router(config-if #tunnel destination 210.100.1.1
Router(config-if j#Hexit




3. VPN ( GRE + IPSec VPN)

Router O

ppppp u _
dal.

Router(conﬁg)#router rip
Router(config-router J#version 2

Router(config-router J#no auto-summary
Router(config-router jH#network 192.168.1.0
Router(config-router J#network 192.168.1.4
Router(config-router JH#network 210.100.1.0
Router(config-router J#network 1.1.1.0
Router(config-router jH#network 150.183.0.0

Router(conﬁg—router)#exi’c

s0/1/1 210,100, 1. /30
sOV'L/0 210,100, 1. 530

Router(conﬁg)#access-list 110 permit gre host
210.100.1.2 host 210.100.1.1

rrrrr

12



3. VPN (GRE + PsecveN)

Router O

=011 210,100, 1. 1/30
=0 21!].1[!1 L5330

152.168 1. N30

13
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o
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3° VPN ( GRE + IPSec VPN )

PCrtracert 192.1¢
Tracing route to 192.168.1.7 over a maximum of
1%22.1e8.1.
210.100.1.
210.100.1
1%22.16e8.
Trace compl
PC>tracert 152.
Tracing route to 192.168.1.° over a maximum of 30 hops:
1 ms ik X 192.1
3 ms 1 ms: 1 ms: 150.

1.
30 ms 5 m: 1 m: "_]_lr 1.
3 ms ] 1.

1
35.Z2
&

14

Trace complete




4'. PPP ( Point to Point )

- PPPAA S &= 73} B2 o] pppE W

- PPP-PAPE ¥ ~ 9 = o=+ 2}-9-¥ &7t ppp
A&zt o]l 5 T E Hw o2 Adslal Hx

A 2 @,

- PPP-CHAP+ 3- -way handshake 2] 0. &2 F7] %
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4. PPP

( PPP-PAP)

CopyRouter15(2)-1

s0/0/1 210,100, 1.33/30
f0/0 192,168, 1.41/30 PPP PAP
s0/0/0 203.230.1.18/3 jAIE PIE R0 27

PC-PT
PC28
fo 192, 168.1.42{30

50/0/0 210.100.1.34/30
f0/0 192,168, 1.45/30

5000,

'y
283 =00

f 192.168.1.45/30

AN

PPP-PAP

PPP-PAP A A
Router(conﬁg)#username CopyRouterI5(1)-2 password

infocomm

Router(config#int s0/0/1
Router(conﬁg-if)#encapsulation PPP

Router(config-if H#ppp authentication pap
Router(config-if Hppp pap sent-username
CopyRouterI5(2)-1 password infocomm

RIP version 2 72 A

Router(conﬁg—if)#router rip
Router(config-router J#version 2
Router(conﬁg—router)#no auto-summary

Router(conﬁg—router)#network 210.100.1.32
Router(conﬁg—router)#network 192.168.1.40

CopyRouterI5(1)-25= 2o uhH o 7 A S =t



4. PPP

( PPP-PAP)

CopyRouterI5(2)-1

BEouter#show int s0/0/1

Hardware is HDE457

MTU 1500 bytes, BW
‘ reliability 255

Seri1ald/0/1 15 up, line protocol is up

0

Internet address is 210.100.1.33/30

(connected)

1544 Ebit, DLY 20000 usec,

/255, txlead 1/255,

rxload 1/255

Encapsulation PPP,| loopback not set, keepalive set (10
secﬂ
LCEP Open
CopyRouterI5(1)-2
Router#show int s0/0/0
Serial0d/0/0 is up, line protocol is up (connected)
Hardware is HDE4570
Internet address is 210.100.1.34/30
MTU 1500 bytes, BW 1544 EKbit, DLY 20000 usec,
religbility 255/255, txload 1/255, rxload 1/255
Encapsulation PPP,| loopback not set, keepalive set (10

s52C)
LCP Open

M43} vk Alo] ppp2 A A E AL B

oF.

PR
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AN

PPP-PAP



4'0 PPP ( PPP-PAP)

A3t 2187

2}

wlf
£

Ll

29 =g

=t <

ol
N

M

CopyRouterl5(2) -

Seriald/0/1 PAP:
Seriald/0/1 PAP:
Seriald/0/1 PAP:
Seriald/0/1 PAP:

Seriald/0/1 PRP:

| #debug ppp authentication b—> Q1= A3 E 0l 93k W&

Serial0/0/1 Using hostname from interface PAP

Serial0/0/1 Using password from interface PAP

O AUTH-REQ id 17 len 15

CopyRouterl5(2) -1 (config) fusername CopyRouterl5(1)-Z

o]

password infocomm

Phase is FORWARDING, Attempting Forward

I AUTH-REQ id 17 len 15

Authenticating peer

Phase is FORWARDING, Attempting Forward

AN

PPP-PAP



4. PPP  (ppppap) A

PPP-PAP

INERETE EO L D RS

t}

CopyRouterl15(2) -1 (confiqg) #username CopyRouterl5(1)-2| password info

ol
FN

CopyRouterlS5(2) -1#debug ppp authentication

> 1z Ankg Felsh] 9% 5

Seriall/0/1 Using hostname from interface PAP o]
Seriald/0/1 Using password from interface PAP
Serial0d/0/1 PAP: O AUTH-REQ id 17 len 15

Seriald/0/1 PAP: Phase is FORWARDING, Attempting Forward
Ferialﬂfﬂfl PAP: I AUTH-REQ id 17 len 15

Seriald/0/1 PAP: ARuthenticating peer

Seriall/0/1 PAP: Phase 1s AUTHENTICATING, Unauthenticated User

Seriald/0/1 PAP: O AUTH-NAE id 17 len 26 msg is|"Authentication failed"

> Q%] AAF RS B S 9

.



4. PPP  (ppp.crap A.

PPP-CHAP

Router9-1

)-3

33/30 PPP CHAF 110 192,168, 1.49,30
1.29/30 5 S58 0/3/0 210.100.1.37/30

0,3

Router9-1(config)Husername CopyRouter9-2 password
minsu

Router9-1( config)#int sO /3/0

Router9-1( config-if )H#encapsulation ppp
Router9-1(config-if #ppp authentication chap

Router(config-if fH#router rip
Router(config-router J#version 2
Router(config-router H#network 210.100.1.36
Router(config-router #network 192.168.1.48

Router(conﬁg—router)#no auto-summary

f0/0 192.168.1.53/30
50/0/0 210.100.1.38/30

o,

FIN

CopyRouter9—ZE e bk H‘ljl o7 MAS ‘H

20



4. PPP

( PPP-CHAP)

Router9-1 (config) #username CopyRouterg-2

password minsu

Serial0/3/0 PPP:
Serizalid/3/0 Phase is ESTABLISHING,
Serial/3/0 Phase is UP

Phase is FORWARDING, Attempting Forward
Finish LCP

RouterS9-1 (config) #fusername CopyRouter9-2

Seriald/3/0 PPE:
Seriald/3/0 LCP: State is Closed
;erialnfafn FPPP: Phase is DOWN

Phase 1s TERMINATING

password hi

21

e

PPP-CHAP



5. Frame-Relay
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S. Frame- Relay

(ZF Aol HA)

Router3(1)
113 oy zfamu
- fa0 70.70.70.2/24 R
_ 50/3/1 203,288, 1.26/30
Fal 0/3/0 133.1347.1/24
a—y 11 ?ommmm 24
Laptop-PT
Laptop0

0 80.80.80.2/24 0/0 80.80.80.1/24

s0/3/0 133.133.7.2/24

=0’ TS 4
PC-PT i ;530*’3{”
— Routei;él(z)\l\@ 5e0)
® Sel"8 1
®Se2
0 90.90.90.2/24 Cé:cllud;lF[;T
ou

E e 302 #BD"" ‘l SED.BJ"D
Fad
pc-ﬁ"r R ter11(3)

PC25 f0/090,90.90.1/24
s0/3/0 133.133.7.3/24

loopback 0
33.33.33.33/24

23

e

Frame-Relay

Frame-Relay A

Router(config)#int lo 0

Router(config-if)#ip add IT.IT.I1.IT 255.255.255.0
Router(config-if )#exit

Router(config)#int s0/3/0

Router(config-if )#encapsulation frame-relay
Router(config-if #{rame-relay map ip 133.133.7.2 102
broadcast

Router(config-if )#{rame-relay map ip 133.133.7.3 102
broadcast

Router(config-if #no shutdown

Router(config-if j#Hexit

RIP version 2 72 A

Router(config-if )H#router rip
Router(config-router J#version 2
Router(config-router jH#network 11.0.0.0
Router(config-router H#network 70.0.0.0
Router(config-router JH#network 133.133.7.0

Router(conﬁg—router)#no auto-summary



S. Frame- Relay

(ZF Aol HA)

Router4(2)
24 ;ijl}':'o'I?JHIDIA
- fal 70.70.70.2/24 «35-30{3;1 e
e 0/3/1 203.230.1.26/30
R0 Fajo ' 030 133, 133.7. 1124
: 2811 fjo70.70.70.124
Laptop-PT 102 580/3/0 r3(1)
Laptop0
201
loopbadk 0
11.11.11.11/24
{BSEUJ
@ Sel’®
®Se2
0 90.90.90.2/24 . Cé:cllud;lF[;T
7 5e0f3 ou

[: .----'mﬁaufu‘l 030 iy
= 11
PC-PT Router11(3)
PC25 f0/090,90.90.1/24

s0/3/0 133.133.7.3/24

loopback 0
33.33.33.33/24

|

24

e

Frame-Relay

Frame-Relay A

Router(config)#int lo 0

Router(config-if )#ip add 22.22.22.22 255.255.255.0
Router(config-if )#exit

Router(config)#int s0/3/0

Router(config-if )#encapsulation frame-relay
Router(config-if )#frame-relay map ip 133.133.7.1 201
broadcast

Router(config-if #{rame-relay map ip 133.133.7.3 203
broadcast

Router(config-if #no shutdown

Router(config-if j#Hexit

RIP version 2 22 A

Router(config-router Hrouter rip
Router(config-router J#version 2
Router(config-router Hnetwork 80.0.0.0
Router(config-router jH#network 133.133.7.0

Router(conﬁg—router)#no auto-summary



S. Frame- Relay

RouterII(3)

(ZF Aol HA)

F
ZYE a0
bt OLE 0]

g ® Se0/3/1s

fa0 70.70.70.2/24

/
el S3/1 203.230.1.26/30
= o0 :nﬁm 133.133.7.1/24
2811 fojo70.70.70.4/24
Laptop-PT  1230303r3(1)
Laptop0
201
loopbadk 0
11.11.11.11/24

0 80.80.80.2/24 0/0 80.80.80.1/24

s0/3/0 133.133.7.2/24

—,F‘?TJI_TETD ==
e I
PC23

®Se2
0 90.90.90.2/2 Cloud-PT
Cloud0 ¢
.
PC-PT

loopback 0
33.33.33.33/24

|

25

e

Frame-Relay

Frame-Relay A

Router(config)#int lo 0

Router(config-if )#ip add 33.33.33.33 255.255.255.0
Router(config-if /#exit

Router(config)#int s0/3/0

Router(config-if )#encapsulation frame-relay
Router(config-if )#{rame-relay map ip 133.133.7.2 302
broadcast

Router(config-if #{rame-relay map ip 133.133.7.1 302
broadcast

Router(config-if #no shutdown

Router(config-if )#Hexit

RIP version 2 22 A

Router(config)#Hrouter rip
Router(config-router J#version 2
Router(config-router H#network 33.0.0.0
Router(config-router JH#network 90.0.0.0
Router(config-router H#network 133.133.7.0

Router(conﬁg—router)#no auto-summary



S. Frame- Relay

(ZHE gDl 4A)

g oldg ol DLl HE A

=

? Cloud0

Physical Config

GLOBAL
Settings
TV Settings
ONNECTION
Frame Relay
DSL
Cable
INTERFACE
Serial0
Seriall
Serial2
Serial3
Modem4
Modem5
Etherneto
Coaxial7

Frame Relay
R1-R2 ~ <-> |Serial0 ~

Sublink Port

R1-R2
Sublink

Serial0 -

Port

-

From Port Sublink To Port Sublink

R1-R2
R3-R2

1 Seriall R2-R1 Serial0

A\

2 Seriall R2-R3 Serial2

Add Remove

26

201-102 A A o] ¥ At}
203-302 A2 o] F At}

e

Frame-Relay



S. Frame- Relay (el o] A

Frame—Rclay
PING H| =
E
¥ | aptop0 — O X ¥ pco3 — O X
Physical Config Desktop Software/Services Physical Config Desktop Software/Services
. | 1| — ~ S | [ g1 ——— N
Command Prompt

Command Pro

mmand Line 1.0

80.2 with 32

o
[}
S
ot

[0 R T T %

nimum 2ms, Maximum

Laptop0 -> PC23 PING A &
(Router3(I)->Router4(2))
(czeE g E gl ©] 102-201)

PC23 -> PC25 PING A &
(Router4(2>—>RouterI 1(3))
(= A 7l o] 203-302)



28

S. Frame- Relay

PCrping

Pinging

EXDEEBEEE

i
5
3

estl
estinat
estl

o
5
o

. Laptop0 -> PC25 PING 2 7

- (Router3(1)->RouterII(3))
o}eh A
Router3(1)-Router4(2) A4
Router4(2)-RouterI1(3) A4
Router3(1)-RouterII(3) A4 ote

> 2Z9 ool EAL A

=
o

Frame-Relay



S. Frame- Relay

(7HEAEH |2 o] 83 AA)

Router4(2)
JJJJJJJ ;
113 %ﬂ%%lﬂl)\
v fa0 70.70.70.2/24 ® seqfyjtp 01
!
9 U—— F'PDEEJ:H S0/3/1 203,230,126/
— Fal -3 s0/3/0 133.133.7.1/24
a 2811 op70.m.70.1/24
Laptop-PT  =23903r3(1)
Laptop0
01
0 80.80.80.2/24 loopback 0

f0/080.80.80.1/24

D 50/3/0 133.133.7.2/24
= -~
PC-P
PC23
f090.90.90.2/24 ju—

7 5elf3
D __1-302 #al]ﬂ] ‘l EIIIIIIID
— Fal 11
pc-ﬁ‘i’ Rodter11(3)
PC25 f0/090.90.90.1/24

s0/3/0 133.133.7.3/4
loopbadk 0

33.35.33.33/4

11,11.11/24

29

F

FLAkLE 3 o] 2= 1

Router(config)#int sO /3/0

Router(config-if j#no ip add 133.133.7.2 255.255.255.0
Router(config-if )H#encapsulation frame-relay
Router(config-if J#no frame-relay map ip 133.133.7.1 201
broadcast

Router(config-if j#no frame-relay map ip 133.133.7.3 203
broadcast

Router(config-if #no shutdown

Router(config-if #int s0/3,/0.201 point-to-point
Router(config-subif #ip add 133.133.7.2 255.255.255.0
Router(config-subif #frame-relay interface-dlci 201
Router(config-subif J#exit

Router(config)#int s0/3/0.203 point-to-point
Router(config-subif #ip add 133.133.8.2 255.255.255.0
Router(config-subif J#frame-relay interface-dlei 203

RIP A A

Router(conﬁg)#router rip
Router(conﬁg—router)#network 133.133.8.0

‘o

rame-Relay



S. Frame- Relay

(7HEAE o] A E 0|87 HE)

RouterII(3)
uuuuuuu -
113 %Eﬂ%l@EﬂUlA
- fa0 70.70.70.2/24 ® seqfyjtp 01
/
9 U—— F.a*[]?.f‘“ S0/3/1 203,230,126/
" /310 133.133.7.1/24
< 2811 op70.m.70.1/24
Laptop-PT  =23903r3(1)
Laptop0
1
10 80.80.80.2/24 loopback {

f0/080.80.80.1/24

030 33.38.7.20 LL1L1L1L2A

= —

PC-PT o :ESSIJ,.’%D
A P\outrél(Z)\l\'EI =

loopbadk 0
33.33.33.33/4

30

‘o

Frame-Relay

FLAkLE 3 o] 2= 1

Router(config-router #int s0/3,/0
Router(config-if /#ip add 133.133.8.3 255.255.255.0
Router(config-if )H#encapsulation frame-relay
Router(config-if )H#{rame-relay map ip 133.133.8.2 302
broadcast

Router(config-if )H#{rame-relay map ip 133.133.7.1 302
broadcast

%Address already in map

Router(config-if #no shutdown

RIP A A

Router(conﬁg—if)#router rip
Router(conﬁg—router)#no network 133.133.7.0
Router(conﬁg—router)#network 133.133.8.0



5. Frame- Relay (FHAAE o] 28 o] &

PING H] 2~

bt
it

Eeply £
Feply
eply

o

o

b b

bt
ot

o m o
Wm oW

SO.90.9

Apprcximate round trip tim

Minimum Ems, Maximum

_ Laptop0 ->PC25 PING A&
- (Router3(I)->RouterI1(3))

ofr

> 23 sl BAlE
T}

> AA A AT

..

2

St
2=

31

LY

PN
T

3 o
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6. VLAN
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Switch(config)#vlan 10
Switch(config-vlan #name vlan_I0
Switch(config-vlan #exit
Switch(config)#vlan 20
Switch<conﬁg-vlan)#name vlan_ 20
Switch(config-vlan J#exit
Switch(config)#vlan 100
Switch<conﬁg—vlan)#name vlan_ 100
Switch( config-vlan J#exit
Switch(config)#vlan 200
Switch(config-vlan #name vlan_200
Switch(config-vlan J#exit

VLAN

Switch(config)J#int f0/2

Switch(config-if #switchport access vlan 100
Switch(config-if J#int f0/3

Switch( config-if H#switchport access vlan 200

Switch(config-if #int f0/1
Switch(conﬁg—if)#sw yitchport mode trunk

ahtol 3] 0 = of 2] 7] ¢ VLANS AFR-317] 9 &
Trunk A4 & sl Yt
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VLAN

R49] 7FAFQ1E H o] 2~ A A

Router(config#int f0/1
Router(config-if #no shutdown
Router(config-if f#Hexit
Router(config)#int fa0 /1.10
Router(config-subif J#

encapsulation dotIQ I0
Router(config-subif J#ip add 34.34.34.1
255.255.255.0
Router(config-subif J#fexit
Router(config-subif #int fa0/1.20
Router(config-subif J#

encapsulation dotIQ 20
Router(config-subif J#ip add 45.45.435.1
255.255.255.0
Router(config-subif J#fexit

RSO 28 o A F U
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Fouter#show ip int brief

Interface

FastEthernet0/0

FastEthernet0/0.
FastEthernet0/0.
FastEthernet0/0.

FastEthernet0/0.

FastEthernet(0/1

FastEthernet0/1.
FastEthernet0/1.
FastEthernet0/1.

FastEthernet0/1.

Loopback(

Vlianl

IP-Address
unassigned
unassigned
unassigned
12.12.12.1
23.23.23.1
unassigned
34.34.34.1
45.45.45.1
unassigned
unassigned
18.18.18.18

unassigned

OR?

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

Method

unset

unset

unset

manual

manual

unset

manual

manual

unset

unset

manual

unset

Status

up

up

up

up

up

up

up

up

up

up

up

Protocol

up

up

up

up

up

up

up

up

up

up

up

administratively down down

VLAN
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RS OSPF A A

Router(config)#int lo 0
Router(config-if /#ip add 19.19.19.19
255.255.255.0

Router(config #Hrouter ospf 7
Router(config-router J#router-id 19.19.19.19
Router(config-router jH#network 150.100.1.0
0.0.0.I15a0

Router(config-router H#network 210.100.1.44
0.0.0.3a0

Router(config-router H#network 19.19.19.0
0.0.0.255 a0

R4 OSPF A A

Router(config)#int lo O
Router(config-if /#ip add 18.18.18.18
255.255.255.0

Router(config Hrouter ospf 7
Router(config-router #router-id 18.18.18.18
Router(config-router H#network 210.100.1.44
0.0.0.3a0

Router(config-router H#network 140.104.1.8
0.0.0.7a0

Router(config-router H#network 18.18.18.0
0.0.0.255a0

VLAN
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RI10 OSPF A A

Router(config)#int lo 0

Router(config-if /#ip add 9.9.9.9 255.255.255.0
Router(config-if )H#router ospf 7
Router(config-router JHrouter-id 9.9.9.9
Router(config-router JH#network 9.9.9.0 0.0.0.255
area 0

Router(config-router JH#network 203.230.1.24
0.0.0.3a0

Router(config-router J#network 150.100.1.16
0.0.0.I5a0

VLAN
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7. Port-Security A

Port-Security

Switch18

Switch(config #int {0 /3

Switch( config-if #switchport mode access
Switch(config-if J#switchport port-security

Switch( config-if #switchport port-security maximum Ih
Switch(config-if f#switchport port-security violation
shutdown

40



8. VIP ( VLAN Trunking Protocol )
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3. VIP
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Fadf2 FaD;E__ Fald/: Faof2
2960-24TT 2960-24TT
Switch5 Switché

VTR M VTR E2H0IHE

___ _Faoj1 Faof2______ _Fa0j1
2960-24TT 2960-24T1T
Switch? Switch8
VTP ESH AT = VTP S2H0|H =

VTP



VTP

8. VIP
Sviehs-VIP ¥ 24 Sviehé-VIP EFIAE 4F

Switch(config)#vtp version 2 Switch(config #vtp version 2
Switch(config #ptp mode server Switch(config)Hvtp mode client
Switch(config)#vtp domain infocomm Switch(config #vtp domain infocomm
Switch(config #vtp password infocomm Switch(config #vtp password infocomm
Switch(config)#int f0/1 Switch(config)J#int range f0/1-2
Switch(config-if H#switchport mode trunk Switch(config-if-range H#switchport mode trunk
Switch(config)#vtp version 2 Switch(config)#vtp version 2
Switch(configJHvtp mode transparent Switch(config)Hvtp mode client
Switch(config)#vtp domain infocomm Switch(config#vtp domain infocomm
Switch(config)#vtp password infocomm Switch(config)#vtp password infocomm
Switch(config)J#int range f0/1-2 Switch(config)#int f0/1
Switch(config-if-range #switchport mode trunk Switch(config-if switchport mode trunk

mmmm) | o] W) VTP7F 5 2817] $] 814 = Mode ©] 9] 2] XE A gho] < x]sho] of

3
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3. VIP

VLAN A A

Switch( config-if #vlan 10
SWitch(conﬁg—vlan)#name vlan_10
Switch( config-vlan J#exit
Switch(config)#vlan 20
Switch(config-vlan J#name vlan_20
Switch(config-vlan J#exit
Switch(config)#vlan 70
Switch(config-vlan J#name infocomm

Switch<conﬁg-vlan>#exit

Switch#show wlan

=

VLAN Name Status Ports

1 default active Fal/2, Fal/3, Fal0/4, Fal/5S
Fal/e, Fal/7, Fal/8, Fal/9
Fal/10, Fabd/11, Fal0/12, Fal/13
Fal/14, Fald/15, Fa0/1le, Fal/17
Fal0/18, Fabd/19, Fal0/20, Fal/21
Fal/22, Fa0/23, Fal/24, Gig0/1
Gig0/2

10 vlan 10 active 5

20 vlan:QD active H VLANO] ’é’ﬁ% 7}1’% g9

70 infocomm active

d
[.l
= [

44
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3. VIP

Switch(config)
VTP VLAN configuration not allowed when device is in CLIENT mode.
Switch(config) #do show vlan

#vlan S50

Fal/3,
Fa0/7,
Fa0/11,
Fa0/15,
Fa0/19,
Fa0/23,

Fa0/4, Fa0/S, Fal/é6
Fa0/8, Fa0/%, Fa0/10
Fa0/12, Fa0/13, Fa0/14
Fa0O/16, Fa0/17, Fa0/18
Fa0/20, Fa0/21, Fa0/22
Fa0/24, Gig0/1, Gig0/2

VLAN Name Status
1 default active
10 wvlan_ 10 active
20 vlan_ 20 active
70 infocomm active

Switch[config—ifl#vlan 30'

Switch(config) #do show vlan

Fal/Zz,
Fal/é,
FE.'DJ"J.G!
Fal/14,
Fa0/18,
Fa0/22,
Gig0/2

VTP VLAN configuration not allowed when device is in CLIENT

mode .

_ VLAN®] &£ 5]x

Fal/
Fa0/
Fal
Fall
Fal
Fad

3, FaO/4, Fal/5
7, Fa0/8, Fa0/9

/11,
/15,
/19,
/23,

VLAN Name Status
1 default active
10 wvlan_10 activel
20 vlan 20 activel
70 infocomm active

45

Fa0/12, Fa0/13
FaO/1€, Fa0/17
Fa0/20, Fal0/21
Fal/24, Gig0/1

VTP
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%ok



3. VIP

VLAN A A

Switch(config)#vlan 100
SWitch(conﬁg—vlan)#name vlan_100
Switch( config-vlan J#exit
Switch(config)#vlan 200
Switch(config-vlan #name vlan_200
Switch(config-vlan f#exit

Switch(config) #do show vlan

200 wvlan_Z00

VLAN Name Status
1 default active
100 wvlan_100 active

active

———— ————————————————————————————————_—————————_————————— ————— ——— ——————————————

Fa0/3, Fa0/4, Fa0/5, Fa0/é
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fal0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2

—> AW A AT VLANS A& 5 A F=

46
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8. STP ( Spanning Tree Protocol )
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3. STP
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VLAN A A

SwitchI2(config)#interface FastEthernet0/3
SwitchI2(config-if )#exit
SwitchI2(config)#vlan 10
SwitchI2(config-vlan)#name min
SwitchI2(config-vlan)#exit

Switchl 2<conﬁg)#vlan 30
Switch12(config-vlan)#name su
SwitchI2(config-vlan)Hexit

SwitchI2(config)#interface FastEthernet0/3
Switch12(config-if J#switchport access vlan 10
SwitchI2(config-if )#exit
Switch12(config)#interface FastEthernet0/4
SwitchI2(config-if J#switchport access vlan 30
Switch12(config-if )#fexit
SwitchI2(config)#interface FastEthernetO/1
Switch12(config-if j#switchport mode trunk

oh2 29 Ao = e Wy o2 M sEy

STP



3. STP

FERIA AE g

STP

ol
pEs
Switchl? (config) #do show spanning-tree Switchl3(config)#do show spanning-tree
VLANOOOL VLANCOOOL
Spanning tree enabled protocol ieee Spanning tree enabled protocol ieee
Root ID Priority 32769 Root ID Priority 32769
Address 0006.2A83.C80D Address 0006.ZRAB3.CB0D
Cost 1% Cost 38
Port 2 (FastEthernetl/2) Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 3276é8 sys-id-ext 1) Bridge ID Priority 32769 (priority 32768 sys—-id-ext 1)
Address 00%0.2B2E.5Z2BB Address 00S0.0CBE.BeCA
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20 Aging Time 20
Interface Role Sts Cost Prio.Nbr Type Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 189 1zg.1 PIp Fal/1 Altn BLE 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 PIp Fal/2 Root FWD 19 128.2 P2p
Fa0/Z Root FWD 1% 128.2 PZp Fal/3 Desg FWD 19 128.3 PZp
Fa0/4 Desg FWD 19 128.4 PIp Fal/4 Desg FWD 19 128.4 P2p

Switchlé (config)#do show spanning-tree

VLAN0OOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0006.2A83.C80D
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0006.2A83.C80D
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time Z20
Interface Role Sts Cost Prio.Nbr Type
Fal/1 128.1 PIp
Fal/Z2 128.2 PZp
Fal/3 128.3 PIp
Fal/4 128.4 PZp

Switchl5 (config) #do show spanning-tree

VLANOOOL
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0006e.ZAB3.CB0D
Cost 19
Port 1(FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0010.1187.CcBZ9
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prioc.Nbr Type
Fal/1 Root FWD 19 128.1 PZp
Fal/4 Desg FWD 19 128.4 ©Zp
Fal/3 Desg FWD 19 128.3 PZp
Fald/Z Desg FWD 19 1z28.2 PZp

.
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9. J:_I-L}'I\j. LAN ( Wireless LAN )
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9. ¥4 LAN
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9. ¥4 LAN

52

EIGRP A

Router(config)Hrouter eigrp 7

Router(config-router H#network 203.230.1.28
Router(config-router J#network 210.100.1.40
Router(config-router H#network 210.100.1.48
Router(config-router J#network 210.100.1.52
Router(config-router H#network 210.100.1.56

Router(conﬁg—router)#no auto-summary

Router(conﬁg)#router eigrp 7
Router(conﬁg—router)#network 210.100.1.56
Router(conﬁg—router)#network 210.100.1.64

Router(conﬁg—router}#no auto-summary

Router(config)Hrouter eigrp 7

Router(config-router JH#network 210.100.1.40
Router(config-router H#network 210.100.1.60
Router(config-router JH#network 140.104.1.16

Router(conﬁg—router)#no auto-summary




9. A LAN
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T LAN A
A

? Wireless Router(
Physical Config

GUI

GLOBAL
Settings
gorithm Settin
INTERFACE
Internet
LAN
Wireless

LAN Settings

IP Configuration

IP Address
Subnet Mask

IP Confiquration
IP Configuration

(® DHCP
IP Address
Subnet Mask

Default Gateway

DNS Server

() Static

110.110.1.1

255.255.255.240

110.110.1.2
255.255.255.240

110.110.1.1

210.100.1.54

PCE DHCP AW Z5E IPFAE A5 o2 Wol2

o.

e

4
o
—
>
Z

PC Alo]E¢o] ,DNS A A
A

Display Name |PC14
Gateway/DNS

(® DHCP

() Static

Gateway 110.110.1.1
DNS Server 210.100.1.54




9. A LAN

e

A LAN
WEPA A (F- A58 A WEPA A (PC E7A)
Z]N
\?u\a'\{ireless Router( - Authentica tion
Physical  Config = GUI (O Disabled ® WEP WEP Key 1234567890
P Ermware Vers (O WPA-PSK () WPA2-PSK PSK Pass Phrase
Wireless—N_ B
Wireless  scup WSS sccury noliicions & com ) WPA ) WPA2 User ID
lUEEEs Security Mode WEP g Password
Encryptic (40/64-Bits (1~ = Encryption Type 40/64-Bits (10 Hex digits) ~
Passphra Senerate
Keyl: 1234567890/
Key2:
Key3:
Kev4:
TX Key 1 \
WPA-PSKE A (A1 =75 24) WPA-PSKAE A (PC 2 A)
? CopyWireless Router0(1) — O Authentication

Physical Config GUI

Wireless-N

Broadband Router

Encryptic [AES~

Passphra 1234567890/

Key Renel 500 seconi

(O Disabled ) WEP

() WPA ) WPA2

Encryption Type

WEP Key

(® WPA-PSK (O WPA2-PSK PSK Pass Phrase 1234567890

User ID
Password
AES
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WPA2-Enterprise’d g (A 2k-9-H AA) WPA2-Enterprise’sd % (PC A7)
B CopyWireless Router0 — O X Authentlcatlon
BN | U O Disabled O WEP  WEP Key

Wireless-N

Broadband Router . (O WPA-PSK (O WPA2-PSK PSK Pass Phrase

Wireless Setup [(Wireless| Security Access i U ser ID m| nsu

__Restrictions_& Gam O WPA @ WPAZ

WPA2 Enti ~

Wireless i

Security Mode PEISSWOFd ee00e

Encryptic [AES~ ]

RADIUS ¢ 140] .104] .1 | .[21] Encryption Type AES

RADIUS F 545

Shared S¢ (1234567890

Key Rene' 500 secon
WPA2-Enterprise’ 4 (AAA A1 B A A) WPA2-Enterprise’ 4 (AAA A8 A A)

AAA User Setup
Username | | Password |
Service ® on O Off  RadiusPot (1645 |
Username Password Add
Network Configuration i i
1 minsu minsu Save
Client Name | | Clientip | |
Remove
Secret | | ServerType Radius v
A
Client Name Client IP Server Type Key _
=Aue ME] A= AL 3 AlexE EEF=
1 WRT300N 210.100.1.62  Radius 1234567890 - pepmmmue ‘ AAA A H =5 AR AREARS TS U
) AAAAHAE AME Z 7N BB E FREEY

.
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10. DHCP ggi])—%ﬂ £ DHCP AH = F

| DHCPaE | DHCPEE
[:, IPREEY [: IF R EEE
M Fa0 S 1
PC-P PCLDT
PC24 PQ.u

loophadk 0
155 155 155 1

f/1 140.104. 1. 10/29

DHCP A Fal Fa0/3

A
—'—"/ —.}
Laptop-PT 2 Fanﬁﬁ;_r
Laptop14 wite
DHCPEE
=
IP At 140.104.1.10
ip dhep 140,104, 1,10
Fal ip dhep 140,104, 1,15
DHCPE &
Y
Server-PT
Server?
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DHCP

2h--E o] P4 A A
Router(config)#interface FastEthernet0/1
Router(config-if )#ip address 140.104.1.10

255.255.255.248
Router(conﬁg-if)#no shutdown

2}-9-E] o ] DHCP A1 A A

Router(configJ#ip dhep excluded-address 140.104.1.10
Router(config)#ip dhep excluded-address 140.104.1.15
Router(config)#ip dhep pool minsu
Router(dhep-config J#network 140.104.1.8
255.255.255.248

Router(dhcp-config J#dns-server 88.88.88.88
Router(dhcp-config)J#default-router 140.104.1.10
Router(dhcp-config J#exit



IO. DHCP gi]j-?‘la] £ DHCP AH = F

| DHCPaE | DHCPEE
[:, IPREEY [: IF R EEE
A, Fal -
C-PT PC[FE_:J
PC24 PQ.u
loophadk 0
155,155,155.1
fOf1 140.104.1. 10/29
TNy 7/ 30
DHCP M Fa“;ﬁa 3
Y AW AL
;‘ 0 S ) :
: -7
Laptop-PT 2811 2 Fan,ra-l‘g_r
DHCPE B
IP At 140.104.1.10

ip dhep 140,104,1.10
ip dhep 140,104, 1,15

Fal

DHCPEE
P RtSEE

Server-PT
Server?
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DHCP

EIGRP A A

Router(conﬁg)#router eigrp 7
Router(conﬁg—router)#network 140.104.1.8
Router(conﬁg—router)#network 192.168.1.56

Router(conﬁg—router)#no auto-summary



10. DHCP gi])--?—a £ DHCP A B & F A

DHCP
P AHEA A A3} 2l
Global Settings IP Configuration
.~ Interface 'FastEthernet0 -]
Display Name Server? | IP Configuration
Interfaces FastEthernetO - (® DHCP O Static
IP Address 140.104.1.11
Gateway/DNS Subnet Mask 255.255.255.248
(® DHCP Default Gateway = 140.104.1.10
_ DNS Server 88.88.88.88
() Static

Gateway 140,104.1.10
DNS Server 88,88.88.88

BN FATT AR B

/1

Router (config) #do show ip dhcp binding

IP address Client-ID/ Lease expiration Type
Hardware address

140.104.1.11 0001.C%35.C116 —— Automatic

140.104.1.13 0001.e470.6C48 - Rutomatic

140.104.1.12 . 00D0.58BC. 5445 - RAutomatic

59



IT1. NAT
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II. NA’“ (%Zz] NAT) A

NAT

Router(conﬁg—if)#ip nat pool minsu 172.69.232.209
172.69.232.222 netmask 255.255.255.0
Router(conﬁg)#access—list I permit 10.1.1.0 0.0.0.255

fojo 10.1.1.1/24 D BRI 54 Router(config)#ip nat inside source list I pool minsu
f0/LLZ288082.1/74 f— Router(config)#int f0/0

- m Fa0/t Fa0/1 mm ROUtﬁI’(COI’lﬁg—if)#ip nat inside
i Router(config-if j#Hexit
Fa0/3 Router(config#int f0/1

Router(conﬁg—if)#ip nat outside
Router(config-if #end

0/3/0 203.230. 1.34/30
foj0 172.69.232.2/24
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NAT

Router(conﬁg)#router eigrp 7
Router(config-router jH#network 10.1.1.0
Router(conﬁg—router)#network 172.69.232.0

Router(config—router)#no auto-summary

fojo 10.1.1.1/24
sty

A Fantin _
i Router(config)Hrouter eigrp 7
Router(conﬁg—router)#network 203.230.1.32

Router(config-router jH#network 172.69.232.0

Router(conﬁg—router)#no auto-summary

0/3/0 203.230. 1.34/30
foj0 172.69.232.2/24
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II. NAT (%Zj, NAT )

PC299] 4| 2] PING 2
7L
Crping 17

Pinging .69.232 ¢ i : rtes of data:

=]

time=1ms
time=1ms
time=0ms
time=21ms

Lad

Reply from

] =]
[ T e O T |
[
e T e T T |

Hr:-.p
]_ll“' from

1
1
1
1

[0 T T

=]

Ping

imate round trip times in milli
Minimum = Oms, Maximum = Z21lms,

PCHping .69.232. Router 142 9] AZ 21 (F 2 NAT A H)

Pinging .659.232, i : ytes of data:

TTL=254
TTL=254
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I I. NAT ( =4 NAT )

Crping 17

Pinging 172.6

time=0ms TTL‘ZE&
time=0ms TTL=254

7
I o
s
I o
7
I o
7
e

(0%

Approximate round trip time
Minimum = Oms, Maximum

Router139]| A W 2LE Ip =4 &<l

Router#show ip nat translations
Pro Inside global Inside local Outside local Outside global

icmp 172.€5%.232.209:10 10.1.1.2:10 172.69.232.2:10 172.69.232.2:10

icmp 172.69.232.209:11 10.1.1.2:11 172.69.232.2:11 172.69.232.2:11

icmp 172.6€9.232.209:12 10.1.1.2:1Z2 172.6e9.232.2:12 172.69.232.2:12

icmp 172.6€5%.232.209:5 10.1.1.2:5 172.69.232.2:5 172.69.232.2:5

icmp 172.€5%.232.209:6 10.1.1.2:6 172.69.232.2:¢6 172.69.232.2:¢6

icmp 172.69.232.209:7 10.1.1.2:7 172.6e9.232.2:7 172.69.232.2:7

icmp 172.69.232.209:8 10.1.1.2:8 172.e9.232.2:8 172.69.232.2:8

icmp 172.6€5%.232.209:9% 10.1.1.2:9 172.69.232.2:9 172.69.232.2:9

OE2pCo| = e WHo g A4 3l S Routerol| A H3H

o4 S A pF2s ool 3 5 91






