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192.168.1
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Application MO

DM Protocol

k. DM Tree
: .. MO
I |
I |
— v |
e i
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I! DM Commands: N

e Add, Get, Replace, Delete, Exec, Alert, etc.

DM DM Protocol
Client
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o MH|A HIX|M 7=, MH|A X|SF T2 Z(s0A Senvice-Oriented Architecture) HIA] CIYSH MH|AE HE5H7| &St
JHE0INM &2, Service Oriented EE= Service Choreography 7|&2| sHE 7|2 A=
= LHE

Service « AEXLEE O ELFONCERE EX MH|AE F HE 1l AISQIEU ESHE2| @HAAEZ|0|E7} siE
Orchestration MH|AZ ZHMFIT 0|2t 2=l MH|AZE 0} HZBHF:= 71

Service * Service Orchestration@ 25 E| EXMAMHIAE QA B2 [ Eo|gt =A] & HA|=l MUH|A0| L2t MHIAE
Choreography |  Z{A5tTl 0| 7|8to 2 MHIAS XIZSHFE 718

Output output Location_X

climate
(;pusitcscwice composite climate service for
Location_X

Input Input inputs Location_X Location_X Location_X
temperature windspeed humidity
match ‘G ﬁ match ﬁ ﬁ' no match ﬁ
Output Output outputs Location_X Location_X Location_Y
temperature pressure humidity
atomic atomic emperature pre;sum humidiw
e RE service for service far service for
Location X ocation ocation_Y
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» Raspberry Pi
A=2o| gf=H|2|mto] X{THO] TSt LEAA SIES|

2T Dtete| w

T2MAN M

=
o

o

ol
== STAMZI7I] 26l 2=
A

Raspbian (Debian A& Linux) 2x|A|

=
S

o =
HEER

II AN A

=L

1

SI=HI0]

o= 2 #HRH

18 AZAUEWA 71 X OFF|EIX] AT

g5 Raspberry Pi 3 model B
T2 MM BCM2837 64Bit QUAD Core
Jef=l Videocore IV
=1 1.2 GHz
Hz22| 1GB LPDDR2 900MHz
S P3SN 1S Micro SD
i ) 5V/2.5A
GPIO 40 Pins
ojull 10/100 Ethernet
HDMI, audlio—video jack, 4xUSB 2.0, Ethernet,
X|HZE Camera Serial Interface,
Display Serial Interface
WiFi 2.4GHz 802, 11n Wireless LAN
Bluetooth Bluetooth 4.1 Classic, BLE
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1.4 LELA H/W

» Arduino
« O|E2|0t2] IDlI(Interaction Design Institutelvera)0| 7jetst LEAA SHE9[0f
 AVR 7|8to| Al=Z HE Ol0|32ZHEET
« X}x|Z2! IDEE Sslf ZAmYE EHYlol= USBE € HEE 7Is
« MM 2 MZF00|E Mool SHEE = LEAA SIEYH

x< |
g = Arduino UNO
Z2MA AVR Atmega 328p
&= 16 MHz
Hlz22| SRAM 2 KB (Atmega 328p)
K EFER|HEAL Flash memory 32 KB (Atmega 328p)
HeZ2= 7-12v
Sxpsiol sv
GPIO 20 Pins
SHBE None
2G| None
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|1.42E AA H/W BHE *
» Beagle Board
E ZAA SIEHI0]

EIALA QIERHE(Texas Intrument)o|A] JHSH @
S22 ATEQ0 FES 77| flsh JHEE &= &2

et 23 X

14 HIC|R, 2C|L, i X2|EX|IE &

* ARM uEAﬂM% HI%%H

S
| W—
= Beagle Board
T2 MA OMAP3630 ARM Cortex—A8
&0 720 MHz
22| 256MB LPDDR
/ -
‘4/ > pop3o3 TN 8D Card
x
N —
» s 5V
GPIO 24 Pins
%-*JEE None
SAHH| 2/=A
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» AODIE=E 20}

B : 12 | AE
MRIPI 2 ZXH IffE3 stsst = 7
— 2 A(Philips)2| LEDR = I

=2edH—

— CCTV(Drop cam)2 4L
— &L A7 LirsHE

II:
*=

I- |

Exterion Temperatute - V1
Exteriar Humidity - 60

Living Room

Climate Control - Home

, Iy

HEATING
.
Climate Control - Office
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[1.1] AIEQUE{LIATY
ARESQIEYI JHE
O EX : SHEEAREQAEYIES], o XASSA™ v XI=
[1.2] AIEQIE{LI HEES| Ho
HMEEAM(CT) 20 &2 ™9|
O EX : SIEAIZSQIEUIES, IoT XAMSZHN 1 XI=
AEQEY =35t 7|+t
O Ex] : SHEAISQIEYIES), IoT XASEHHE 1S X1
oneM2M
O £X : oneM2M AF2CIE{YI MH|A S3HE BF s (71 LGTXL2014)
oneM2M
JdZ £X : http://www.oneM2M.org/technical/published—documents
g (2014 &ME MBtHein MEESSt w4)
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I Reference

[1.5] HI=L|A AL

22 YAE
22 72l : https://fiber.google.com/nest/
PE=R 72l : https://dribbble.com/shots/2244586—Google—Nest—Pro—For—Android—TV

https ://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0ahUKEwjW4srEh4_SAhWByrwKH
RpjC5sQFggtMAI&url=https%3A%2F%2Fwww.kbfg.com%2Fkbresearch%2FprocessFileDownloadManager.do%3Ffil
e_name%3D20160302090005_1.pdf&usg=AFQjCNGL8TVPI_HrW—ChwX7hSRxeyK8WLA

212 2! : http://www.intellimec.com/

REZE 72! : https://www.engadget.com/2014/03/20/volvo—ice—detection—network/

= AHL
212 12! : http://www.automotiveit.com/
PER 72l : http://blog.naver.com/PostView.nhn?blogld=kangjungi78&logNo=220647137131
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AME2IE{UI(Internet of Things, loT)z} HiC|0|E] 2!
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sto] WS SN US.

rolI

- HIH|0|E{= Public Cloud, Social Data, 2|1 £ MAE0| MAMSH= AEZ|Q HO|EE
EM510] ofF Ef2 AlZtol| 2AMAFESE 71S5H sl 24 IELIA ZEMALL Chxlif'E AAIZE
k|l

OpAIE 2} Z0] AlZhof| TiZiet Z2EMIANIM S5H &8

(| - =t b

tUHOIEKS J1E SHOBE FEMB. | . wojeim mal At B o2 F1 J14TIK| ERE

SEH SH01 iR AR 2712 | . wioleti= F2(Volume), Cie(Variety), B7H4E
o (Velocity), 24 (Validity), ZI&-d(Veracity), 7Hx|(Value),

] 3;%(_}1:/21_?—12:18{%{ iéjlm 7tA1(Visibility) S& CI0|E gt
=gl Sa/vigs \v|E o 7|1 SHAIZ D170l S AIZHE OB BA] 81O
- M4-RE-AH0IR) HE 2= | & $H7A|2 2t7oll PAIRE HIOE 24 #

\ F
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2.1

71

o = [ |
. JIE 24 #73 wholE B 82 bl
=1} 71 8IH|0|F 24
- H|™Ao| CIst HIOIE — o] A= ZX|,
«  MstE XXz S4 7712 ol ol
H|0|Ef « 7| H|=L|A Z3} ¢|o|E{ 7|t -  EX/HA HI0|E{(SMS, ZAH0{, CCTV ) —
«  Fact SAl9| CIxI BAM x| $IX[cl[o]E
« S Ao HE 2 BN
St o)of © kel MEER - S2RC ZRY S HISSHQ TH| 28
« O|0|E{HH|0|A(Data—warehouse) s
* A dIo|E{H[0]|A(RDBMS) « QEAA HEfo| BE AZEY 0|
ATEQ0{/ - SAIZ|XI(SAS, SPSS) * Hadoop, NoSQL, & AA EAEZM(R)
—_—— T . .
S « O|o|g{ Ofo|H(Data mining) « EHIAE 0l0|Y(Text mining)
* Machine learning, knowledge - 22121 = EX(opinion mining)
discovery - ZHM BXM(sentiment analysis)

a1l =< o AMEQIE{UT} HHlo|E| W Sate
SOOI 72 H S2d
 4iHj0lEle SR
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2.2 t—'! E‘" OI E‘l _J_I.\_g 2%t AFEQlE{ullnt BIM|o|E & SRRE

= 2i0|0[E{2] £-4(3V)

cIo|Ef &
Volume

3V
Volume : 37|17} & H|0|H
Velocity : & =7} 2 d|0|E]
Variety : £40| CtSH HIO|E

H|2} HIO|E
Records

Transactions
HIO|S, md

1A% = b X|(Batch)
H| &S Near time

Value : 7tx| 9= H|0|E HiES 3| AlA|ZE
2ol mE A
Cherd A
Variety Velocity
[3&!] elcllo]E{e| 3v &M [a&!] 8ldlo|Ee] 3V JHE=
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2.2 4jd|ojE =3

= SiEflo|E{o] &4

= [|0|E| 2¥(Volume)

*HIOIE|2] Y2 I7|E Hdl= ZdOIII':'._* T35l S2[XQ 37|7t ofl Hlo|E{Q]
|

x2lst=dl U0l =2

= Hifjo|E{e| "Bl * (Big)2 ¥ot RtEUNI?
*FRE= 100A|ZH 22| HIC|27t HEEE
* A=0IM 4102H242| ZAMo| O|FO{Z
- Ij| 0| A5 0f| 41 3302+ =
« EQIE{0|M 348t 7222712 HIAIX|7t ‘ESI ‘ E
*HAEO{O|A= 192} 4064712 ¥ CIR2ZEE
- OlOF=0f| M= 132t 34364E212| 7zl 7t O| R A
« Tt=atof|M 32F 1773 AlZH 2282 S2t0] XHAHE
+0|H[Y2 2 JH7t A TS E

‘MAXHL = HEE[= Hlo|EZH2 1578 2877GB

of ZiHIX7} ZRE

73

H|O|E] 2K(Volume)

2%, A=QIEslnt Bihloly A S22

EA A € XO= o
&4 "0l 4§ &6t OANS
Global Digital Data
— Global IP Traffic
Yottabyte(YB) 10+
Zettabyte(ZB) 102
Exabyte(EB) 1048
Petabyte(PB) 1038
Terabyte(TB) 1012
Gigabyte(GB) 10°
o 966EE
900¢8 _' et 24259
99 ‘)3 ){)(K) PH 0 0() 0? 0‘1 J.O Zﬂl‘ﬁ
1 e — “\
WWW (‘B ay [( oogle Face / ‘-‘ T“."“ foul\}T‘ Pad |" [ 7]
Amazon book || You 1 \ S(Ll.ldr
Tube | iPhone |
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2.2 4jd|ojE =3

= BlH|0|E{e] &4 @ O|o|E| 2H(Volume)

- HlHIojEl= =F st WAle = HIO[EE MEsi, EMst=s =4 ARE 7IHol HE

—_

* HHI0|El= 7I& I AlA 101I XMEst7] ol2gi= 2t otLf2}, tlole 2M4S fIsiM AMESH= BI/DW Z2

S2M0IM A31517] ol2iE H=2 H[o|E o] 245 715t US
- H2 2|AUtolOf tHEe] =0 HElZ HEEHI0|E S JHX| UX|T ARSE X2 SEH2 8=

+ 2117} 2 Hl0|EH= Greenplum 22 HI0IE| Y015+2A(data warehouse) 2 HIO|E#I0|A0| Chzs 152!
%|2| O}7|ElX{Qt OHI}X| 515 7|Hte] 22 MS &85!

7= ZFZUE
Clo|E{lofst A - OI2| FoliTl A7|0tE =ekst, FAH0|n 2|7 ®ah= HlolE MEoi| gt
+  ShE2 x2lsks oIy =0l =20 SiS
OTFR| 5= © ShE2 Ot Mol 2T 24 HRE 2XIE 2lst EWE
- +  1IR9| BA IIUAAHOI HDFSE 0|8 (Ci4-2| HFEE EollM H0IEE
0|8 &+ 813
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2.2 t—IH:'"olE'l -J—.'\-é',' 2%, AFEQIEIT} HirjojE] X Sate

= HIH|O|E{Q] &4 © ChM(Variety)

= CIM(Variety)

2IGH0|E{ 0l M= 7[EQ| 24| Y HIO|E{H|O|AR CHR 7| o{2{2 F23HE|X| 842 H|0IE{(H] #&3t HO|E)E

EMSIH f2¢ct X|AIZ2 93

—Z|Z2o0ll= F+x3HEI(Eol HIolE, X1 C|olE] &) HIOIE 2o =2 MAE X|HE, MM HO|H, SE

& Ctrst Helof HIo|E{7| B35t US
*H|O|E{= H&st o5l w2t M3 (Structured), B S (Semi—Structured), H|™&(Unstructured)2 2 L=
=]
=1 lums c 3o
¥ dlojE] H| 2% djo|&f

#EUEF

'ﬁ@ @ () AR5

MB, GB

2
« (g
v

Saa  got  OIAA =
o, B L i =
PB, %3 cyoiey S sugs t‘\] cigy
ol A wAEE  ANE 44
E}ﬂ n_l.-ltlm LR RN ﬂg

(EH] 9 Golg: &Y X|2teEe X3 (H8FH A4, 2012 5F)
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.2 Hif|0jE] =d 2% AFECIE{UT} HiHl0|E B Sat

= HIG[O|EQ] & : CHAM(Variety)

» XS4H|0|E{(Structured Data)

DHE Heo MEE= HIoIEE 2lolstH, 7|1&2| £2ME 02510 HlwH™ &7 22, 2M, X2 XY S
0| 7K=&t
2221 2TE ME F2 Al 0|5, &, A2t HIEFA, AMYE S2 st = 22 51H dlo|F
HO[A O OJ2] 4dx|o] U= HIO|So| MEEH
-0 HIO|E2 nHE HEESE 740| £, YHst YAZ 2FTD XEE|= Oo[EHE YE

| 4] A B C D E F G H 1 ) b

1 [z dua 2| o} HYQAT HYSAT AHQID 40P LT Ve RE TR

. 4 29T 9 25 28 319 46 28 68 =5 | 119

_ i | &=+ ] 8 28 4 20 28 18 27 18

4 |ZtM 50 6 26 1 14 25 15 28 15

EREL 49 7 26 2 20 25 15 22 11

_ 6B A2 3 3 17 2 16 23 14 24 11

. 7 EmZ 26 8 a8 0 8 16 10 15 6

. 8 EUE+ 39 8 19 4 15 16 13 22 6

| 9 =5+ 38 5 16 4 10 20 15 23 10

10 OI=3 39 9 19 9 22 22 14 25 15

11 MOEF 29 10 11 3 9 14 11 18 12

12
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|

2%, A=QIEslnt Bihloly A S22

= HIH|O|E|Q] &M : CIM(Variety)
 HIXSH|0]|E{(Semi—Structured Data)
o I™E TR HEL|O UKX|= X2t XMLO|LE HTMLZO| HIE} H|O|E{Lt A7|O0F S E&H5t= H|O|EE
o|ojgt
. H|E

XM3d O|0|E{(Unstructured Data)

- nFPE HER XMEE0] UX| 2 HIOIBE 2|0|5tH, RRES| SFH, SNSLt S21 AR} 20| H|0[H,
HIAA CHEHHE, ADEE X|IEE, FFM M| SIS S0l sigE

. OB Gioup
Structured Data Unstructured Data

Semi-Structured

i Data ; ' . o
= <
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2.2 4jd|ojE =3

= HIH|0|E2] &M : & (Velocity)

SHOIE S| £== HAIZE XM2[et F7|IX2 B2
i< H=H| HE=|7] W20l HO|ES] Wit MY, 7&

(=13

= QlE{YIT} DHIY AlCHE D27} MBI} MHIAS H
S22 IS0l £ US

MSXHAlZ HIolE =&

- 22t AEXE= TX| =S

«11ZH0| X|2|™E 7} = O|0|X|Lt L2 H|0|E{e] A
CtAl HIO|E] RIE0| S7ke

-2lO0lE{e] HHX| ME|S 5

-

20l M CIOIEIS 7hxet &

=

EhoiEto] of! nZio| = QIE{=fM

= 2ol XE SZHo| 2|
15t= I| =8 +=2Hloop)S =7t

o>*='=

o AER|Y AAE JHX|T

N
2
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o IE{In]

A= QIE{Slnt Bl[olE & S22
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St Eihiolg | 22tRE=

T

= HIH|O|E|L] EA
= Hifo|E] &4 Ql=E2le| 27
8|0l EMo 2t olZa}
—CPFSH AJAENO] 2 25HA XMZHE HIo[Eofl CHal MEX BAMEZ X[t
—H|o|e| S&<2| =t&fet = {l0{0} 5tH,
-5 AlZtel st
—=MpHS J|HIo 2 QNA™E XS5 & 5= U005t
—H0|0|E{et MEX AE|Z2f0|= H|O|EE S&6te 2Ade = Qlofof &
= HIH|0|E] CIXIH 22AM2| 524
« 2IX|718F Clo|E{2t AM0|C|0{0ll 2I5H MAtzl= ALK} ES HIOIE{7 M2 XIHS| MEE UAME[7| A=
—?X|ZEet AM0|C|0f 2F H0|EE &Bol AIBXHIZH)e| MSTHH, MSEet 12 AYS nietst=
AMSIO1X|(context awareness)?} 7Hssi & T
—7|EE2 XA MU|ALL HIF S CHFsH MQHE nZHo| MEtol| S| SA| FXE = A &
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2.3 Hit|ojE| EA7|=

—{ <, Z X ={=lH 71}Ef— o] &= ol
HIO|E{0lN EAE|= E2, &HIXIZL 2
ZXE & W= et 17| Eot 20| &
2HE0| ==

« 25(Classification)

~E5 ofIEt & 22 S

3t HlOJE{ZS BOHHS W

EH
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M o| Tof ZH, K|, A

ZHE
Tt dtel= e
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ojn
fjo
%
02

M |‘-|
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hu
-
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o
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i
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r
|0
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>
H
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|£0| &l= E=tet 71F0[Lt HIO|E|7} US 8= 0|8
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Z7tEl= ololEf7t 48 T
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2.3 Hit|ojE| EA7|=

= Hitl|o|E 2] =M

n |:|| |o||_:_.| |=Ug-| ol-_—,l_Elx

H |
« 2EISHClustrering)

WIS H|ASH EMS 71X AXICE

I O|ZEIX &

» 3|2 4(Regression)
—om@ HAS TYHGH SAHS o Wt} St
= 7
I

A HEHAF |

-EE W5 0SS B ) ARSI, AH|X} BHE0) 7}
2 7|01S SHs HAS SOMAZALE CrIBH AR
Lt R S0l T2 Tl oS Sol 283

o =2o 0
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S 20| E}2l OPIE OES MEan & mf 285,
+7| 20| H|X|= i%(Unupserwsed Learning)0|2}&t

2%, A=QIEslnt Bihloly A S22

A(FAHY)E XL= o 7Hel 22 S22 &
Fol= HHCoZ 2RO 7IE0] k= RARS2 AR FaliXIX| E5
oz

=2 fjo|g|Z

¢ Data points *

°1 | m—Linar regression s
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2.3 YHIolE] =47|=

= einflo|E{o| B

= HIHIO|E 2M ¢12|E
« ZHME M(Sentiment Analysis)

—XH0X2| 7|=0l 7185t
=

ol 2-2H= (3, B,
=

=21, ERIE, Ho|AF S
7|€0lIM AMZEZ MH| A0

ol=2
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2%, Ar=elEdnt B0l R EERE

2.4 ERIRE MHIA I W EX 2 A1

" S2FE MH|A F9

= S2IRE MH|AE= QIE{YI 7|HIe] X} AZEQN 2 MH olTZglE XEZsH= Ho =2, Il
£ E5t A MEZHA(On—demand)Q| AMH|A L
« 22IRE MH|A MSXl= CHe| ZARE XIEHS 24, 7Hskste 2t 0|2 XA MISs5ta, AMH|A 0|8Xt=
S2}RE MH|AE Esl| X}AIQ] AFEof Z™EQl m2 20 M| Q0| RIsH= XIS st uf Zest ot
2, Z7isoz QYIS Sofl MHIA WS & US

» 22RE MH|A= X2 ADEED} 22 2HIY 7(719] =e 2 et AMH|ATL JHRE |1,
AIZE MH[ATL O|FX|= 2tE0llM EiE S7tet MH|AL| X|&FS RXISH | fl5l B2 X2

2 dERD SR UI
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FHITE]

2%, AIECIE Ut Bin|o|E & F2t<
= MHA iR U EX =

g 2r42| Hal
= 2ERE MH|AZ MSESE= AEZ[X]| MH|A, AZEQ0] Qi MH|AS| AR EISIE,
SBC(Server Based Computing)S 7|1=2| 22914l AMH|ALL SAlS HY 24 oL}
A5 MHIAZE 7|HIO 2 MHIAZE HIZ5tD U0, 7|12 = HENQ| Fixed =l MH|AST}
-Ho| &
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5= AER|X| MIZ MH|A
« E= IOl XME 7S « Cjrst £ttt MlojE S718F AMB|A X|#
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. A= QIE{ W} Hlr|olE R 22t
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N emalE

=
i~

21Ci[O]E

Distributed Parallel
Computing

= AT O]E{ 1|

Edl
=,

IA|A

Problem

HIO[E] HIO|A

=

Ell Ol
=

JNES

M= &

=
=

A
=

£ X2

Off CHet b

—CHEE HIO|E]

Task Quanium

oln

to{ Xt=0il CHst
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Staz, CHH|ZH= Of

Cl= RS A

Processed Task
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A= QIE{Slnt Bl[olE & S22
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=

o= FiiZEI |* 2.
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= JiAE)
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= AMH|A S3HE AH|A
£l olZajof| AFRA} 20| 28 = OIE{Ll MHIAS 71X5}7| 5t QI
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EIHO|AS Mgt
HZ3t,

2l SOAZ 7|Hto 2 SHH, TH5HEl SOAPOIL REST Z2EZES HIS
EgQof T SHAST B] MH|AS| APIE MEsHH, EYS st QlEH0]A,
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Efsiot 2lHiolg & 22t

I
SEN z2Uhg

. SEIRC RS AIBSHE H5l0| MEt AL THIAARS SN U SB5|

S (Scalabliity) | 9IsH MHIA AFE2io T2HIXG 71, HEHY IR HE 71&, MHIA ST gl0]

MHE 271 o S8 4 U= 7% Be

. }g;ug % AlZHE MH|A 2 7Hs3F A|ZHol| CHEH |82 99.999%(HZt

7+2-8(Availability)

. —Z‘E}—?—E 5.':1-.*7‘-% Ql=zto| SIEYI X! Z3to|Lt, AAH CH20] Chet thx| &M
o
=4

« Y= Z(task)SO0| HESH ZRIXIE LIS E= S siE & Yol chH[Et 71&
2| d(Reliability) | «  MZHE CIOIE{Ofl CH3H LR LHEO| m2E|7Lt FAE HRE hH|S X5 #Hat A3,

=7 7ls SE S

- EE8E2 ZIRC HRY XA AN 2FS 9Ist Ao E, 2FHIG HLS g

- 7l&

2t E(Utilization s —

=S8 V| sl met 2Ees (S IS wHos NS HES AAAR 250l HISS
X7FSh
=00

— - BUTE Fel2 MAE COIEE ol HX} 2 SRSt U 4 A0{0k &
Ol N(Mobilty) | *  AHSXH 2 SRUARCS MISH SXIL} Chto] SBSHH SUS AAS 2 B 4 U
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| 2.6 2R MH|A B

91

- 232 MH|A T

" MH|A XS XHHO| MHE 23 15

2%, A=QIEslnt Bihloly A S22

MH|AzE FQLIE MH|A o
- 0|2XI0IA MY, AEE|X| 52| st=lof « AEE|X| MIS AH|A
AHES &dl, MS -0 O0|22IRE, KT K22IRE, =8t
laaS —CPU M5, 22| ¥ sl=CjA3 37| 52| 82| | A S
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3.2 BLE(Bluetooth Low Energy) o2 waveht usria

= GATT ( Generic Attribute Profile ) (1/2)

* BLE Data m&hS Zt2|5H C|HI0|ASO0| Datad L2451
ModelzZ} ProcedureZE %2|

« SZF AxE Z20tYU(Profile), MH|A(Service), E4(Characteristic) o 7|=&}

.
PROFILE
[ SERVICE

CHARACTERISTIC

rCHAF!ACTEHISTIC

FFCHJl!uF!a"i"ul’:TEFHSTI'l’.:

e
. >

-
SERVICE

[CHAF-:ACTERISTTC ]

[CHAHACTEHISTIC ]

., >
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I 3.2 BLE(Bluetooth Low Energy)

123

» GATT ( Generic Attribute Profile ) (2/2)

Profile

MM ClafolAof 2fa Oj2] Fe| = MH|A FS

Service
*Datas =2|Z=Ql thR|2 Lies &t
*5tL O|AYe| CharacteristicE 712!

-UUID2}= 16/128 bit +EXIE 71

3. A=QES HEXHZ |

* EM(Heart Rate Measurement, Body Sensor Location, Heart Rate Control Point)& 7}&!

Characteristic
*5tLI2] DataZ 7H&
*Z|5H o EN

UiD2}= 16/128 bit +E2XHE 7+E

U
E M(Heart Rate Measurement, Body Sensor Location, Heart Rate Control Point)g 7}&

loT @E ESiE
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I 3.2 BLE(Bluetooth Low Energy) o2 waveht usria

= Bluetooth 5

= Bluetooth 4.2ECt &£4=A 7{2| Z|H 48, &= X|c 24 , B2 EIHAE! HIA|X| 22F F|CH
SHIS 7|s SkAt

* Bluetooth 4.00iM XS = E Low Energy Bluetooth 7|52 Bluetooth 5.00| M= X2

= Low Energy 7|S52F2 MIEshk= Bluetooth 5= Bluetooth 4.x(4.0, 4.1, 4.2)2} sk S
g Its

= 2.4GHz ISM tE=2| ZAAt F=H LTE tHFZ0IM ZHMIS ZX(Ist &K
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I 3.2 BLE(Bluetooth Low Energy)

125

» Bluetooth ™ A4

= o

Bluetooth 1.X

Bluetooth 2.X

Bluetooth 3.X

Bluetooth 4.X

Bluetooth 5.X

b |
(<

Jm

ZZ7| Bluetooth2 Z|CH M&EEE 723kbps

Z|cf M&£5 3Mbps

SSP(Secure Simple Pairing) 7|15 £7t
EIR(Extended Inquiry Response)& £t #

2125}

Z|t M&E5 24Mbps

3.0+HS(High Speed)gt X[ M&&E X|&

Bluetooth Link= F&50f2t A2

PAL(Protocol Adaptation Layer)2 £5t Wi—Fi 1%

A
|
MHAD x[AS) H{E2] =H HE
ARECIE Y AAM Zst
ICIMEHHEHS 235}

HZ4 off Hla S+4712], £, BE2E AT

SHAL
AHZOIEY 7155 B7toll 25

3. A=QES HEXHZ |

Classic Bluetooth
7|& Bluetooth 7|&=

Bluetooth High Speed
Wi—Fig &8st I1&7|=

3

Bluetooth Low Energy
MqAmo| A5t 2 HYEZ|

+% B

rII

MEAHIA IS flet AZQUES oneM2ME] OfsH



3. A=QES HEXHZ |

I Assignment

=  Assignment 3

AECIEHIM &8E = U= SA Z2ES E ZHES H|usta
ZtZh Mglsh Y EQT SH4E ZASHAR
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3. A=QES HEXHZ |

Reference

[3.2] BLE(BLE(BIluetooth Low Energy )
GATT ( Generic Attribute Profile )

- 32 &5 :
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2ol 7L 4% ALZRIEY HIET ||

— IEEE 802.15.4 ¥ ZigBee HZ 7|&
— LPWA 7|& i o SZf 7=
- IPv6 7" H EF

— 6LOWPAN 7HE & EX
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4. A=QUES HIEAF I

4.1 IEEE 802.15.4 & ZigBee E=7|= 712

» ZigBee AIS £Z

P

= ZigBee A& T

« KT, gR|1Ze] MFet 7H, MEE SLE XIgsts 22| AlSa MAC AISE Elsks &

= X|1H|(Zigbee) &9
* ZigBee AllianceOl|A] |[EEE 802.15.4 HZ 7|=2 7[HIC2 &% HSS Z2=sI HeE 5& 7=

o
« X#Es 7HA, M, 2M i+l HEAIE XIsk= #&E7|s

Applications
Application Framework 1
Network & Security Application
-_— ZigBee _
MAC Layer Specification ZigBee stack
802.15.4
PHY Layer | | Hardware

130
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I 4.1 |EEE 802.15.4 ¥ ZigBee E=7|& 712 ©

131

» ZigBee?} IEEE 802.15.4 EZI

= ZigBee®} IEEE 802.15.4 E3

» ZigBee= |IEEE 802.15.4 & 7|2 £43510 MM S2X9Q1 22| /S22 &2
*|EEE 802.15.4 EZ 7|0 A2 AlSC =2|& HEYZ, H2V|&, S8 HSS HEQ HE

= ZigBee EZA
<A HEST
ME&E, C2| HEH3 =& XI#

XM, M7, $2 HlolEl X

- 2E| & XIH

—AE 22{AH Eg|, Hi#| ES=XIE X|I#sIH HI0|E] TS 4380| =

—HERS &8 X & {AX7|E MH|A HE

glo

AEEY HIEAF |

loT 2 SAUE 7|2 MBAH|A HES

2|5t AIEQIE{LIT oneM2M2] O5H



I 4.1 |IEEE 802.15_4 '}gl Z|gBee E%_Ejl% 7H_9_ 4%, AEQIEY HIEUS ]

» ZigBee HELT EEEX]

= AEF EZEX], ¢l EEEX], S2AH EE| X[H

Mesh

Star

© PAN coordinator
(O Full Function Device
O Reduced Function Device

Cluster Tree

132
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4.1 |IEEE 802.15_4 :,Lgl Z|gBee E%_Ejl% 7H_9_ 4%, AEQIEY HIEUS ]

" ZigBee HEZZ 7 24

» Coordinator (Full Function Device)
=YY H|Z ME
*ZigBee HEST MH

cHERR LESS 2|

= Router (Full Function Device)
-HEYT0| BE THRA} SIS, TR 7
cHE|IZ HEXHE XA

* HIEQ3A Coordinator S&t X|¢

* End Device (Reduced Function Device)
* HgtEl XMH HXES X|F

* H E2|3 Coordinator2t2t S4I

133
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I 4.1 |IEEE 802.15_4 :,Lgl Z|gBee E.Ejl% 7“_9_ 4%, AEQIEY EYT ||

134

» ZigBee HEH3 X

NLDE : Network Layer Data Entity

NLME : Network Layer Management Entity
NLDE—SAP : NLDE — Service Access Point
NLME—SAP : NLME — Service Access Point

NWK IB : Network information base

Next Higher Layer Entity

NLDE—SAP NLME—-SAP
o) v
B
MCPS—SAP MLME—SAP

MAC Sub—Layer Entity

loT @E ESiE

7|8 MZAME|A HES ?Ieh AREQIESat oneM2ME] O



4.1 |IEEE 802.15_4 '}gl Z|gBee E%_Ejl% 7H_9_ 4%, AEQIEY HIEUS ]

" ZigBee HEZZ 7 24

» HIER3 7S Data Entity(NLDE)
« HIEQ|3 752| PDU(NPDU) A4A
« EEZX]|0] }2} NPDUE 2tE

» HEL3 A& Management Entity(NLME)
* 22 ClHjo|AL| MH
LUEYT S| S& AlR

* C|HiO|A S| HIERT F0o| X 0|

= NWK information base(NIB)

* C|HIO|AL| HEQT AS H2lo] L5 HE QX
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4. A=QUES HEXHF I

4.1 IEEE 802.15.4 & ZigBee E=7|= 712

- ubxiol NPDUZR|QlS| 2E

Octets : 2 2 2 0/1 0/1 Variable
. Broadcast
Destination Source Broadcast
Frame Address Address Radius Sequence Frame Payload
Number
Control
Routing Fields

NWK Header NWK Payload
» I Control 2E
Bits : 0—1 2-5 6 7-8 9 10—15
Frame Protqcol Discover Reserved Security Reserved
type version route
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I 4.1 |IEEE 802.15_4 :,Lgl Z|gBee E.Ejl% 7“_9_ 4%, AEQIEY EYT ||

» ZigBee T2 X

Data Frame format

Octets : 2 See Figure 7 Variable
Frame control Routing fields Data payload
NWK header NWK payload

NWK command frame forma

Octets : 2

See Figure 7

1

Variable

Frame control

Routing fields

NWK command identifier

NWK command payload

NWK header NWK payload
= NWK command frames
Com_manc_:l_ Command name Reference
Frame identifier
0x01 Route request 8.1
0x02 Route reply 8.2
0x03 Route Error 8.3
0x00. 0x04 — Oxff Reserved -
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m | . — IA H (@) 4% AIEQIEY HIERZ I
4.1 IEEE 802.15.4 Y4 ZigBee =712 71K
= ZigBee AH|A =Z2|0|E|E
APS sub layer APS sub layer
@ 1@ ©) 1©
Network layer Network layer
1. Request 3. Response
2. Indication 4. Confirm
= Confirmed service
* Q3 (Request) : &9 AISS2HE I 715 2HFH
* S10I(Confirm) : & WoM sl 7|58 43 5 &0l 2|H
+ SEl(Response) : O|HIEO| CHSH SE
* EX|(Indication) : £ O[HIE YMA| A2| AS0f EX|
= Unconfirmed service
+Ho| SH EQSHX| US
138
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4.2 LPWA

| PWA 744

= LPWA(Low Power Wide Area)= XMZIZo= AZ9| H0|HE | HLi=0l AH2E|

4. A=QUES HIEAF I

rr
N
VI 's

= X AR 47, X BRIV S5, R2 =418, EA AHH2IX] MS, thi2el T H&

TS oy QIS 2 SZSH0F St

Date Gbps
rate

Mbps

Kbps

bps

139

A
Cellular N/W
Short Range
N/W
LPWA
(LoRa, Sigfox)
10m 100m Tkm 10km
Coverage
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4 2 LPWA A% AFECIEY HEYA |

= LPWA ZQAM

= AEQIEU ML 7|22 Short Range Network0f| Z&HSHX| QECH

* Short Range Network0ll= CHEX 2 2 Wi—Fi, BluetoothZ} UL}

" Bluetooth?| & 22| KL 7kssHH 7|72 S4A| FEo] HOE

" Wi—Fi2|] 2 AP7} EXlist= XOIAMTH 0] 715 TE "HA7T AP 22 = H|otk|of
UL,

" A=UESoIM= AlSZHe] M2fS glol7] 25 Short Range Network 7[=0lM2| EHES
B2t5t M= FAH2|(LPWA) S410] H2HE
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I 4.2 LPWA(LoRaWAN) 4%, MEQIEL LIS ||

* LoRaWAN 7H& & EZ

» L oRaWAN(Long Range Wide—Area Network )= LPWA 7|& = SiLI=2 CI=2& HEkx|2l
LoRa AllianceOllA| 7|& 7H1YHS F

-

ofr

" A/B/CE}Q| C[HIO|AE MISSIH &fgtoll Helret Bl MEd 7}

= ADR ( adaptive Data Rate ) 7|2 At25I0 HHE{2]| EZ= 2 H|0|E| HEE &4t

= Channel Hopping ,Duty Cycle limited
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4.2 LPWA(LoRaWAN)

= | oRaWAN Z2jA

= X|X3} EFYO| [MHE ClHio|A A E X[HSHA ALZ
*Class A : ARXM3 x|™35}
*Class B : ¥2 XS

*Class C : X|¥&E x|X51 ( ARMEHO| 52)

868

433 915 430

142'

4% AEQIEY HIER= ||

Application

MAC
MAC options

Modulation

Regional ISM band

0T QF ZE 7|8t MEMHIA HLS YIS ALSLIELDE oneM2Me] Of3H



4.2 LPWA(LoRaWAN)

* |l oRaWAN EEZ2X| 72M

» |oRaWAN EEZ2X| M
« Z|Ho| HAZZ HIEHIOIM C|HIO|AZ H|0|E M&
* C|HFO|A 2] Hand—Over Itd SZIQ

Concentrator Network Application
/Gateway Server Server

asset
tracking

gas monitor

water
meter

trash container

3G/
Ethernet
Backhaul

vending || H
machine =

LoRa*® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

AES Secured Payload Application Data

143'
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I 4.2 LPWA(LORaWAN) 4% AFEQIE Y HET

* Ll oRaWAN 2 EZ AEH

= 7||0|EY|0]= Forwarding &tat 510 BHtnt HIEQ|T ML MAC AHIS HIA|X| X2

—
- Btz & EXIZ 2] ClHojA 8 829

WiFi |

¢ i

1 1

H 1

: i
—— i
1 -

| :

i |

v LoRaWAN !

i Master |

i :

: i

Backhaul i Backhaul -
IP Stack i IP Stack ;
| :

I :

i :

[

1

]

|

2

144'
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4.2 LPWA(LoRaWAN)

A EH

=2ES HEXA I

= | oRaWAN =2 E= AEH
2 PER( Packet Error Rate ) 2! SNR( signal—to—noise

= ADR(Adaptive Data Rate) 7|&
ratio ), RSSI( received signal strength indicator )Z}2 £A1510{ C|HIO|A HZ Date Rate

It S TS ZHsHs 71Y

* Oloje] H&E 2 A HiE2] EES Aol 57t

loT 2

3 MZAH|A HES ?Ie ARSQUE

IE{1} oneM2M2]| O 3K
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4.2 LPWA(LoRaWAN) 4% AZQIEIY YIEY |

* [ ORaWAN Al ||

» LoRa RF:= IP Al w79} C}2
AppEUI

=24 o{=2|AH| 0|4 ID

DevEUI

« 224 C|HIO|A ID

DevAddr

s Lora Alliance(7bit), UIEQ|3 MH(25bit)E &HsiT= WEYT T4

= key
* AppKey : A0 ClHIO|AZL HELT M7t SFE 7|

* Network Session Key , Application Session Key : AppkeyE 7|Hto 2 MME| Session Key
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4.2 LPWA(LoRaWAN) 4% AZQIEIY YIEY |

* | oRaWAN M| A|X| ZZBH

Radio PHY layer:

Preamble PHDR PHDR_CRC PHYPayload CRC*
Figure 5: Radio PHY structure (CRC" is only available on uplink messages)

PHYPayload:
MHDR MACPayload MIC
ar
MHDR Join-Request MIC
ar
MHDR Join-Response MIC
Figure 6: PHY payload structure
MACPayload:
FHDR FPort FRMPayload
Figure 7: MAC payload structure
FHDR:
DevAddr FCtrl FCnt FOpts

Figure 8: Frame header structure
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42 LPWA(SIQ FOX) 4% AF2QIEU IEY ||

= SigFox 7

= SigFoxe= ZEAO| SIGFOXAIMN FEsH= M FH7{2| S4A AMH[A

= ISM Band AE, C|H[O|AT HZ 1RE

= C|H}O|A 7} MESH BE H|0|El= SigFox Cloudof| ME=|H, AMH|A FXl= Open APIE O]
25t0{ H|0|E] =3

e-mail

» ><
>

-E\ Secure HTTPS .
P ti
S a b : Customer IT
E’\ -
Remote Monitoring
Sensor Nodes Sigfox Gateway Sigfox Cloud

148

loT 2 SAHE 7|8 MBAH|A HES ?Iet ARESQIESt oneM2ME] Of5H



I 4.2 LPWA(SigFox) 4% AFEQUEIY HEYS I

» SigFox 7|& E&l

. oSt S

, HIAIX] & Z=|ci 12byte TS Tts
= AMZFE 6712 HIAIX], 5t& Z|CH 140 HIAIX] TS 7Hs

* RF Band Width

* DownLink : 200khz
* UpLink : 200khz

= Data Rate

* DownLink : 600bps
* UpLink : 100bpsy
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4.2 LPWA(N B-lOT) 4% AFEQIEIY HEYA ||

* NB—loT 74 2 EZ

= NB-loT(Narrow Band IoT, SILHS AISQIE{HI) LTE, 3GS 7| O|SEAl HAHLH &
200 kHz2| LHEZZ 0|E5= LPWA 7=

- ALE 7HO| A% GIOJE A0 S5 72| ME Al 7IS2 ALSUEY M| A0 X

NB—loT= 3GPPO||A| Release 13 core part #5817} 161 62 22 E|YoH, 174 3
Release 14 core part 2 NB—loT Enhance &3} 228 SHE ¢t

ol tHES AIEstH S 220 k2t cidet the X|&

e

o

T=E LTE UIEXH3FS Otz &

ol
o
4>
30
(=]
[0
o
ok
N
I
Im
o
Il
[
N
or
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4.2 LPWA(NB-IoT)

* NB—loT &

» I TEm& Cat. 1, Cat. 0, Cat. M & NB—-loTE &5

» Release 132 LTE—M1} NB LTE-M F7IX| &S

Hl
oo

| 180kH: from 12x15kHz
subcarriers (OFDMA downlink)

| LTE 180kHz PRB
[Physical Resource Block

25x180k=—3

! 1 I
4.5MHr | - bx 180k>—3p " 11
e = J0BMHr 4

= Typical 5SMHz LTE carrier CatM ) "~ INBoT
SNHz with 25 x 180kHz 1.4MHz with 6 x 180kHz 200icHz from 1 x 180kHr

NB-loT in 200kHz GSM
spectrum with guard

TBC NB-loT excluded
from central 6 PRB

NB-faT LTE guord ™
band

NB-loT in 200kHz GSM
spectrum no guard

4. AEQUEY HERF I
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4.2 LPWA(NB-IoT)

= Ol HHiE JiC HHE =E
» O| HiE D= | TE [

HE D= [ TEQ|

= 2E= GSM UG L L8 20 E

4. A=QUES HIEAF I

HE NB-loTol &Estol 28

HS _v,smz,s S €8stH, NB—loT 7H2|0= LTES| 71EXI2| £

Her 2 2Esto

=
[S)

Mo
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4.2 LPWA(NB—IloT)

- AH 7H2]012] Z4 Fil= 100kHz =i 2ol {IX|

* L TEQI Sst RB AMZ
« 2HtX o2 RB #0~3, #47~49= M| if=H(PUCCH)E Al

4 Y cHE=(10MHz) >

¢ > LTE &4 tHH=E(9MH2) s >
LTEZI=EHE LTEZI=HIE
(~0.5MHz) (~0.5MHz)

RB, RB; RB, RB,

4. AEQUEY HERF I
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loT 2 SUE 7|8 MSMH[A JHLS

2|5t A2 IE{LlT} oneM2M2| O [5H



4.2 LPWA(NB-IoT)

* NB—loT QI HHE ZF1ps

PCE
* LTEQ} B4 0K subcarrier)Zt240| 15kHz2| Z4=Hj

- AH 7H2]012] Z4 Fil= 100kHz =i 2ol {IX|

™ I°=|'| |5_
* LTEQ} B4 0Hsubcarrier) Zt240| 16kHz2| &i4=Hj

*NB-loT SHE2 LTEStS| = SES ?lol, NB-loT iR BARFH S8 220 Fni+tg 2o
HFAHOut of band emission)#+Z2 H= sHokEt

g e CHEZ(10MH2) >
< > LTE &41 CHS=(9MHz) > >
LTEZIEHE LTE7IEHIE
(~0.5MHz) (~0.5MHz)

4% AF2QIEL HEYT ||

Zl X0l A LTES| CHH
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I 43 |PV6 4% AFRQIEY HIEYT ||

" |Pv6 70

= |Pv6(Internet Protocol version 6)2 7|1& 2lE{tl(Internet)0] IPv4 ZTE2EZSZ FI=E|0] 2
Lt IPv4 Z2EZ9| StA|MoZ QI5H XXl ClE{Yl 2X|7} of|Ax|0f Olof| CHSt LRt =

MEE

* |Pv4 A= WHE S22 LT ol FAE O B2 HEYZ 2st7| flsi UWES
3 majaHIE|0|M(Network Fragmentation)2 X|&Xo 2 F71510] 2tRE{0 L2 HEt=2

Z=1 UCt. o|2fet E2XME sHZSI2 At IPvEZ} H|2HE

s Pv4 Z=A JHA 232 =4.204,967,296
» IPv6 A Jh4 5128 = 340,282,366,920,938,463,463,374,607,431,768,211,456
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4. A=QUES HIEAF I

4.3 IPv6

i
>
OH

- ThA 37| B
* IPv4OllA THZ! 3717} Mt =0 UX[2E IPve= MEODYM SME A2 EX SAEAL0|2] lele| 2 f

U=E Histo] g1l
o
=9l 2t
it SAlof| e E6IHE Sl 54

QUEE THE CHAICIES AIRE

loT 2 SHZ 7|8 MEAMH|A LS 2l ARESQIES oneM2ME] O[5
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4% AF221EY YEY T ||

o.

I 4.3 IPv6

» ZE22 9|0|=2(Flow Labeling)
+Ed Efjml2 Hro| X2|E Sdoll =2 S| MH|IAE NHIE
| —
= 0IF 2 HO|S
<147l QI=1} H|o|E 2AM U H|UEE 7|52 IP ZE2EZEH|A|of 8HYE, SIXEIHE S8l M THs
olsd
*IPv6 SAEE= HERTL| S2|X fIX|of Mgt X ¢t 242 FAE RXISIHAE XIFE7 01T 7ts
joT @ ZaHZ 7jut HIZAHIA HLS 5t AZOIEIT} oneM2Me] O
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4. 3 | PVG A%F AFEIEY HIEYS ||

" |Pv6 A HA

= |Pv62| 128H|E FASZH2 CI21t 20| 16HIE(2ZEN)E 1612 HBISI0 8XI2|2
LIEH

*IPv62| 128H|E FAZZH2 Ct31t 20| 16H|E(2KEN)E 16ZTI+E HSoI0] 8XI2|2 LIEHY

- tHE2o] Xf2l7t 09| £XHE 27 El=2, 00002 slLte| 022 MatsirLt, &2 oI
Cl= 09 OS2 Qlo "' o2 MEk Jts
*Ex ) 2001:0DB8::1428:57ab

Hekstn ' = glol

=0

fjo
o

= o[ Mg 27|

2

rir
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4. A=QUES HIEAF I

4.3 IPv6

" |Pv6 & SF

» 2L|FIJAE(Unicast)
HE QIE{H[0|ARE ME

UE{HO|AS ?let MEXIZ FLIFHAE FAZ HINE oj g F=20f 2faH 2

212 s

o =
A= O

o C}OI

= OHL| FHAE(Anycast)
fo|Ate| CIE{H|O|AN| S El= FTAZAM OL|IFHAE FAZE HLfEI ii3l2 S OHLIFHAE FAE THE 7H7L2

.« 5hL
OIE{H|O|AR XM
«TA EHAMM QLIFHAER} TR EIIs

- QIE{HI0|AS S| ZEtS SISt AIEXIRA ZE| HHAE FAR BT TS i A0l ola AlEE 2E IEHo|

AR MY
EAE

= HE| FJ|AE(Multicast)
A

CHx (IPve= E2E IHAET} QI )

o =A 27} : 00::/8

T O

loT 2 SHZ 7|8 MEAMH|A LS 2l ARESQIES oneM2ME] O[5
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4.3 IPv6

" IPv6 =4 5| =

IPv4 Header

\ersion IHL Type_ of Total Length
Service
Identification Flags Sl
g Offset
Timte to Live Protocol Header Checksum

Source Address
Destination Address

Options Padding

Legend

Field” s name kept from IPv4 to IPv6
Field not kept in IPv6

Name and position changed in IPv6
New field in IPv6

160

4. A=QUES HIEAF I

IPv6 Header
Version Traffic Flow Label
Class
Next

Payload Length Hop Limit

Header

Source Address

Destination Address
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I 4.4 6LoWPAN A% AFZOIEY W= ||

= 6LOWPAN 7§

» BLOWPAN(IPv6 over Low—Power Wireless Personal Area Network)2 IETF2| 9IE]
Ul FAHof| st HZ J50|H IEEE 802,15 7|dHl HIEEHIE A5 SAS e = U

2 IPv6 IS 5185t ST A= HFHLISS XMooz £1 QUrt

* 6LOWPANE Adaption Layer0l| sHEstH HA™2H 2M Y EYIZ IEEE 802.15.4
MAC &1} IPv6AHIE AtOlof| 2 EEICt,

= Adaption Layer?| L 7|s2 sl &=(Header compression), IHZl THHSHPacket
fragmentation), A1&—-2 Z2(Layer—two forwarding) 50| /C}
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4.4 6LoWPAN A% AFZOIEY W= ||

= 6LOWPAN E% (1/2)

= XZ=E 3 250kpbse| M2 A=

= Star, Mesh Topology X|&

" HM ET7H SSHez 2|R IP UERISR} sS4 ™ ks
= WSN(Wireless Sensor Network)2| EXES HEE 71X|17 /o FIIXO 2

Adaption LayerE E35H 0|0| -TL:EIO-I U= IP HERZ QAUEEE ALE

162
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4. A=QUES HIEAF I

I 4.4 6LoWPAN

= 6LOWPAN £%! (2/2)

+g, Ermst 3

= |Pv6 {3l 2}
. HH%’J O] OS2 Mesh Hop S, Fragment 3lld, IPve &= &l
UDP &= sl 2 o
= |EEE 802.15.42| 16/64H|E FAE 0|28t IPv6 T4 XISMY
X|& (128H|E IPv6EA AF20| Ol 64H|E EUI-64 AlHXIZ 24-8H)
FSHZ MIS5H7| flsiM= AHOIEH 071 22,
cHdst xR 71s0] 2+1E

6LOWPANI} 2L IPHIERT 9| MS2
/HHI2} sub IP AHSOIAM {3l

ZolEflol= WA &=
718t HEMHIA WS 15 ALZRIEEt cneM2Me] Ofsh

loT 2 Z&4
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I 4.4 6LoWPAN A% AFZOIEY W= ||

" 6LOWPAN ZI2A

= |EEE 802.15.4 IPv62| Z=|& MTU= 1280byte0|7| LHZ0]| MA YHIEX =0 Z&t5HX]
oiCt,

* 6LOWPANZ| Z=|C MTU= 127byte

- &E &= Jle XY, BHHEet 7S XIH

= |P EEZ2X]| Of2{oilA &3 2§|0]0] Mesh Routing 3{&
(Mesh Under IP Routing)

= 802.15.4 Mesh =E 2|0j|A IP Routing &2
(Route Over IP Routing)

164
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I 4.4 6LOWPAN

4. A=QUES HEXHF I

" |EEE 802.15.4 2| =5d
D pan Dst EUID 64 S pan Src EUID 64
\‘\\:\\\ Lo/ //’/ Max 127 bytes
FCF
preamble E g (% Dst16 | Src16 —— Fchk
w | (@)
Network Header Application Data
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I 4.4 6LOWPAN

= 6LOWPAN I8 C|Xf2l {1 (HC1)

4. A=QUES HEXHF I

IEEE 802.15.4 Frame Format

Src EUID 64

D pan Dst EUID 64 S pan
\‘\‘~\\\\\‘\\ 1 1 Pt
~~. ~o \ 1 '/
S~o R \ 1 y
‘\z ~ 1 1 7’
- ‘\\::\\\ v’
preamble |2 |5 FCF 5| Dst16 | Src16
w |- o

IETF 6LoWPAN Format

Dispatch: coexistence

Network Header

Header compression

— || o
g10| 0
s | I I
Q a
9] 2la
E|°|ZT

Mesh (L2) routing

/

frag

dsp

mhop

frag

dsp

HC1

Message ) Frame fragmentation

v

Max 127 bytes

Fchk

Application Data

ﬁ
ﬁ
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I 4.4 6LOWPAN

4. A=QUES HEXHF I

= 6LOWPAN ZIZEBH C|X}2! 2 (IPHC)

IEEE 802.15.4 Frame Format

v

IETF 6LOWPAN Format

Dispatch: coexistence

D pan Dst EUID 64 S pan Src EUID 64
\\z\:: — L L Max 127 bytes
BREPG ‘I/l,/ —”’,
preamble |2 | §| FCF | Z| psti6 | srci6
» | J e
Network Header

dsp

HC1

Fchk

Application Data

%:) (@]
IP || = || IPv6Option =

Header compression

mhop

dsp

HC1

Mesh (L2) routing

ﬁ

frag 2
e}
frag _§ CI>

167

loT 2 SAHE 7|8 MBAH|A HES ?Iet ARESQIESt oneM2ME] Of5H

ko



4. A=QUES HIEAF I

Assignment

= Assignment 4

SIS AISQIEY SAM D2EE 70| ZEXQI

= X[O[=ol CHa Z=Alstr FeIsH2AIL.
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4. A=QUES HIEAF I

Reference

[4.2] LPWA(LoRaWAN)

LoRaWAN ZzHiA

% £X : https://www.lora—alliance.org/For—Developers/LoRaWANDevelopers
LoRaWAN EEZX| 724

2 £X : http://www.semtech.com/wireless—rf/internet—of—things/what—is—lora/
LoRaWAN Z2EZF AEH

2 &X : https://www.lora—alliance.org/What—Is—LoRa/Technology
LoRaWAN M| A|X| 54

sl =X

[4.2] LPWA(Sigfox)

Sigfox 7H'&
2 &X : http://www.libelium.com/sigfox—connectivity—waspmote—868mhz—europe—900mhz—us—long—range/

[4.2] LPWA(NB—IoT)
NB—loT =
J2 £X : http://www.newelectronics.co.uk/electronics—technology/Ite—for—the—iot—not—one—standard—but—
many/146360/
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5%t oneM2M Release 1
20| ML

oneM2MOi| CHat 7HE OleH = oneM2M Release 1 =2 E=0|
CHSH

Jon
i
roy

Ct.

— oneM2M Release 1 Z2EZ Il
~ MQTT Z2ES

— HTTP Z2ES

— COAPZEEZE
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5.1 OneMZM EEE_Z__ 5%} oneM2M Release 1

* oneM2M Release 1 T2EZE

» oneM2M+= loT/M2M(Machine to Machine)AMH|A S3HE BF=S 7H517| LIsH MIA|

x2 HES 7|HO| S0 NS 22Y HES 7|T0/CH

= oneM2M Release 1 #A2 7|&2(TS: Technical Specification)&2 {7 |X|2 MS
StH Z53(WG3/Protocols)HIME MA&HES TZ2EZ( MQTT, HTTP , CoAP)Zt2|

HiIE =S HolstAr.

= oneM2M Release 1 Z2EZ A& ZHol= AREQEYIC| C[HIO|A S| H|etXQl 2tAS
Ql5 7= CoAP, MQTT Z2EZTHS Hi2C}

fjo
[H0
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5.1 oneM2M E2E=

173 |}

" oneM2M Release 1 specifications

oneMzZM Release 1 specifications

5%t oneM2M Release 1

Latesi Reference WVesrsion Tille Date ARIB ATIS CCsA ETSI TiA TSDS1 TTA TEC

ETS 0001 1.61 Funclional Architeciure 01/2015 ATIS. oneM2M TS0001V161- TS 1182 101 TIA- TTAT.MM- TS-M2M-
2015 W1.0.0 5022 001 TS 0001 000Tvi.6. 1

o ETS 0001 1.13.1 Funclional Archileciure 032016 TS 118 101 TS-M2M-

V1.1.0 oo0iIvi 131

o ETSs 0002 1.01 Regquirements D1.2015 ATIS oneM2M TS0002V101- TS 118 TIA- TTAT MM- TS-M2M-
2015 102 Vv1.0.0 5022 002 TS.0002 0002vi 01

ETS 0003 1.0.1 Security Solulions 0172015 ATIS.oneMZM._TS00023W101- TS 118 TIA- TTAT.MM- TS-M2Z2M-

2015 103 V1.0.0 5022.003 TS.0003 0003v1.0.1

4 ETS 0003 1.42 Securily Solulions 022016 TS 118 103 TS-M2NM-
W1.1.0 0003v1.4.2

ETS 0004  1.0.1 Service Layer Core 0172015 ATIS. oneM2M TS0004W101- TS 118 TIA- TTAT.MM- TS-M2M-
Protocol Specification 2015 104 V1.0.0 5022 004 TS 0004 0004vi. 0.1

o ETS 0004 1.6.0 Service Layer Core 022016 TS 118 104 TS-M2M-
Protocol Specification V1.1.0 0004v 1. 6.0

ETS 0005 1.0.1 Management 012015 ATIS. oneMZ2M._TS0005V101- TS 118 TIA- TTAT MM TS-M2M-
Enablement (ONA) 2015 105 VI1.0.0 5022 005 TS 0005 0005V 1.0.1

o ETS 0005 141 Management 03/2016 TS 118 105 TS-M2NM-
Enablement {OMA) V1.1.0 0005wt 4.1

ETS 0008 1.0.1 Management 012015 ATIS.oneMZM. TS0006W 101~ TS 118 TIA- TTAT.MM- TS-M2N-
Enablement (BBF) 2015 106 V1.0.0 5022.006 TS 0006 0006V 1.0.1

o ETS 00068 114 Management 03,2016 TS 118 106 TS-M2M-
Enablement (BBF) V1.1.0 0006v1. 1.4

ETS 0008 1.0.1 CoAP Frolocol Binding 01/2015 ATIS.oneM2ZM. TS0002WV101- Ts 118 TIA- TTAT MM- TS-M2ZM-

2015 108 V1.0.0 5022 008 TS.0008 Qo08v1.0.1

o ETS o002 1.32 CoAP FProtocol Binding  03/2016 TS 118 108 TS-M2M-
V110 0008v1.3.2

ETS 0009 1.01 HTTP Protocol Binding 01/2015 ATIS oneM2M_ TS0009WV101- TS 118 TIA- TTAT MM- TS-M2M-

2015 109 V100 5022 009 TS 0009 0009v1. .01

4 ETS 0009 151 HT TP Protocol Binding 03/2016 TS 118 109 TS-M2NM-
W1.1.0 0008V 1.5 1

BTS 0010 101 MOQTT Protocol Binding 01/2015 ATIS oneM2Z2M TS0010W101- TS 118 TIA- TTAT MM- TS-M2M-

2015 110 V1.0.0 5022.010 TS.0010 0010vi.0.1

- ETS 0010 151 MOQTT Protocol Binding 03/2016 TS 118 110 TS-M2M-
W1.1.0 0010vi 51

o ETS 0011 Common Termunology 012015 ATIS. oneMZM.-TS0011WV121- TS 118 TIA- TTAT MM TS-M2M-
2015 111 VI1.0.0 50220011 TS 0011 001ivi 21

wr TS 0013 1.0.0 Interoperability Testing 022016 TS 118 113 TS-M2M-
W1.0.0 0013vi.00

r ETR 0025 1.0.0 Application Developer 032016 TR 118 525 TR-M2M-
Guide W1.0.0 0025v1. 0.0

II ZXpHIT =] E=1 HItS O|5 20 |E{ullp o Il
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5_ 2 MQTT 5%t oneM2M Release 1

= MQTT 74

» MQTT(Message Queue Telemetry Transport) = X[ 2 &A10| AlSH HEQTEHA0jA A
Z7], MM S =2 717|829 AMEM U= HIAIX] MEH(HH ZLIER)S 2I5HA IBMOIA] 1999
= of] JHLSt HAX] ZEES

» MQTT= AZ9| Publish/Subscribe Z2E=, M2M( Machine—to—Machine ) & loT 20|
M ALEE

174
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5.2 MQTT

175

. MHoZ SN oo|E M K| U
A3 71712] mojet MM HE

= & 71700 =AM AESH|
AAEE =0 U0IA of2d

2 UHE

3 g A HiE|{2|AH|7F B

+Zoll 7l

5%t oneM2M Release 1
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5_ 2 MQTT 5%t oneM2M Release 1

= MQTT E3 (1/3)

* Publish/Subscribe
*MQTT Z2EZSE M X|X|E wWaH(Publish) 5t FHIE F=(Subscribe)
* Publisher & Subscriber2 25 Broker0l| LSt 2210|HERZ EFESICE, Publisher= ETIS HSH517| I8t 2o 2
Subscriber ELIZ =517| 2§t EXMO Z Broker AHo| <A
* StLt 0]AH2] Publisher 2} Subscriber 7} Broker MHO| HZASHA EX
7t stLte| FHIE A= = US

mjo
10
A
[0
Hu
oot

mjo
T
g
R
rir
4
I
ol
1
30
[xl
ol
nl
5
()
lu
]
S

. . = Publisher S
= Publish/Subscribe S && - L 3.

Broker

| Topic
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5%t oneM2M Release 1

5.2 MQTT

= MQTT EZ (2/3)

» EIZ|(Topic)
* Publisher 2} Subscriber = HIAIXIE ziE T2 Wal/F2=0] Lo{LHCt 0|2 MQTTOHIA = EZ(Topic)ol2t2
THRIE HIAIX] 23l/T= Al O3 EEIS XA & U2 Wild Card 212 x|

St
=]

- ELS M) 2 PEE ASTEE

*Wild Card &%

—+ ( single — level wild card ) :
. 519 BRI RE XA,

B 172 ETE o= X

—# ( multi— level wild card )

* Wild Card At oA
—sensors / NODE_NAME / + / CPU

—Sensors / NODE_NAME / #

* QoS (Quality of service)

* MQTT= 3EHAI12] QoS(Quality of service)E M=
-2 O : HIAIX] =[] 1H MY | R4 7Isd US
MY B8 7tsd US

—EE 1 ALK E|A 1H ME
Bl MS0| QE
7|8 MZAME|A HES ?Ieh AREQIESat oneM2ME] O

—2d 21 HAIX] 2Bt
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5_ 2 MQTT 5%t oneM2M Release 1

= MQTT E3 (3/3)
« HIAIX] A

*MQTTE HIAIX| A AIABIE ZHEICH MQTT Broker AMH7} HIAIX] HAS BHST 0] 0|l HIAIKIS BB, HA0| 22 &
Of QU= OKZ2IAOIMSO0| HAIXIS SHO{7HS Al

» HIAIX] A0l Chsst FRIQ| HIAIXISO| S5 4 U=, HIAIXIS TE517| SisiM EL(Topic)g 0122 SH= HIAIX
4g otg
o{S2|70]d A oi=Zl7|ol¥ B

MQTT Broker

Sg|A0]M C Sg|A0|M D

178'
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I 5_2 MQTT 5%t oneM2M Release 1

= MQTT HIA|X| X84 (1/5)

= MQTT HA|X] ZZBHL fixed Header 2byteE M|2|5tTm HE SM

0 1 2 3 4 5 6 7
Byte1 Message Type DUP flag QoS leve/ RETAIN
Byte2 Remaining Length

179
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I 5.2 MQTT

180

= MQTT HA|X| X84 (2/5)

= Message Type

5%t oneM2M Release

Type Enumeration Description
Reserved o Reserved
CONNECT 7 Client request to connect to Server
CONNACK 2 Connect Acknowledgment
PUBLISH 3 Publish message
PUBACK 4 Publish Acknowledgment
PUBREC 5 Publish Received (assured delivery part 1)
PUBREL 6 Publish Received (assured delivery part 2)
PUBCOMP 7 Publish Complete (assured delivery part 3)
SUBSCRIBE 8 Client Subscribe request
SUBACK 9 Subscribe Acknowledgment
UNSUBSCRIBE 70 Unsubscribe Acknowledgment
UNSUBACK 71 Unsubscribe Acknowledgment
PINGREQ 12 PING Request
PINGRESP 13 PING Response
DISCONNECT 14 Client is Disconnecting
Reserved 15 Reserved

0T 22 S 7|5 HMBMHIA HLS I8 ALBRIELTE oneM2Me] Of3H




5.2 MQTT

181

= MQTT HA|X| X84 (3/5)

= DUP Flag & QoS level & RETAIN
* RETAINZ Publish HIA|X|O|A{2F AL

(Queuedll MFE HIAIX] RX| 0{F)

5%t oneM2M Release 1

Bit position Name Description
3 DUP Duplicate delivery
2—1 QoS Quality of Service

0 RETAIN RETAIN flag

loT @E Z8iE 7

|2 MZAH|IA HES 2
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I 5_2 MQTT 5%t oneM2M Release 1

= MQTT BIAIX] Z2H (4/5)

" QoS level

QoS Bit 2 Bit 1 Description

value
0 0 0 Fire and Forget ( Z/Cf 381 )

Acknowledged delivery ( ZO{Z &
1 0 1 o
H)

2 1 0 Fire and Forget ( Z/2t5/ 31 )
3 7 7 Fire and Forget ( &/l 1 )
4 7 7 Reserved

182
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5_ 2 MQTT 5%t oneM2M Release 1

= MQTT HA|X| Z8H (5/5)
" Remaining Length

« Variable header2 =&t x| HA|X[2] 27|12 AASE7| QISHA AFREIC} 1~4byte2 AFRSHH GO|E| I7|0f W2} 7HHZ

= Variable header

« U2 MQTT HHE2 7HH(variable) &l|lC] RAE ZSISICL 7MH so= 18 &2t H|0| 2= (payload) ALO]0 2{X].
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5%t oneM2M Release 1

5.3 HTTP

* HTTP 74
HTTP(HyperText Transfer Protocol)= QIE{4l A0j|A C|O|EIE F1 87| &lst M /ZE20|H

E QEs a=Es =2EE 0|},

= Web Browser2} Web Server?| EATO 2 Q& /2 (request/response) T2 EZ0|LC},

" HTTP &3 # HH

I D OB MO HABI0| 2 QXIS S6f EBHOE AHIA JHsiL.
FEHY : 17 B2 Aol S2t0loE0] 0l MES 2 4 glof S2toIHE0 iE HEE KX & 4 girt

= S210|AHEQ| LSt ME QX| (Stateless)= sHA

* Cookie : S2I0|HEO| Chet &Ei & 2t M5 =X siZ

184
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5.3 HTTP 5%t oneM2M Release 1

= HTTP SX8H%

= Client : AH0| E20|HE AZEQ[0{7} AX|El AFEZ URIE 0|23l AHHof| =5t o[o]
EIE RA(chrome, firefox, ie )

= Server: S20|HEL| QFS Yo} LI sliMsty SEHE si= 2AZEQ 07t AX|E AFE
(Apache, nginx, IIS, lighttpd )
Request
Client Server

Response
N J

185
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5.3 HTTP 5%t oneM2M Release 1

= HTTP HAE

= GET : MHE QX

= POST : MHE ¢

= PUT : MHE AH0|E

= DELETE : MEZ AlF|

= HEAD : 3|6 MEOIS QX

= OPTIONS : & A7} X|&Hst= HAES|
= TRACE : 22l0|HEQS| Q& His}

OpA

=
TT

186
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I 5.3 HTTP

—

= HTTP 23

= IXX =28 SH

. 2XX MZ
*200 :
* 205 :

43, 201 1 WEE, 202 : 518F, 204 :

ZiEIx X{MH 206 @ L2 M2, 207 : CIS &

= 3XX 2|CtoAIM
-300 : 02 MEH &= | 301 : 0| , 302 :
* 303 : 7|E}HX|E 7], 304 : =H™HE|X| =, 305 :

<400 : EXE 2F , 401: Het gi=, 403 : 3X| 404 :

187

I>|'
£Q
olo

HAOIS

6 : SIEEIX| = , 408 :

5%t oneM2M Release 1

ZEA AE
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5_3 HTTP 5% oneM2M Release 1

" HTTP S X 23 Hlo|&] =54

F HAIX] SE HIAIX]|
é N ( N
Request line Status line
\ ) \ J
Header Header
y < > <
Blank line Blank line
Body Body

- J \ )

Request line Status line

[Method] [URL] [Version][CRI[LF] [Version] [SC] [SPICRI[LF]

(SC: Status code), SP : Status Phrase
188 ||
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5 4 COAP 5% oneM2M Release 1

= CoAP 7l

» CoAP(Constrained Application Protocol) = F&X|Ha} I3l £&AE0| =2 HEQA
AN HAIFL| SIEHIHZE SEE|= MA| C|HFO|A 2| RESTful &l AMH|AE XI5} |

olst #st m2ES

= 5t ZREF AEHOR |EEE 802.15.4 &2 7[HIC2 411, HELT HAS2 IPv6E
AME
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5 4 COAP 5% oneM2M Release 1

= CoAP EX

= RESTful 7[die] MZ WAloZ J7[& HTTP Z2ES1 &7 Hat U AS0]| 7ts

HIAIX] EHHet 7Hsd0] R=

UDP &t&oliMe| 7L HAES HE| IHAES X|H

CoAPE &l2I&i(confirmable), H|&2 IS (non—confirmable), £2l(acknowledgement), 2|All

(reset) 47}X| HIA|X| Efle 2 X9

CoAPE HTTPL| LM Z2EZE At HTTP &=0]| ot

190

loT 2 SUZF 7|8 MSMH|A LS et AEQUEAUT} oneM2Me| O



I 5 4 COAP 5%t oneM2M Release 1

REST

A
Y

Internet Constrained environments
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5%t oneM2M Release 1

5.4 CoAP

* CoAP X2| HA|X]

= Confirmable (CON)
* HIAIX| HEhof| st ST E= HAIX[7F EEHU=X] 27| 26 AFE
« SE HAIX|Z ACK/RST HIAIX|E &S
= Acknowledgment (ACK)
* CON HIAIXIOl ch3t SEHACK) HIAIXI , HIAIX] ID(mid)2 7
- 2t HAIX|2 ACK/RST HIAIX|E 2t
= Reset (RST)
« 2210|HE0| A CON HIAIX|E BUAXTE Z2M|A0| AiiE L
L0l ) =0 TR

Non—Confirmable (NON)

* ACKE 275HX| §4= MIAIX| EHY

- of) MMZ HEQ| B

ol
| |

Hel gt ¢

I8t AE2IE Lt oneM2M2] O [sH

re

= 718 MEMEIA LS

loT LE SSHiE
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I 5 4 COAP 5% oneM2M Release 1

* CoAP HAE

0II

= GET : st URIO| 2laf 2|AA AEHXI0f| CHet MEHE X35
= POST : &35t URI 520l MHO| 2|AA update EE= create 2F

= PUT : &St URIO|| 25l 2|AA AHXIE message body2l 20| update 5t7| {8t 2@H

= DELETE : 3st

rolI

URIOIIA S| 2|AA AEXIE X|27] ?let 2F
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5 4 COAP 5% oneM2M Release 1

= COAP M|A|X| =t

» COAP interaction £ Client / Server D21} SA}
= HTTP2} Z0] URI , Content—type & X|&

» MA|X] w2t EESH HTTPR SAIACKE 2751X| o= HIAIX| EFY

2.05 “(temp 10C ..

Client Server Client Server

I CON mid=47 | I CON mid=53 |

: GET /temperature : : GET /humidity :

- - — — >l - - — — >l

I I

I I

ACK mid=47 : ACK mid=53 :

I I

C——— = |
I

loT 2 SUE 7[8 MSAMH|A JHLS I8t A=E2IESat oneM2M2| O[5H

I
I
I
I 4.04 “{Not ..
I
I
|
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5 4 COAP 5% oneM2M Release 1

* CoAP X{2|(transaction) 22!

= UDP

* CoAP2 UDPE 0|235t0 ALE3t7| 2IsH H2l

* Transaction —
Application
» end—point2}2| £t M|A|X| mSt
* CON, NON, ACK, RST
CoAP REST
= REST CoAP Transactions
* Transaction?] piggyback
s SHIC M
(URI, content—type ) ubP

195
loT 2 SHZ 7|8 MEAMH|A LS 2l ARESQIES oneM2ME] O[5



I 5 4 COAP 5% oneM2M Release 1

* CoAP M|A|X| ==BH

0 1 2 3
01234567890123456789012345678901
e s e e e T e e e e e e e e e e A e et sl e e e
|[Ver| T | OC I Code | Message ID |
e e e mat e e e S et s

| Options (if any)
t—t—t—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt -ttt —t -ttt
| Payload (if any)
e e e T Rttt s B e e e e s

Ver: Version,

T: Transaction Type (CON,NON,ACK...)

OC: Number of options

Code: Method or Response Code

Message ID: A unique ID assigned by the originator
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I 5.4 CoAP

= CoAP HIA|X| 2|&l T =

coap-03

coap-06

240 Token Option required
241 | Uri-Authority Option required
242 | Critical Option not supported

Code | Description Code | Description
- 1 GET 1 GET
2|2 POST 2 POST
E 3 PUT 3 PUT
4 DELETE 1 DELETE
40 100 Continue - -
80 200 OK 69 2.05 Content
81 201 Created 65 2.01 Created
- - 66 2.02 Deleted
124 304 Not Modified 67 2.03 Valid
- - 68 2.04 Changed
160 | 400 Bad Request 128 | 4.00 Bad Request
. . 129 | 4.01 Unauthorized
= = 130 | 4.02 Bad Option
. - - 131 4 01 Forbidden
é 164 | 404 Not Found 132 | 4.04 Not Found
= | 165 | 405 Method Not Allowed 133 | 4.05 Method Not Allowed
e |- - 141 4.13 Request Entity Too Large
175 | 415 Unsupported Media Type | 143 | 4.15 Unsupported Media Type
200 500 Internal Server Error 160 5.00 Internal Server Error
- - 161 | 5.01 Not Implemented
202 | 502 Bad Gateway 162 | 5.02 Bad Gateway
203 | 503 Service Unavailable 163 | 5.03 Service Unavailable
204 504 Gateway Timeout 164 | 5.04 Gateway Timeout
- - 165 | 5.05 Proxying Not Supported

Source: Thomas Pétsch, ComNets, Master Thesis, 2011

5%t oneM2M Release 1

Structure of the 8 bit
Response code

012345¢%67
R It S B e s
|class| detail |
t-t—t—t—t-+—+-+-+

3 classes:
2 — Success
4 - Client error
5 —Server error

0123456867
R o e T
|class| detail |
ft=t—t—t=t=—t—t—+
|1 00/0010 0]
t—t—t—t—t—t—t—+—+

4 : 04
E.g., "Not Found" is written as

4.04 - indicating a value of
decimal 132.
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I 5 4 COAP 5% oneM2M Release 1

* CoOAP 2M

* Content—Type : Specifies the format of the application payload
= Max—Age : Maximum age for a message to be cached

= Proxy—Uri : Defines an absolute Uri to a proxy

= Token : Matches an asynchronous response to a request

» Uri—Host : Specifies the Internet host of a resource (only added if not representing the
destination IP address of the request)

= Uri—Path : Specifies the resource of the host

» Uri—Port : Specifies the port of the host (only added if differs from the destination UDP
port request)

= Uri—Query : Indicates additional options for the request

= Ftc..
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5 4 COAP 5%t oneM2M Release 1

199 I

" CoAP HIAIX] & SZ} ol

Client Server
| l
|-- CON + GET/ temperature [MID=0x7d34]------—--—--———————- rdl
| l

0 1 2 3

0123456789012345678290 678 901

et - —+-t= bttt R s
TS '
e e B B e e e e i S ottt

Il 9 | 11 | "temperature" (11 B) ... URI Path option

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—t—t—t—t—t—t—+

Client Server
| €=mmm e ACK [MID=0x7d34]----—=-=———————mmmmm o [

0 1 2 3
01234567890123456789012345678901

b - +— = R T s e B
i oo 0 T e SR S e T e et T e
| "22.3 C" (6 B)

.
tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t =t =t ==ttt —F Pt =t —+—+—+ 2 : 05
S et St R

69= 10100010 1|
o e S e S
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5 4 COAP 5%t oneM2M Release 1

A
v

Freight Supervision Unit

® s Q‘ ““““““ (FSU)

s Q
o 802 154 based ” P
UDP WSN (tp) s
2 Q Sensor Node é BLOWPAY edge router Cellular/Satellite/ WLAN

Resource | GET | PUT | Comments Efsource g ET|PUT z?::gﬁm e
Ist X Temperature integration into
/sh X Humidity 6LoOWPAN/RPL network
/sv X Voltage /warntemplow X Below Warning
Ir X Temperature, humidity Temperature Low
and voltage together /warntemphi X Above Warning
/ X X LEDs Temperature High
/ck (X) | X AES Encryption Key

More details: http://www.intelligentcontainer.com/
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5 4 COAP 5% oneM2M Release 1

= CoAP vs HTTP

— L Client Server
" UDP Z2EZ 2l0oflM MEIY U= | l
CON mid=48
SLIFHAE U HE|FHAE X| 2 : Token = 3a :
« i, ZHCkst S XER| O] | GET /temperature |
|- - - d
_ I ACK mid=48 I
= HAIX] mekE H|IS7[XMe 2 Jts | €¢— — — — — ———— — — ] |
= Application 1} UDP Z2EZ= A} T}me Passis
e.dg.nms
ololl 2742| sublayerE 7+& | I
CON mid=783
= AMHE Well-know Z2|AA URI 2 : Token = 3a :
Sall 23S0 SE2 WIS, | _ 205 Gempi0C. |
( Resource Discovery ) | . |
I ACK mid=783 I
|- ———— = >
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5 4 COAP 5% oneM2M Release 1

= CoAP vs HTTP

= MQTT
HISH 1=S J|HIO 2 QU Broker AH2F HZ(M:N)
*Broker A{H0Oll= HIAIX|[7} 2 SAISI LSXt0f| A HE
‘X|&&Ql HE XA, HAlZH Moy ME
*TCP/IP 7|t Z2EZE (TCP AIR)
*MH|A HiA 7[50] 212, DNS-SD,SSDPS2| =80| 2

= COAP
*StLt2| M2} StLtel S2I0|HET} Folst= WAl(1:1)
*O[HIE 7]dt Cj[o|e] Silof FXet

HEHE0IA e FEol L

.|_|_2

oo

UDP T2 EZ0OI2 Al

‘MH|A A 7SS 7|2XHeR MB
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5%t oneM2M Release 1

I Assignment

= Assignment 5

e Z23MS 95| 2
o| ofz! MQTT
ofl Ha M =& 32|10 FHASIHE T2

U-'- 1] fjo
rol
2.'='

HT
>
o
’=>lT=I -
om
I|:|
IZI:.:
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Reference

[5.11 MQTT
MQTT £

T2 Ex : B2 ALSQIEHIHS|, (0T XASHAY TS XI2

[5.4] CoAP

CoAP %2t

O &X @ 77th IETF core WG presentation
CoAP X{2|(transaction) 2!

1% £X : https://tools.ietf.org/html/rfc7252
CoAP HIA|X| 2[R E

a2 &X : https://tools.ietf.org/html/rfc7252
CoAP HIAIX] & SEH0]||

a2 £X] : https://tools.ietf.org/html/rfc7252
CoAP HIAIX| & SZH0]|x|

2 &1 : https://www.intelligentcontainer.com/

5%t oneM2M Release 1
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— oneM2M Release 2 Z2EZ 7Hd
— Web Socket T2EF

- MQTT Z2E=

— CoAP Z2EZE
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I 6.1 oneM2M Release 2 ZEEZ=

207 I

* oneM2M Release 2 specifications (1/2)

oneM2M Release 2 specifications

Latest Reference Version Title

**

*

TS 0001

KBTS 0002

KTS 0003

TS 0004

TS 0005

KBTS 0006

TS 0007

TS 0000

KBTS 0010

ETS 0011

BTE 0012

TS 0014

BTE 0015

TS 0020

2.10.0

204

241

271

200

201

200

281

241

241

200

200

200

200

Functional Archifecture

Requirements

Security Solutions

Sanvice Layer Core Protocol

Managemeant Ensblemeant (CMA)

Managemeant Enablement (BBF)

Service Components

HTTP Protocol Binding

MQTT Protocol Binding

Common Terménclogy

oneM2M Base Oniology

LW2M Interworking

Testing Framewaork

Websocket Protocol Binding

Date ARIE ATIS CCS5A ETSI

082016

0872096

08r2016

0af20%8

082016

0872015

08/2016

082016

082075

0a/2096

08/2016

08/2016

082016

082016

6%t oneM2M Release 2 & A&

TS 118 102
V2.7

TS 118 103
V241

TS 118 106
V200

TE 118 109
V21

TS 118 110
V241

TS5 118 111
V241

TS 118 112
V200

TS 118 114
v2.0.0

TS 118 115
V200

TS 118 120
V2.0.0

TIA TS5DSI TTA TIC
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I 6.1 oneM2M Release 2 Z2EZ=

208 I

* oneM2M Release 2 specifications (2/2)

*

TS 0021

7S 0023

B7S 0024

ETR 0001

TR 0007

ETR 0008

ETR D012

ETR 0018

BTR 0017

ETR 0018

ETR D022

BTR 0024

200

200

200

241

211

200

200

200

200

200

oneh20 and Allkoyn Interworking

Hesme Applisnces information Modst and Mapping

DI Interwodking

Uze Casas Colaction

Study of Abstraction and Semantics Enablerments

Security

onabPW End-ic-End Security snd Group Authenbcation

Stugy of Authorzation Archatacture for Supporng Heterogeneous Access
Control Pobces

Home Diomain Abstrect Informsbon Moded

Incustriad Domain Enabiemant

Cortinuaiion & infegration of HE! Smart Home sctivities

3GFP Heleace 12 Infenworking

De2018

082035

peR0e

082018

Dar2016

082018

082010

0efte

022040

022018

082016

082018

TS 11211
Vang

TS 118 122
V200

TS 118 124
Vaoo

TR 118 512
V200

TR 118 518
V200

TR 118517
V200

TR 118 617
V200

TR 518522
V200

TR 513 524
V200

6%t oneM2M Release 2 & A&
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6%t oneM2M Release 2 2! Al

>

6.2 Web Socket

* Web Socket 7
|HtO 2 HTTPCO| THE

M2 SlES 252 St OI2ES

" HTTPS 7

Moz Qlsf| 10tH9|

" HTTPE H&S |XISH| = £ 20
2= IHHo| ZRSHH 2E 2 SiCiniYo] SEE0f S0iZiCt E5 MAZH M5
o ZIC}
AEGIE S&strt

{5HH UTF8E=oH H|A|X] =0l

=5 g MSME|A HES et ASQIEWI oneM2Me| OfH

loT @E Z=E 7|8t
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I 6'2 Web SOCKet 6%t oneM2M Release 2 & Al

* Web Socket EZI

= 2 EAIOAC] AIA|ZF T4 QHHESE EAl K|S

—

2| SA| BEA =8 0|

O

a
o

" HTMLS 7|2te| AEE[Y | HFLA0[M 2y X|E

= 7|= AAIZE HIO|E] H2IE YSHA] HTTPAOIA IO|EIE Push 517| {|§t HtAlQl
CometS CHA|
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I 6.2 Web Socket

211

= Web Socket 1}

Bat2X

6%t oneM2M Release 2 2! Al

>

M

HTTP:
Web Socket AI2 705
Web SocketS 8t magic key

HTTP:
Web Socket =H| 2t=2

Web Socket: G|O|E m&t
0x00 { UTF8 payload ) Oxff

Web Socket: HAS=
O0x00 Oxff

loT 2 SHZ 7|8 MEAMH|A LS 2l ARESQIES oneM2ME] O[5



>

6.2 Web SOCket 6%. oneM2M Release 2 & &

= Web Socket H|A|X| Z&H (1/2)

0 1 2 3
0123456788012 345e788012345e7828¢01
t—t—t—t—t——————— s S e +
|IFIRIRI|IR| cpcode|M| Payload len Extended paylead length |
ITIsIsls]  (4) |&| (7]} (le/e4) |
M| VIVIVI | 5 | (if payload len==12&/127) |

|

| 1112131 | E |
s T e it T
| Extended payload length continued, if payload len == 127 |

+ - = — — — m — m m m m m e
| Masking-key, if MASE =set to 1 |
| Masking—-key {continued) Paylocad Data

e - - - - - - - - - - - - - - -t

Payload Data continued ...
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I 6'2 Web SOCKet 6%t oneM2M Release 2 & Al

= Web Socket H|A|X| ZEH (2/2)

= Opcode : SXl =8| AEH
» Mask : SHE ZE Zt0| 1 AR Payload Data ZIEE Masking—key ZIEZ XOR 4t
* Payload len : Payload Data2| ZO|

* Payload Data : HIO|E| Z}f EE

213
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6-3 MQTT *Elg 6%} oneM2M Release 2 & A

 MQTT &l& 22X

* MQTT Z2EZS O6HE &7| flet ZiHset xE

|El

20w 7

rol

AL
n AIE

Al 24

o

riok

0

« = 10 64bit

*Ruby 2.3.3

*Mosquitto 1.4.7

* (optional) Raspberry pi

=L REE Tl
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I 6'3 MQTT *Elg 6%, oneM2M Release 2 ¥ &&

= MQTT &t x| (1/5)

= MBI mosquitto—1.4.7—install-win32.exe LIS AEH5I0| mosquitto AX|, MX| A| B2

(5 mosquitto Setup - _ ™,
Choose Install Location =
Choose the folder in which to install mosquitto. Cj

Setup will install mosquitto in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

| C:mosquitto Browse...

Space required: 462.0KB
Space available: 28.7GE

<gack || mnstel | | Concel
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I 6'3 MQTT *Elg 6%, oneM2M Release 2 ¥ &&

= MR F AMX| 22 0|S51 MEBOt A7 ( libeay32.dll, ssleay32.dll, pthreadVvC2.dll )

| = = | mosquitto i — (m] *®
El = == = )
B 0 Sieen ¢ [® X = BT [4B¥- B
4= Fp7I00 WAL BOTRY o o o =n Mm O M — a@ “°F ialate
e [ %= 707 2927 . e~ - wEe  EO - go A1t 9%l
SEEC =4 ME QST 27 u=
- - » LLPC » EF O23 (C) » mosquitto v O mosquitto 4% e
#* HEZ 77| e T - S
e se . : devel
[ ] acifile.example KB
‘_ t2=L * [ changeLog s8KB
& 24 * [ edivio 2 2K8
= ALY * ] epl-v10 2 12KB
ICOIN + [3l ibeaya2.di 201 232K8
MOTTRZS || mosquitto.conf 201 S 6KE
oneM2M EE 7jg L4 mosquittodil 2 38KB
b [# mosquitto 2 21KB
[ mosquitto_passwd 14KB
& OneDrive % mosguitto_pub ) 20KB
3 pe lTj mcmui.tw_suh ™ _axE
= | mosquittopp.dil = 4KB
et 2T |4 pthreadvc2 dil = S5KE
[ pwile.example = KB
[] readme.md 2015- = 1KB
[5] readme-windows 2015-1 : 3 3KE
=] ssleay32.dll 2015- H 201KB
@@ Uninstall 2017 » 62KB
971 BE 374 BE HUTE 1.53MB == &=

216
I loT 2 SAUE 7|2 MEBAH|A HES ?let AFEQIEStoneM2Me] OfH



I 6'3 MQTT *Elg 6%, oneM2M Release 2 ¥ &&

» MQTT &t Mx| (3/5)

* MQTT S2}0|HE MIZS I8t Ruby AIE

= MBI rubyinstaller—2.3.3—x64.exe TYE AMalSH0] ruby AX|

i) Setup - Ruby 2.3.3-p222-x64 - - b ¢

Installation Destination and Optional Tasks “

Setup will install Ruby 2.3.3-p222-x64 into the following folder. Click Install to
continue or dick Browse to use a different one.

Please avoid any folder name that contains spaces (e.g. Program Files).
c: #Ruby23-x64 | | Browse...

[ install Td/Tk support
[[] Add Ruby executables to your PATH
[ Assodiate .rb and .rbw files with this Ruby installation

TIP: Mouse over the above options for more detailed information.

Required free disk space: ~52.8 MB
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I 6'3 MQTT *Elg 6% oneM2M Release 2 L A

= MQTT &+ A x| (4/5)

= WindowO0]| AX|=! Start Command Prompt with RubyZ &gl | Ct= ofzf 12 Y HHOE
AF25H0 matt 2Ho|E2{2] MX|

= gem install mqtt

EX Start Command rrcmpt with Ruby bad - O X

Age of Empires®: Castle...
ek

3D Builder

Windows ZA%

218
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I 6'3 MQTT *Elg 6%t oneM2M Release 2 & A

= MQTT &4 MX| (5/5)

Window & ruby : http://rubyinstaller.org/downloads/

» |ibeay32.dll, ssleay32.dll : http://slproweb.com/products/Win320penSSL.html

* pthreadVC2.dll :
ftp://sources.redhat.com/pub/pthreads—win32/dll—latest/dll/x86/

= MSVCR100.dll 0il2{ 32 H|E :
http: //www.microsoft.com/download/en/details.aspx?id=8328

= MSVCR100.dll 02 64 H|E
http : //www.microsoft.com/download/en/details.aspx?id=13523
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6%t oneM2M Release 2 2! Al

>

6.3 MQTT &

>

= MQTT Broker Al &8l (mosquitto)

= 22X} HoleZ FY TFEIZE AM = of2ff FHE ALE5HH MH Z

OII

= cd C:Wmosquitto

" mosquitto —v

[ [ER-E{E

o] v =

g

B Start Command F A
24 &}
2] emdjjs

= [EFH-HZ] LORA-AT-CMD-V0.2.pdf
ser_conn_cmd_decoder.cconnectivity2|
B ser_conn_cmd_decoder.cconnectivity2] -
ser_conn_cmd_decoder.hconnectivity @) -
ser_conn_emd_decoder.hconnectivity2] -

B ser_conn_dtm_cmd_decoder.c
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6%t oneM2M Release 2 2! Al

>

>

6.3 MQTT &

N

= MQTT Chatting Client 13l ( Ruby

= Start Command Prompt with Ruby IS E5j & Al

= cd C:W

" ruby OjEH.rb 2UXIZL

BN 4= Start Command Frn::-mpt with Ruby - ruby Chat_Examplerb persont
1 [xBd-mingw3Z]

221
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6-3 MQTT *Elg 6%} oneM2M Release 2 & A

= RubyZ A28t MQTT Chatting Client H|Xt

- MQTT Mg EZ Ea] U AJAH 2EE

([ Chat |/ public | 7 [ userRNAME |

GROUP_NAME ]

Client User

Sub Thread

Chat/public
Chat/public/USER_NAME
Char/GROUP_NAME

MQTT
Pub Thread Broker server

Chat/public
Chat/public/USER_NAME
Char/GROUP_NAME

222
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6.3 MQTT &5

= RubyZS AI2SHMQTT 2jo|E2{2] APl A2 (1/2)

= API 2foj=2{2| M

* require 'rubygems’
require 'matt ‘ # sHE TE 2012 E35l matt 2l0|E2{2|E BEE

= MQTT 22|0|¢UE QEXNE MM

e mqtt = MQTT::Client.new( ‘MQTT broker ip =&’ )

= MQTT S2l0|HE QEMEES AL Hs

* magtt.connect('test. mosquitto.org') do |client|
# perform operations
end

6%t oneM2M Release 2 2! Al

>
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6%t oneM2M Release 2 2! Al

>

6.3 MQTT &

>

= RubyZ A28 MQTT 2}0|E2{2] API AF2H (2/2)
« 4isH AP| (Publish) : &3ist ET of HIAIXIS QI

* client,publish topic, payload

= J1= API (Subcribe) : 1E& EZIZ 2l

« client.subscribe( 'topic1 )

o
Ral
£d
|0
Hu
o
.I-I.I.

« client.subscribe( 'topic1’, 'topic2' )

* client.subscribe( 'foo/#' )

= OAIX] 27| : Exint siE EXiof HAIX] A

* HIAIX] 7] EX e EXO| o|AIX] 44

224
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I 6.3 MQTT ¥&

225

* MQTT &5 oM 2=

var net = require('net);

var util = require('util’);

var fs = require('fs’);

var xml2js = require('xml2js');
var gpio = require('rpi—gpio);
var raspi = require('raspi);

var PWM = require('raspi—pwm').PWM;

var 12C = require('raspi—i2c').12C;
var i2c;
var pwm,

var sh_timer = require('./timer');

var usecomport = ";
var usebaudrate = ";
var useparentport = ";

n

var useparenthostname = ;

var upload_arr = [];
var download_arr = [];
raspi.init(function() {
i2c = new 12C();
pwm = new PWM();
D;

6%t oneM2M Release 2 2! Al

>

MQTT g S20|HE LA
W& Ww usr_name HIA|X|

Lt7171: ¥Waq HIAIX|

Al
=

o
ruby Chat_Example.rb §X{0|&

0t

I:II-I:éI-l .

SUZ 78 MEME|A LS 22t AZ UL} oneM2M2| Of5H



6.3 MQTT &5

* RubyZ AlE¢et MQTT Chatting Client

BN 4% Start Command Prompt with Ruby - ruby Chat_Example.rb personi
ruk " i=11-21 revision 968597 [xBd-mingw:

mosgquitte -v

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
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6.3 MQTT &5

6%t oneM2M Release 2 2! Al

>

= Raspberry pi 24 MQTT Chatting Client 4 AX| (1/4)

= 2E20AM mosquitto A AlsH

= MQTT Chatting Client Of|X| AA HA

X 780 Eusr_name
usr_name=ARGY[ 0]

# localhostld H A1 2 matt AMEHH &

AEmgtt = MOTT::Client.newi’

227

localhost * )

matt = MOTT::Client.new{ "210.107.192.185" )
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I 6.3 MQTT &

>

6%t oneM2M Release 2

a| Al

A
< =2d

= Raspberry pi 4 MQTT Chatting Client 4 AXx| (2/4)
- E ; —
= Pi 2] home ZC0| samba& AFE5IH ruby &AA T ME
o B S pi “ - o ¥
R 87| %
: o E
[ quesne ®0F2002E 2002 o[ HeRez  Quawase [
E HE o2 Sl e [ o2 2z /L
T oEgsEEE gpes T
%o ARTRES | REES Jm. Eies gl ZR [ 2332 /@8 -
& 30|0p2 7 27 EA/E7)7|
< v > HEHI » 19216807 » pi v B | pl T p
(cO Ao ’ cEREl g3 27)
MaTTe= B g _sx1272 2016-09-26 25 . T2 =4
Poster Malicious_Fxample 2016-11-24 2% DY =G
e EROA3(C) node_mobius 2016-12-14 2. oY =4
_ receive_gxample 2007-01-08 2% I EH
& OneDrive o i - el
RF96(5X1272)_DEVICE_miniGateWay 2016-11-24 23 . MY 24
@ U pC send_example 2016-11-24 2% oY 04
04 Chat_Example 2017-01-18 2= RBIIY 2KB
& HEQa : £
= W
RS 1 5 HET 11868
228 |
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I 6'3 MQTT *Elg 6%t oneM2M Release 2 L A

= Raspberry pi 84 MQTT Chatting Client &4 AX| (3/4)

O

* putty L= LCD A3ZIS A3l Raspberry pi <& £ Ol HAO AR

= sudo gem install mqtt

* Rubygems 17| X|E £t matt 2t0|E2{2| AX|

EF pi@raspberrypi: ~ b — O *

udo gem install mgtt

ion for mgtt-0
mn for mgtt-0

229
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6.3 MQTT &5

6%t oneM2M Release 2 2! Al

>

» Raspberry pi 24 MQTT Chatting Client &4 AX| (4/4)

» Ofz HHEONE AFESI0d MQTT Chatting Client

» sudo ruby ./IIYH SX0|E

B pi@raspberrypi: ~

Als
AlsH
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I 6.4 CoAP A&

6%t oneM2M Release 2

S LT =t E0E Oi0| = EG0] & AMEsIH X%
" El—r-u-ECOAPthon =0O= 00| = EEO'I sambas AIEo Iol-
(- = [ e — ] >
L p
s s =
== =1 b EEHLE7 j S
ol = U Wi BE SA - x = - |\/
HES ZRZIO0 ®A SC97 o Lo OIF =mA AR o A 24
ks [f] =71 527 oy - om- | - mE7 | =Q -
sanc P ME Or=7)|
- w > HEYI 5> 19216807 » pi v || | pr A )
oTE] = AT 2Tt 2= =7
v 3 HE 717
———. " CoAPthon 20f7-01-1s @ . LY EH
= gw_sx1272 2016-09-26 @= . G}
[=] C
!' gEE= " Malicicus_Example 2016-11-24 @=_ m}
[ = o node_mobius 2016-12-14 273 o
[&=] AFEL + receive example 20 og 2= m}
loThetwork RFO6(SX1272)_DEVICE_miniGateWay 20 49=. o
pi send_example 2( 425 o
B o] Chat_Example 2017-01-18 2= 2KB

i, 2@ C|A3 (C)
» @ OneDrive
> Bl L pC

> B HEYS

ol Al
=< =2

a3
=
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>

6-4 COAP *Elg 6%t oneM2M Release 2 2! Al

= CoAP AH MX| (2/3)

= putty EE= LCD A3RIE AME3H Raspberry pi &4 £ Of2ff HEON A2

» sudo apt—get install python—pip

x| 2= Al of2ff a3t Zo| &

B pi@raspberypi: ~/CoAPthon i - O %

232
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>

6-4 COAP *Elg 6%t oneM2M Release 2 2! Al

= CoAP AMH Ax| (3/3)
= OlZff BHOE XIHZ =I5t0{ CoAPthon x| = ofzlf J2iat 20| CoAP AMH| A
= cd CoAPthon
= sudo python setup.py sdist
» sudo pip install dist/CoAPthon—4.0.0.tar.gz —r requirements. txt

= coapserver.py —i 2f=H|2|Z}l0]ip

@ pid@raspbermypi: ~/CoAPthon - O >
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I 6.4 CoAP A&

234

» 2IE2 CoAP 2210[¢

» Firefox CIE{Yl HEIRHE AX|

= OfzH

FTAR 0|

5l Add—On

E 4X|

M X|Copper Ax|

>

6%t oneM2M Release 2 2! Al

» https://addons.mozilla.org/en—US/firefox/addon/copper—270430/

= 33 Zo| FA Hof

“coap://2t=H|2|oo|FA"

- = o b3

(4] 132168 07-5683 X U
€ 0 coap://192.168.0.7/ w e & & 9QH =
@) ring Y Discover| B eerEdrost EJrur EJomee B Obser\te‘ Payload - Behavior - 9=
|| [ pebug control Reset
Opened coap://192.168.0.7/ B b
~4* 192.168.0.7:5683 Header value Opti wal Info | uSe e (. ar SIng x|
~ @) well-known Type ~ Request Opfions
@ - Code : |Accept |
MID -
T i Content-Format
® dong Token v |
Payload =
& Incomin g (Y Rendered & Outgoing 5 Block! (Req) Block2 (Res) Auto
use X
— ~
CoAP Message Log
Time CoAP Message MID Token Options Payload
I =g 2 ol = =
loT @E ZMSF 7|8 MBAHIA JHLS 2ot AELIE Yt oneM2M2| O|sH



6.4 CoAP A&

235 I

= Y= CoAP ZZI0|HE AL (1/5)

= GET : 2|l&A ZE0fA

AE

2 GET HERZ 2|&A X3

| i |
e — o s
[Ed 192.168.07:5683 X 4
€ ' coap://192.168.0.7:5683/basic & | Q spgarch v B ¥+ # m =
@ Ping k5. Discov ST e PUT w DELETE @ Dbserve| Paylead ~ Behavior ~ ]'_"l =
0 . w [ pebug Control Reset
2.05 Content (Blockwise) (Dow finished)
AN Token ~
[« 1" 192.168.0.7:5683 Header Value Option Value Info LI36. ek x|
~ @) well-known Type  ACK Blockz 0 (64 Bfblod Request Opticns
&) core Code 205 Content Accept
@ basic MID 3718 | ~|
@® big Token empty Content-Format
@ child Payload (14) | <]
(® encading & Incoming | £) Rendered k) Outgoing = Blockl (Req) Block2 (Res) Auto
black na x| | black no x
@) etag Basic Resource | |
@ | Sizel Size2
ong
@) separate | total size x| | total size x|
Cbserve
3
g ‘:ai;age use integer x|
ETag
{:)X“m |USE hex (O] or X|
If-Match
| yse an £7ag x|
[ if-Mone-Match
CoAP Message Log
Token Payload

Time
©= 3.03:45 CON-GET
©= 3:03:45 ACK-2.05 Content

CoAP Message MID

3718

3718 (0) empty

empty

Options
Uri-Path: basic, Block2: 0/0/64
Block2: 0/0/64

6%t oneM2M Release 2

a| Al

=<

a3
=
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I 6'4 COAP l*=—!§ 6%t oneM2M Release 2 & A&

= = CoAP Z2I0|HE ALE (2/5)

. ES A5 ist& Z
= Discover HES A2310{ Resource listg 24!
= - - o0 X
& 192.168.07:5683 X
€ 0 cospy//192.168.0.7:5683/long € Q Search we ¥ & g =
(&) pin w Discover a GET g POST g puT w DELETE Dhsewe‘ Payload - Behavior ~ =
[] Debug Control | Reset \
Opened coap://192.168.0.7:5683/long ke k
v i 192.168.0.7:5683 Header Value Qption value Info -
~ @) well-known Type " Request Options
- (@ core Code Accept
© bose o
@tig Token V | |c0ntent-Forma‘t ‘
@ chid Payload . i i ki
® encoding || & incoming {3 Rendersd . Outgoing - |+ |} Blocki (Reg) Block2 [Res) Auto
® etag
@ separate fits
® storage ¢
® vaid
@xml
1f-Match
use an 739
[T -None-Match v
CoAP Message Log:
Time  CoAP Message MD  Token Options Payload

236 I
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I 6'4 COAP l*=—!§ 6%t oneM2M Release 2 & A&

= 2= CoAP Z2I0[¢E ALE (3/5)

= POST : URIO| 2|&A M = outgoing B2 Soll H0|2EE A1 POST HES Saff 2|44
XME

=t — O s
Hi] 192.168.0.7:5683 X “ “
x - —
I@ i coap:y//192.168.0.7:5683/storage/test_itermn —I—Al gml' Q, AEI *._A 74% ; 9 I% @ =
@ Ping @S’Ecoveﬁ @ G -4 PUT w DELETE @ Dbserve| Payload ~ Behavior ~ EI ==
- [] pebug Contral Reset
Opened c ://192.168.0.7:5683/storage/test_item e i
w f* 192.168:0.7:5683 Header WVal option —— info | Use hex (Ov.) or string x|
~ @) well-known Type ~ Request Options
0 core N Code Accept
(@ basic D | = |
@ big To I Content-Format
@ child Payload - 3 ' | i |
® encodfing 4 E2) Incoming Rendered I e Outgoing I | = | -k i Blockl (Reg) Block2 [Res) Auto
H ' | [ slock na biock no.
(@) etag test_Resource | 2 ><| | K no. x|
H Sizel Size2
(@ leng | e T e
g il | fotal size x| | fotal size x|
(@) separate -
5§ Dbserve
~ (&) storage : [use integer x|
! (5) test_item ETag
@ void | wse hex (Ox_ ] or string K|
© xmi [f-Match
| use an £Tag x|
[ i#-Mone-Match ~
CoAP Message Log
Time CoAP Message MID Token Options Payload
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6.4 CoAP

238 I

Al
= =

6%t oneM2M Release 2 &

o o
Z=S CoAP 22}0|HE ALZ (4/5)
« PUT : 3l4A ME# 5 Outgoing H0ll 78 ALE @12) & PUT HES Mesta| 2lAA 2
= — ] x
Hil 192.168.0.7:5683 x C:
&= coap://192.168.0.7:5683/sto! i c Q, Search wBa 4+ @ O b =
(&) ring =Y Discoverl [« Foadl = | PiST &9 rur a’ DELETE Dbsewe| Payload ~ Behavior - [a=
Opened coap://192.168.0. 683/storage/test_item [ pebue Cc:;:; e :,\
|_,-_-.'5 hex (Bx.) or string xl

W 192.168.0.7:5683
‘v@ swell-known

- (@) basic
(@ big
(@ child
- encoding
- (@) etag
@ long
@ separate
v (&) storage

@ woid
@) xml

- (&Y core

Header Walue

. \
Code
MID

Option wWalue Infa

Request Options
Accept

~|

Content-Format

(2] test_item

yload
Incoming EJ Rendered

k=) outgeing

ut method test

; |

~|

Blockl {Req)} Block2 (Res) Auto
|.-f*-"o-:.é A0 x| |c'*.-"a:.; ne. xl
Sizel Size2
._ | total size ><| | total size xl
Chserve
| Lse i x|
ETag
| use hex (0 or sErm xl
If-hatch
[ use an £7ag x|
[ #-None-Match

CoAP Message Log

Time

CoAP Message MID

Toksn Options

Payload

Al
=

a3
=
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I 6.4 CoAP A&

239 I

E.
=
DELETE : 2|AA M
AA BIAE ZHAI

—

2fO|HE

AE

AE (5/5)

MEH S DELETE HE

= AE5H0 AfH|

6%t oneM2M Release 2 & A&

% , Discover HES

AME3HH 2

(i1 192.168.07:5683

>

-+

€ coap://192.168.0.7:5683 /storage/item12

N =t
b k5. Discover I'§

fu* 192.168.0.7:5633
i &) well-known
| “ 2 core
@ basic
@ big
@ child
@) encoding
- @ etag
@) long
@) separate
:V ® storage
| (&) item12
: ® void
i @ =mil

CoAP Message Log

N

¢

Q, Search

w B 4+ & ©W

- — o bt

& Observe| Payload ~ Behavior - =
/ [ pebug Control | Reset |
.7:5683/storage/item12 Gl ¥
Option value info | use hex qax.) or strng x|
S Request Options
Accept
| 5
v Content-Format
/ Payload : | V|
& Incoming | £ Rendered  kul Outgoing = Blockl (Regq) Block2 (Res) Auto
| |i“-".:‘.'_'i' ) x| | no. x| |
Sizel Size2
|-: tal size x| |.'L1:.a.-'5:e X|
| observe
| use intager x|
ETag
| wse hex (Ox.) or string x|
If-Match
| use an £71ag x|

[1 1f-Mene-Match

Time CoAP Message

MID

Token Options

Payload

loT LE =

HE 7|8 MSAH[A HES

2|5t A2 IE{LT} oneM2M2] O [5H



6%t oneM2M Release 2 2! Al

>

I Assignment

= Assignment 6

CoAP ZE2EZZ 0|25}0 718)

240
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I Reference

[6.2] Web Socket

Web Socket M|A|X| =24
2 £X : https://tools.ietf.org/html/ric6455
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Z I.-O’I 7H.9. 7%. oneM2M 7|= 3 ESHE A

- 3o =x

ononeM2M 7|=2| 7|2 7|d18} AMH|A SSHECE A EZ

|0
il
I
0
I

— oneM2M Z|&9| 7|2 74
— oneM2M ®EZ&F2| 1

— AH|A Z3Eo| Ho|

— RESTful 21X} oneM2M
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7% oneM2M 7|& L E3HE AJY

I 7.1 Organization

= Goal

= To have one common/standard platform

* that is generic to different lol service domains

* so that the lol market can be expanded

Horizontal (common/generic)
Low cost, Time—to—market

Vertical (silo)

Application || Application || Application
. - - - I
Application Application ‘ IS o mon | | \ A
- . \ \ 7 \one
I I application functions 1 " Z do M
I I ‘ as service layer Common Service Layer NI' bt
/,4/ \l//"\\ /_/,/'/J” ‘lv/'r"\\\ | g 2 ¢ ‘
/ Communication ~ ~ Communicaton S -~ ~ 4 \
~ Network (wireline, wirel  ~ Network (wireline, wirel /} T 7 /f/’\\/“\\\\
- ess, Powerline ..) . ess, Powerline ..) ( Comr‘mnicatior/\ ) ] Gommunication ‘
. A - C Nelwork ¥ ' ‘' yNetwork 2 /
- — MR s
| 1 \
Gateway \
A
[ S |
Device

244

d
rc
el
Ot
>
=
[>
=
Nz
fjo
—o

|8t AF=ERIE{HI Tt oneM2M2] O5H



7% oneM2M 7|& 2 S3HE AJY

I 7.1 Organization

= Aim to Global Standard

* Partnership project among regional SDO1)s

* SDOs of North America, Europe, Korea, Japan, China and India

* not to develop different/fragmented loT platform standards

Over 200 member organizations in
oneM2M

http://www.oneM2M.org

ETSI///%\\\\
N\ Z

[atis'% [( ™A ]

GLOBALPLATFORM® CENELEC | | ZBRRAod | | soma | =

\&

1) Standard Development Organization
245
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I 7.1 Organization

246 I

= Collaboration

= Collaboration with global SDOs

* Interworking with existing systems and utilization of existing protocols

7%t oneM2M 7|&

ol IEEE W3¢ ==l
SG20 . k\\{VG1 0 f P2413 / o

( ) \‘c\ollaborate with ~
OASIS ) o L
. MarT OCF )
( )

Lroma soma
\ DM J LWM2M
[ —elidios ) 7> ALLSEEN

1 ET F <5 ALLIANCE

HTTP CoAP Alloyn J
~ TLS DTLS -~

[k 3 A ] erc work

aj
=

SHE 271
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7.1 Organization 7% oneM2M 7|2 o

= Members

= |ol ecosystem stakeholders

* Operators, Venders, Solution Providers and Institutes

« 237 members (Aug—2016)

B .
SK”:elecom kt @ LG U+ @ - $zEjJ China an

\/ China Mobile  Gnicompmxia

Designing The Future

& atat Vegen FIELLEH MDDi ddcomo

‘ =D
Deutscl .
al T(;llé‘l:f(gnlle BT! @ LG Rlectronicn wﬂECTRONICS NDKIA
S 7TE

HUAWEI PR EEAE

uuuuuuuuuuuuuu

Quacomw  InterDigital’ @ FUﬁTSU

A-SIERRA  otlialne o s KETI
\‘.'{%" WIRELESS" CISCO. (lnte,l PR E=C 22y

Kersa Esctronics Techaology Instituts

http://www.oneM2M.org
247 ||
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7% oneM2M 7|& L E3HE AJY

7.1 Organization

= Structure
= Technical Plenary
* Working Group(WG)2 2 ME|H HEE 7 71w 22|

= Steering Committee

HE, 2|7, oE S 712 23 &

Steering Legal

Committee

Marketing
Methods/Proc.
Certification

Work Programme Management
Coordination Team
Methods of Work

Technical
Plenary

REQ MAS
Use Cases & Architecture Protocols Security Management Testing
Requirements Abstraction &

Semantics

http://member.oneM2M.org
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7% oneM2M 7|& 2 S3HE AJY

7.2 Specifications

= Deliverables (1/2)

» WG1(Requirements)

* Use Case TR1), Requirements TS2), Terminology TS

= WG2(Architecture)
* Functional Architecture TS,

* LWM2M Interworking TS, AllJoyn Interworking TS, OCF Interworking TS

= WG3(Protocol)
* Core Protocol TS

*HTTP Binding TS, CoAP Binding TS, MQTT Binding TS, WebSocket Binding TS

249
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7% oneM2M 7|& 2 S3HE AJY

7.2 Specifications

= Deliverables (2/2)

= WG4(Security)

* Security Solutions TS, Secure Environment Abstraction TS

= WG5(MAS)

* OMA Management Enablement TS, BBF Management Enablement TS,
* Home Appliances Information Model and Mapping TS, Base Ontology TS

= WG5(Testing)

* Testing Framework TS
* Interoperability Testing TS

* Implementation Conformance Statements TS, Test Suite Structure & Test Purposes TS, Abstract Test Suite &
Implementation eXtra information for Test TS

250
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I 7.2 Specifications

251 I

= Snapshot of Releases

12.09

"15.01

16.07

7%t oneM2M 7|& 2

'18.02 (TBD)

Minimum Deployable

Solution

* common service
functions (Data
mgmt., Device mgmt.,
Group, etc.)

* security

* protocol binding
(HTTP, CoAP, MQTT)

Interworking

* Allloyn

* OCF

*  OMALWM2M
* 3GPPRel-13

Enhanced Security

* end-to-end security

* dynamic authorization
Semantic Support

* base ontology

* semantic discovery
Protocol Binding

*  WebSocket

Information Model

*  Home Appliances Model

Market Adoption

* Developer Guide Series

*  Product Profiles

* Platform Feature Catalog
Interworking

* 3GPP Rel-13/14

*  Proximal loT

* OPC-UA

Enhancements

* Distributed Authorization
*  Semantic Support

*  LWM2M Interworking
Testing Spec.

* security conformance

* Rel-2 interoperability

=
=

E.AH

=

loT LE =

2

=
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7-3 Market Adoption 7X oneM2M 7|& 2 ZaE A|

= Commercialization

" Domestic
* Operator loT platforms deployed oneM2M
—SKT — ThingPlug(Smart home and factory)
—KT — loTMakers

i
o

-LG — UH(Kid" s band 2XI0tZ m5t5}

= Abroad

* Solution vendor is selling oneM2M solution

HietE 7152 7HXl= M[gHA ClHio|A

—InterDigital
* Server and chipset vendors deployed oneM2M
—HP, Qualcomm

* And more are coming at this moment

252
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7% oneM2M 7|& 2 S3HE AJY

I 7.3 Market Adoption

= Open Sources

» Available Open sources (Jan—2016)

s ‘ e OPEN <
- ONIZ2IN < OCEAN
b ecting 3 lotDM ™
— stoan]e,
Lead LAAS-CNRS cleco KETI
] . https: //wiki.opendayli . .
i EEas http://www.eclipse.or ght.org/view/IGTDM: M http: //www.iotocean.
g/om2m ain org/
License Eclipse (EPL 1.0) Eclipse 1.0 3 Clause BSD
Version Rel—1 and Rel— Rel—1 and Rel— Rel—1 and Rel—
2(partial) 2(partial) 2(partial)
Binding HTTP, CoAP(unstable) HTTP, CoAP HTTP, MQTT
Format XML, JSON(unstable) JSON XML, JSON
Language Java Java Java, Node.js
Interworkin (Prototype) KNX, AllJoyn, OCF, Nest,
ZlgBee, HUE, LoRa, ZigBee ZigBee, FIWARE,
g SigFox, etc Jawbone
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7.3 Market Adoption 7%t oneM2M 7|& LU ZE A|

= Pilot Projects

= Domestic
* Busan smart city!)
—Parking, street light, crosswalk, building, city monitoring, marine safety, big data
* Daegu smart healthcare

» Goyang smart city (coming)

= Abroad

* UK onelransport

—Traffic management system
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I 7.4 Service Platform 72 oneM2M 71% % SUE A%)

= Definition (1/2)

= Difficult to explain in OSI 7—layer model

* [t focuses on traditional communication protocol stack concept

oneM2M scope

L loT Applications

Application oneM2M protocols
aver L HTTP, CoAP, MQTT, WebSocket

Presentation XML, JSON, CBOR

Layer
Session Layer - Garyice layer session
Transport Layer Concept in StUdy

Network Layer
Out of scope
Data Link Layer

Physical Layer
OSl| 7—layers

255

loT 2 SHZ 7|8 MEAMH|A LS 2l ARESQIES oneM2ME] O[5



7.4 Service Platform

= Definition (2/2)

= Well explained in ITU-T lol Reference Model

7% oneM2M 7|& 2 S3HE AJY

* oneM2M platform as a service platform provides common services, supporting capabilities to loT applications

S N N ™
Application Security Mgmt
Layer .
Application Application Applications
Layer Solution ) — — —
%)

. N 2@
one- Sf;;'é’re Generic Specific 'cé) o =3
M‘ Common Services Somi Support Support o3 = 3

ervice == 3.
9 Laver Platform Capabilities Capabilities 55 8=z
lollo D8
212 Qll®
N | 5]S 3|
3 Network ] =||= @3
[ Netw°[’;;?mces j Layer Networking Transport ?7 ?) 2|2
Connectivity | Capabilities Capabilities g 5g]
Platform i) Slle
o)
oneM2M Layered Model HIERIRENS

_ N @D o=

Device @1® o||Z

Layer Device Gateway | @ Cloud @

Sensor/Device L 1L | LI
AN AN J
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ITU-T Y.2060 loT Reference Model
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I 7.4 Service Platform 755, onoM2M 71 2 BHE A}

" Device and Server Platform

" oneM2M is generic service platform

* that applies to device, gateway and server
—server specific functions are defined

* that provides standard/common APIs to applications

* stores data that is consumed by application

* is transport agnostic
—no dependency to any specific messaging protocol (e.g. CoAP)
—support both TCP and UDP

—basically over IP

oneM2M oneM2M — oneM2M
protocol protocol = protocol
< < > ‘ <
wM
Gateway Server

257
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7.4 Service Platform

= Server Platform

= oneM2M server capabilities

* extend device/gateway capabilities to have server specific ones

* that are needed by an M2M/IoT Service Provider(SP) to run their systems

provisioning (key, policy)
authentication
capabilities for SP—relative AE—ID assignment
device and charging and accounting

gateway service subscription mgmit.
inter—SP communications
network service interworking
(e.g. 3GPP Rel—13 network)
etc.
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7.5 RESTfUI APl 7H. oneM2M 7|& U EHE AN

= RESTful

= Web is RESTful
*GET http://www.google.com HTTP/1.1
*oneM2M follows the basic principles of RESTful

* resource access Operation « resource access(CRUD)
(CRUD) and Notify

RESTful API oneM2M API
* Anything that can be * Resource as a
R
identified by URI service/function/data
+ +
* Unique identifier of a Resource * Resource addresses in
resource Address different formats and
different addressing
+ + schemes
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I 7.5 RESTfUI APl 7%, oneM2M 7|& X EHUE AN

= oneM2M Resource

= Resource

* stores data or represents a function/service
* consists of attributes and child resources

* each attribute represents data or configuration of function/service

» Resource type vs. resource (instance)
* Each resource is instantiated in a resource type, which is resource creation

* Resource type is a definition in the spec, while resource is in memory

= (Normal) Resource vs. virtual resource

* virtual resource has no attributes, no child resources

* virtual resource represents a pre—defined function that is written in the spec.

= Resource hierarchy
* Resources have parent—child relationship with other resources
* This looks like a resource tree in file systems

* Each platform(CSE) has a resource tree
260
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7.5 RESTful API

" oneM2M RESTful API

= Platform provides APls to applications

* Apps consist of
—oneM2M API call
—application/service logic

to: base

op: Retrieve

fc:

{filterUsage = discovery
limit =10
resourceType = container}

request

v

App

7% oneM2M 7|& 2 S3HE AJY

o
<

response

pC:

{
base/res1
base/res2

}

261

Platform \

resourceType = container
labels = room1

resourceType = container
labels = room?2

* resourceType = contentinstance

* labels = temp J
e size=2
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7% oneM2M 7|& 2 S3HE AJY

I Assignment

= Assignment 7

RESTiul JHES 71l 7I== ZARSIE 24212 E3S M6l EA<.
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Reference

[7.1] Organization
Aim to Global Standard
% &X : http://www.oneM2M.org
Members
a2l &X : http://www.oneM2M.org
Structure
2 EX : http://www.oneM2M.org
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7|'°| 7H o 8% oneM2M S2HE o7 |EIX{Q} 7|5
o

oneM2M O}7 [EllX{ 2| 7|2 7HE D}

oneM2M =31=2| 7|5& sh&etrt,

— oneM2M O}7|&lx]

— oneM2M AlEX|A|

— Common Services Function (CSF)
— Parameter Specific Function

— Resource Type Specific Function
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I 8. 1 AI’Ch iteCtU re 8%. oneM2M S3F O}7[EIXet 7S

= oneM2M platform is common services layer

= The platform provides common functions that needed for loT applications

= Application developers do not need to implement network services APIs by themselves

Application
Layer
Common Services
Layer
Network Services
Layer

oneM2M Layered Model
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I 8.1 Architecture

267

®* Functional Architecture

» Two domains in the oneM2M system

* Infrastructure domain: oneM2M server and applications

* Field domain: oneM2M device, gateways and their applications

Field Domain

Infrastructure Domain

AE AE
—+— Mca Mca —+— Mca
I
Mcc | |
CSE ] i CSE
I
I
—+— Mcn | —T— Mecn
I
I
NSE | NSE
I

oneM2M Functional Architecture

8%t oneM2M

To Infrastructure
Domain of other
Service Provider

Z3=

OF7 [EiX2t 7|5
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8%. oneM2M S3F O}7[EIXet 7S

8.1 Architecture

= System Configurations

* |nfrastructure Node

* Middle Node S

Infrastructure Node (IN)

Infrastructure domain

,,,,,,,,,,,,,,,,,,,,,

. Toan Infrastructure Node of

| """, other M2M Service Providers
Mcc’
Mcn

777777777777777777777777777777777777777777 1 Mecc Field domain

= Application Service Node

Middle Node (MN)

=t Mcc Mcc ==

= Application Dedicated Node

Application Dedicated
Node (ADN)

Application Dedi
Node (ADN)

i

I 1 i

| i i

! : : :
Non-oneM2M Non-oneM2M Non-oneM2M Non-oneM2M Non-oneM2M
Device Node Device Node Device Node Device Node Device Node

(NoDN) (NoDN) (NoDN) (NoDN) (NoDN)
77777777

] One or more AE L ; Zeoormore AE  mmmmmooo- Link is out of scope

Configurations supported by oneM2M Architecture
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8%. oneM2M S3F O}7[EIXet 7S

8.2 lIdentifiers and Addressing

= oneM2M IDs

= Entity related
* M2M Service Provider Identifier
* Application Entity |dentifier
* Application Identifier
* CSE Identifier
* M2M Node Identifier
* External Identifier
* Underlying Network Identifier

* Trigger Recipient Identifier

= Service related

* M2M Subscription Identifier

* M2M Service Profile Identifier

= FEtc.

269

0T 22 S 7|5 HMBMHIA HLS I8 ALBRIELTE oneM2Me] Of3H



8.3 Communication Scheme

270

= General Flow

= Request/Response pair
* Originator sends a request targeting a resource (normally)
* Receiver always sends back a response

= Qriginator requests to
* Create, Retrieve, Update or Delete a resource

* Notify information Originator

Request message

8%t oneM2M

Receiver

Response

message

General Flow

Z3=

OF7 [EiX2t 7|5
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8%. oneM2M S E O7|EIX2t 7IS

8.3 Communication Scheme

= Entity ID

= QOriginator information of a request

*is included in the From parameter

*is an AE—ID or CSE-ID
—AE or CSE can be an Originator

*is in Absolute, SP—relative or CSE—relative identifier format
—the same information but can be in different formats
—absolute format contains SP—ID (e.g. //telecomABC/CSE12/AE34)
—SP—relative format contains CSE—ID (e.g. /CSE12/AE34)

271
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8%. oneM2M S3F O}7[EIXet 7S

8.3 Communication Scheme

= Resource ID

* Target information of a request
*is included in the To parameter
*is in Absolute, SP—relative or CSE—relative identifier format
* Target is a resource in nature of RESTful API

* A resource is hosted on a CSE, which is a Hosting CSE

a = oy oy

111-2222 02—-111-2222 +82—-2—111-2222
S A/ = =l 27}

272
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8.3 Communication Scheme

= Addressing Schemes

* Hierarchical addressing method

* Structured resource address

= Non—hierarchical addressing method

* Unstructured resource address

Home

L Room1

Temp

Humidity
L 2014-09-04

L 11am :> Structured address 2 Home/Room1/Humidity/2014—09-04/11am
Unstructured address = inst1bc3d
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8.3 Communication Scheme

= ID Format Selection

8%. oneM2M S3F O}7[EIXet 7S

= Use of a format depends on where the Originator and the Receiver locate in

*They re Registree and Registrar — CSE—relative format
*They’ re in the same SP domain — SP—relative format

*They' re not in the same SP domain — absolute format

From: /CSE1/AEOQ1

To: resXY
a yioy
CSE-—relative

274

From: //myoperator/CSE1/AEO1
To: //operatorABC/CSE2/resXY

o) o)

SP—relative absolute

loT 2 SAHE 7|8 MBAH|A HES ?Iet ARESQIESt oneM2ME] Of5H



8%. oneM2M S3F O}7[EIXet 7S

I 8.3 Communication Scheme

* Request Parameters (1/3)

" From

" To

Operation

* indicates whether it is Create, Retrieve, Update, Delete or Notify

Request Identifier

* unique identifier of a request message

Content

* indicates whether it is Create, Retrieve, Update, Delete or Notify

Resource Type

* resource type to be created

Response Type

* indicates communication type: blocking, non—blocking sync or async
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8.3 Communication Scheme

* Request Parameters (2/3)

* Qriginating Timestamp
* indicates the time that the message built

= Request Expiration Timestamp

* indicates when the request gets expired

= Result Expiration Timestamp

* indicates when the response gets expired

= QOperational Execution Time

* indicates when the request gets executed by Hosting CSE

. expired
built request

Originator

expired response

276

Receiver

8%t oneM2M

execute

Z3=

OF7 [EiX2t 7|5
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8.3 Communication Scheme 3. oneMi2M BHE O IEIHS 7k

* Request Parameters (3/3)

= Filter Criteria

*is used in Discovery as discovery filter
—only matching resources are returned
* Retrieve, Update, Delete as conditional
—only when the filter matches, receiver performs the request

* has filter conditions

—createdBefore, createdAfter, modifiedSince, unmodifiedSince, stateTagSmaller, stateTagBigger, expireBefore,

expireAfter, sizeAbove, sizeBelow, labels, resourcelype, contentType, attribute, filterUsage, filterOperation, limit,
level, offset, semanticsFilter, contentFilterSyntax, contentFilterQuery

= Result Content

* indicates which type of request result will be contained in the Content parameter of the response message
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8%. oneM2M S3F O}7[EIXet 7S

8.3 Communication Scheme

" Request Parameter Handling

* Handling by Transit CSEs

* request forwarding, expiration handling

= Handling by the Hosting CSE
* requested operation handling (CRUDN)

ADN— MN—CSE (Registrar .
AE of ADN—AE) =S
|

The addressed resource
is stored here.

Request (access resource)

Registrar CSE does not
have the addressed
resource
I

Forward the Request to its
registered CSE, which is
the Hosting CSE

Request (access resource)

»
>

AE/CSE accesses a resource at the Hosting CSE (One Hop)

278
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8%. oneM2M S3F O}7[EIXet 7S

8.3 Communication Scheme

= Response Parameters

= Response Status Code
* indicates whether the request handling was successful, unsuccessful, or acknowledged

—when it is unsuccessful it indicates a specific error code

—acknowledgement is used for non—blocking sync or async mode

= Request |dentifier

* the same identifier copied from the request message

= Content

* response message payload/body

joT RE ZE 7|8t HIZMEIA JHLS 5t ALSLIELT}oneM2Me] O]
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8.4 Common Services Function

= oneM2M platform functions as CSFs

= Commonly used functions for loT services by applications

8%t oneM2M

SHE o7 [EIXet 7|5

= application developers don’ t have to implement them by themselves but use the

oneM2M common functions(APls)

= applications get interoperable by using the same common functions

CSFs

280

Application
Entity (AE)

—I— Mca Reference Point

Common Services Entity (CSE)

Application and
Service Layer
Management

Communication
Management/
\__Delivery Handling J

Data Management
& Repository
\

Device

Management
J

Discovery ]

Group

Management
J

Location

N\

J

(" Network Service )

Exposure/Service
Ex+Triggering

1
A

Registration J

Security

N
Service Charging &
Accounting

Subscription and
Notification

_I_

Mcc Reference Point

—T— Mcn Reference Point

Underlying Network
Service Entity (NSE)

Common Services Functions
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8%. oneM2M S3F O}7[EIXet 7S

8.4 Common Services Function

= Descriptions of CSFs

= Registration

* Mandatory/initial procedure to use the platform

Data Management and Repository

* Data storing and sharing

Device Management(DM)

* Device management utilizing existing DM protocols (e.g. OMA DM)

Application and Service Layer Management

» Software management and configuration

= Communication Management and Delivery Handling

* Network management and message delivery handling between oneM2M entities

281
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8%. oneM2M S3F O}7[EIXet 7S

8.4 Common Services Function

= |ist of CSFs (contd.)
= Discovery

* Resource discovery within a CSE

Location

* Location information generation and sharing

Group Management

* Group management in terms of resources(data, services), fan—out and aggregation

Subscription/Notification

* Resource subscription and event notification(as push) configuration

Security

* Provisioning, authentication and authorization

Network Service Exposure

* Network service utilization (e.g. 3GPP network traffic pattern configuration)

Service Charging and Accounting

* Service usage logging and charging
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8.5 Parameter Specific Function

= Discovery

= Discovery Result Type Parameter

* Indicates whether the result contains structured or unstructured addresses

= Scope of Discovery
* Sub(child/descendent)—resources of the target resource

—Target resource is not included in the result

Home

|— Room1

Temp

ﬂ Humidity

to: Home/Room1/Humidity 2014—09—04

op: Retrieve

fc: L
{filterUsage = discovery}

drt: hierarchical

Structured address 2 Home/Room1/Humidity/2014—09—
04
Unstructured address = cont3x39d

11am
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8.5 Parameter Specific Function

= Communication Modes

= Response Type parameter

* Originator suggests communication modes

—Blocking, Non—blocking Synchronous, Non—blocking Asynchronous, Flex—blocking Mode

—In case of non—blocking, {request) resource is created

—In case of flex—blocking, the Receiver chooses communication mode

8%. oneM2M S3F O}7[EIXet 7S

Originator Receiver Originator Receiver Originator Receiver
request R request R request R
— < ACK(response) > Create ACK(response) E e
Handling <req ues1'>/ <request>
Request HandlingT Request Handling T
_ response
A ) Result(request) request
Result(response)
< Blocking > < Non-blocking Asynchronous > < Non-blocking Synchronous >
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I 8.5 Parameter Specific Function

] Value Create Retrieve Update Delete Notify
ReSUIt Content pa rameter attributes default default default default n/a
hierarchical—address valid n/a n/a n/a n/a
. hierarchical—address+attributes valid n/a n/a n/a n/a
" NOthlng — CUDN attributes+child—resources n/a valid n/a n/a n/a
chil'd—resourqes n/a valid n/a n/a n/a
- Attrlbut es — CRUD 2:2leJtSJtes+ch|Id—resource—refer n/a valid n/a n/a n/a
child—resource—references n/a valid n/a n/a n/a
H H — nothing valid n/a valid valid valid
. hlerarChlcaI addreSS original—resource n/a valid n/a n/a n/a
* hierarchical—address+attributes }Create Summary of Result Content Values
. . only
= attributes+child—resources
= child—resources /)
= attributes+child—resource—references Retrieve
~—— only

= child—resource—references

= original—resource
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8%. oneM2M S3F O}7[EIXet 7S

I 8.5 Parameter Specific Function

= Content in Response

* |n case of a Create request, if the Result Content is “attributes” , then the non—
hierarchical address is included in the response
* To get the hierarchical address one of the following is used
—hierarchical—address

—hierarchical—address+attributes

* |n case of a Retrieve request, multiple resource representation and/or reference can be
returned
* To indicate the type of information for target resource and/or child(descendent) resources, one of the following is used
—attributes+child—resources
—child—resources
—attributes+child—resource—references
—child—resource—references
+ “attributes” means attributes(representation) of the target resource
+ “child—resource” means attributes of child/descendent resource

- * “reference” means meta information including resource address
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8.5 Parameter Specific Function

= Resource Filtering

= Filter Criteria

* is applied to match a specific resource attribute value

—creationTime, lastModifiedTime, expirationTime, statelag, label, attribute, resourcelype, size, contentType

" |s applied to a filtering procedure, not to an attribute value

* filterUsage, filterOperation, limit, level, offset, semanticsFilter, contentFilterSyntax, contentFilterQuery

(o h

* resourceType = container

App * labels = room1
to: base _| res? | © resourceType = container

op: Retrieve * labels = room2

fc: ] _
. . 2 resourceType = contentinstance
{fiterUsage = discovery - labels = temp
jimit = 10 \_ . size=2 -

resourceType = container}
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8.6 Resource Type Specific Function

= Registration

" js a prerequisite condition to use the oneM2M system that confirms an entity identifier with
authentication check

= A Registree requests registration to its pre—assigned Registrar (CSE)

IN—CSEI

Service Provider
domain

Registrar

288
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8.6 Resource Type Specific Function

" Registration

= AE registration
* AE should be authenticated using security credentials
* AE—ID is usually assigned by Registrar CSE or IN-CSE
* Relevant APIs

—{AE) resource: Create/Retrieve/Update/Delete

= CSE registration
* CSE is trusted by the system more than AE
* CSE-ID is always pre—provisioned
* Relevant APIs
—{remoteCSE) resource: Create/Retrieve/Update/Delete

—({CSEBase) resource: Retrieve
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I 8.6 Resource Type Specific Function

= Data Management : container and contentlnstance resource type

= container contains sub—containers to represent data hierarchy

= container contains data, which are content instances
* has meta data of all instances in it

—max # of instances, current # of instances, max byte size, current byte size, max instance age

contentlnstance

* has meta data of each instance as well as data itself

—media type, encoding, size, creator

latest and oldest

* are pointers to latest and oldest {contentinstance) resource, respectively

Relevant APIs
* {container) resource: CRUD
* {contentinstance) resource: CRD

* {latest), {oldest) resource: RD
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8.6 Resource Type Specific Function

= Data Management : flexContainer resource type

» js variant of {container), {contentinstance) resource

" s a customizable container that may have custom attributes

* so that there are some flexContainer specializations
" |s a container and also a data instance

= Relevant APIs

* {flexContainer) resource: CRUD

" timeSeries and timeSeriesinstance resource type

= are variant of {container), {contentinstance) resource

= are recording/handling data generation time, not the stored time

* dataGenerationTime vs. creationTime

= Relevant APIs

« {timeSeries) resource: CRUD

291 * {timeSeriesinstance) resource: CRD
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8.6 Resource Type Specific Function

= Access Control : privilege control or authorization

» Decision making whether a CSE as a receiver allows an Originator’ s request to access
(CRUDN) a resource on the CSE or not

" Three information is checked as mandatory
* Who: Originator’ s Identification (From parameter or others)
* What: Privilege(rights) to access the target resource (To parameter)
* How: Operation (CRUDN) to access a resource (Operation parameter)
= This means a set of access privileges is pre—configured in the system and then used for
decision making later when a CSE gets a request
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Zt oneM2M

8.6 Resource Type Specific Function

= Access Control : Different mechanisms for access control

= Access Control Policy

* Basic mechanism supported in Rel—1 as well as the other releases

* {accessControlPolicy) resource and accessControlPolicylDs attribute

» Dynamic Authorization Consultation

* {dynamicAuthorizationConsultation) resource and dynamicAuthorizationConsultationIDs attribute

= Role

* {role) resource and Role IDs parameter

= Token

* {token) resource and Token Request Indicator / Tokens / Token IDs parameters

SNE

OF7 [EiX2t 7|5
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8.6 Resource Type Specific Function

= group and fanOutPoint resource type

= group function consists of

* group members management

* request fan—out and response aggregation

= {group) resource contains

Zt oneM2M

SNE

* a list of members and access control policy links for accessing members, not the group resource

* fan—out point to receive a request that will be sent to all members

= Relevant APIs

* {group), {fanOutPoint) resource: CRUD

/ group hosting CSE \

group management

group member access |

294

»

o

group

fanOutPoint

%

fan—out

member hosting CSE

»| member1

member hosting CSE

A member2
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8.6 Resource Type Specific Function =~ * ™= 7H7=

* Device Management(DM)

= mgmtObj, mgmtCmd and execlnstance resource type
* oneM2M DM function utilizes external DM protocols
—BBF TR—069, OMA DM and Lightweight M2M
* and interprets oneM2M protocol to those
—resource manipulation triggers DM API call
* Relevant APIs
—{mgmtObj), {mgmtCmd) resource: CRUD

—{execlnstance) resource: RUD

/ IN—CSE \ / Target Device \
’ I oneM2M
AE » DM resource
I TR—-069 DM Client
N DM Server = + QMA DM, LWM2M. | =>-
k interpret / k J
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8.6 Resource Type Specific Function

= |JocationPolicy resource type

= CSE provides the entity location with the following mechanisms
* Device—based (e.g. GPS)
* Network—based (e.g. operator’ s location server)

* Sharing—based

a location policy stores configuration to get location information

* Update period, target ID, location server, target area, etc.

» when a policy is set, data container({container) resource) is created and they’ re linked
each other

» then a CSE puts location info. as {contentinstance) resource and apps get them

= Relevant APIs

* {locationPolicy) resource: CRUD
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I 8.6 Resource Type Specific Function

= subscription resource type

= (subscription) resource represents configurations for event definition and notification
message/transmission

= Not all resource types are subscribe—able

= Event monitoring target is subscribed—to resource and its children and events can be
filtered

= Notification target can be multiple and can be different from a resource subscriber

= Relevant APIs

* {subscription) resource: CRUD

CSE )

—__subscription

> target

notification ™ S notification

SUb1 ss\ss
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8.6 Resource Type Specific Function =~ * ™= 7H7=

= xxAnnc1) resource type

= Announcement in oneM2M is creating a partial copy of an original resource to a remote
CSE

* Apps can choose attributes to be announced

* An announced resource has a link to the original one

= Announcement can ease resource discovery

= Announced resource cannot be created directly by apps, apps request CSEs to
Create/Update/Delete that resource

= Relevant API

* {(announcableResourceType) resource: CU

@

original resource nnounced resourc
Create / Update Hosting CSE Create / Update / Delete Hosting CSE

original resource original resource
AE k= cont j k= cntAnnc

1) E.g. containerAnnc
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8.6 Resource Type Specific Function

* Request Handling

" request resource type
* Stores request handling status information in case of non—blocking communication

* No separate APIs, but uses the Response Type parameter
= delivery resource type
* Deliver multiple request to the same CSE at once
* No separate APIls, but uses the Delivery Aggregation parameter
= pollingChannel and pollingChannelURI resource type
* Request message polling when an entity cannot get push message
* Relevant APlIs

—{pollingChannel) resource: CRUD
—{pollingChannelURI) resource: R
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I Assignment

=  Assignment 08
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ol
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Reference

[8.1] Architecture
Functional Architecture

a2 £X: http://www.oneM2M.org/technical/published—documents

System Configurations
2 £X: http://www.oneM2M.org/technical/published—documents

[8.3] Communication Scheme

Request Parameter Handling
2 X http://www.oneM2M.org/technical/published—documents

[8.4] Common Services Function

oneM2M platform functions as CSFs
% EX: http://www.oneM2M.org/technical/published—documents
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9.1 Procedures

304

= Qverview of Core Protocol

Primitives definition

9%, oneM2M ZZ2EZ U AIEQ!

Ol

* Request/response primitives (= messages) having the parameters and data types for each parameter and resource

attribute

Procedures definition

* Originator procedures

* Receiver(Transit CSE + Hosting CSE) procedures

Serializations definition

* that is generic to different lol service domains

* so that the lol market can be expanded

Originator Receiver
request >
Request
Handling
< response

< zero hop >

Originator Transit CSE Hosting CSE|
request > request s
Request
Handling
_response < response

< one or more hops >

loT 2 SHF 7|2 MEBAH|A HES 2l ARSQIES
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9.1 Procedures

= Qverview of Protocol Binding

= oneM2M primitive transport
* uses messaging protocols HTTP/CoAP/MQTT, and this means
—primitive parameters are mapped to binding message existing/new headers and body, vice versa

—there are some binding protocol specific handlings

Communication model using Request and Response primitives
305
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9.1 Procedures

» Generic Procedures (1/3)

= Qriginator procedure

*In blocking mode

—it's simply send a request and gets a response

*In non—blocking sync mode,
—it initiates another Retrieve request
*In non—blocking async mode

—it handles following notifications

noaBlackingRequestAsyuch ,/On;,s 0

9%t oneM2M E2EZ 2l A|

Stant )

Ong-1 0 “Compose of a Request prumutive’

!

Ong-2 0 "Send a Request primutmve to the
Recerver CSE

v

noaBlockmgRequenSynch

—'\\;_(:‘_bu); Response Type

- o
v

Ornig-4 1: “Wait for Response primitive
(AkY

Onig-4.0: “Want for Response pranutive’

T
|

Ornig-7 0 “Receive a Request primitive
with op=N"

Orig-8.0- “Create a Response priminve
with op=N"

Onig-? 0: “Send a Response primutive with

op’

9

Orig-4.1 “Wait for Response primitive
(Ack)”

Orig-5 0. “Send a Request primitive with

op=R’

l

Ong-5 1. "Receive a Response prunutive

Procesung

Orig-9 1 “Extract Response primitive of

Oniz-2 0 from Ong-707"

= Orig-6 0 “Process Response primitive’

from the Hosting CSE™

/"‘

_(/m "Ccmpku‘onofe@iim»\
— ;

\h\_"\ Sratus Code

Crig-$.3. "Extract a result from

Response priminve of Ong-5 17

30|

[ =

Ol

Finish

C )

[322!] Generic procedure of Originator
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9.1 Procedures

» Generic Procedures (2/3)

= Receiver procedure
*is applied to Transit CSE as well as Hosting CSE
*both Transit CSE and Hosting CSE perform
—blocking and non—blocking communication handling
— message validity checking

—syntax checking
—parameter value checking

*resource handling procedures

—is described in further details

9%, oneM2M ZZ2EZ U AIEQ!

Start

Recv-1.0: “Check the validity of received

request primitive”

nonBlockingRequestAsynch

Recv-3.0: “Create <request>
resource locally”

blockingRequest

Recv-4.0: “Create a success
Response”

Recv-5.0: “Send Response

Recv-2.0: Communication
method?

nonBlockingRequestSynch

Ol

Recv-3.0: “Create <request>
resource locally”

Recv-4.0: “Create a success
Response”

Recv-5.0: “Send Response

primitive” primitive”
v v v
Recv-6.0: Resource handling Recv-6.0: Resource handling Recv-6.0: Resource handling
procedures procedures procedures
Recv-7.0: “Update <request> Recv-7.0: “Update <request>
resource” resource”
Recv-8.0: “Send Notification”
Recv-9.0: “Wait for Response
primitive”
v
Finish

[212!] Generic procedure of Receiver
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9.1 Procedures

308

= Generic Procedures (3/3)

= Resource handling procedure

if it is the Hosting CSE
—check existence of the target
—authorization

—perform operation
—announcement (optional)
—send a response

if it is the Transit CSE
—forward the request

—CMDH handling (optional)

9%t oneM2M E2EZ 2l A|

Start

Recv-6.0.1: Receiver is

Registrar CSE & Originator
is AE & operation is create

Recv-6.0.2: “Check Service
Subscription Profile”

Recv-6.1: Hosting CSE

Recv-6.9: CMDH
processing supported?

A 4

Recv-6.11:
“Forwarding”

A 4

Recv-6.10: “Queue request primitive and
execute CMDH message forwarding
procedure”

of the targeted resource?

A4

Recv-6.2: “Check existence of the addressed|
resource”

v

Recv-6.3: “Check authorization of the
Originator”

¥

Recv-6.4: “Check validity of resource
representation for the given resource type”

v

Recv-6.5:
“Create/Update/Retrieve/Delete/Notify
operation is performed”

Recv-6.6: “Announce/De-announce the
resource”

Recv-6.6.1: “Communication
Method?”

blockingRequest

Recv-6.7: “Create a success response”

'

Recv-6.8: “Send Response Primitive”

| Finish

[322!] Resource handling procedure

30|

[ =

Ol

loT 2 SAHE 7|8 MBAH|A HES ?Iet ARESQIESt oneM2ME] Of5H



9.1 Procedures

» Resource Specific Procedures (1/3)

= Each resource type defines
* corresponding XSD file for message validation
* per attribute, it defines
—request optionality (c.f. multiplicity defined in the TS—0001)
—data type

—default value (if any) and constraints

applicable CRUDN procedures

—deviating from generic Originator and Receiver procedures

309

9%l oneM2M EZ2EZ 2l A|&QI

Ol

loT @E Z8iE 7

[t XIS AH|A JHE

St AFZQIE{SlIT} oneM2M2] O5H



9.1 Procedures

» Resource Specific Procedures (2/3)

= An example of attribute definition

* request optionality information for CU is given, except RD because
* per attribute, it defines
—every attribute is optional in R, and

—attribute deletion is done by Update operation with NULL value

—this is only applicable for optional attribute
—attribute deletion vs. resource deletion

9%, oneM2M ZZ2EZ U AIEQ!

Ol

* Data type and constraints for common/universal attributes are defined in the other place (see the Table 6.3.6—1),

note that they don’ t have default values

Table 7.4.6.1—3: Resource Specific Attributes of {container) resource

Attribute Name Request Optionality Data Type Default Value and
Create Update Constraints
maxNrOfinstances 0 0 xs:nonNegativelnteger No default
maxByteSize 0 0 xs:nonNegativelnteger No default
maxinstanceAge 0 O Xxs:nonNegativelnteger No default
currentNrOfinstances xs:nonNegativelnteger No default
NP NP (This is generated by the
hosting CSE and limited by
the maxNrOflnstances)
currentByteSize xs:nonNegativelnteger No default
NP NP (This is generated by the
hosting CSE and limited by
the maxByteSize)
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9.1 Procedures

» Resource Specific Procedures (3/3)

= Examples of resource specific procedure

7.46.21 Create {container)

Originator:
74721 Create {(contentlnstance) No change from the generic procedures in clause 7.2.2.1.
Originator: Receiver:
No change from the generic procedures in clause 7.2.2.1. No change from the generic procedures in clause 7.2.2.2.

Receiver:
Primitive specific operation on Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed":
1)  The hosting CSE shall set the contentSize to the size in bytes of the content attribute.

2)  currentNrOfInstances and currentByteSize of direct parent <container> resorce shall be updated. If
currentNrOfInstances and/or currentByteSize exceeds maxNrOfInstances and/or maxByteSize of direct parent
<container> resource respectively, the hosting CSE shall return the response primitive with a Response Status
Code indicating " NOT ACCEPTABLE" error.

3)  stateTag attribute of direct parent <container> resource shall be incremented and copied into the stafeTag of
this <contentInstance> resource.

No other changes from the generic procedures in clause 7.2.2.2. The Originator may omit the name of the
<contentInstance> resource unless the Originator need to refer specific content later.
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I 9.2 Data Types and Serializations

312

= Data Types

» List of oneM2M data types

* Simple types defined in XML schema1)
—E.g. xs:string, xs:integer, xs:boolean
* Simple types
—E.g. m2m:ID, m2m:labels, m2m:timestamp
—Defined in CDT—commonTypes—v2_x_y.xsd?
* Enumeration types represented in integer
—E.g. m2m:operation, m2m:resourcelype
—defined in CDT—enumerationTypes—v2_x_y.xsd?
* Complex types consist of multiple simple and/or enumeration types
—E.g. m2m:filterCriteria, m2m: notification
—Defined in CDT—commonTypes—v2_x_y.xsd?
* Enumeration types defined for home domain information model

—E.g. hd:devicelype, hd:doorState

, 2)

9%l oneM2M EZ2EZ 2l A|&QI
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9.2 Data Types and Serializations

= Serializations

= List of supported message formats

* XML and JSON from Rel—1
* CBOR from Rel—2

= Short names

* (Long) Names are used in the documents for human’ s readability
* However, in the primitives and the binding messages short names are used for efficiency
* Short names are defined for

—Primitive parameters
— E.g. Request Identifier — rqi
—Resource attributes including resource types

— E.g. container — cnt

—Complex data type member

— E.g. createdBefore (of Filter Criteria) — crb

313
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I 9.2 Data Types and Serializations O3, oneli2l SR8 % AEY
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= JSON ?

= JavaScript Object Notation (JSON) is an open standard format that uses human—
readable

= JSON is designed to make data more simple than xml

= JSON is more useful for mobile because it is faster and easier to parse because it has
less functionality than XML,

* Learn more about JSON
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9.2 Data Types and Serializations

= JSON

= A primitive is serialized in XML
* {contentinstance) resource creation request example
—content attribute = “OFF”
—contentlnfo attribute = {text/plain, no encoding}

—Result Content parameter = “nothing”
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9.3 Protocol Bindings

* Protocol Bindings

= List of supported protocol bindings

*HTTP, CoAP and MQTT from Rel—1

* WebSocket from Rel—2

* Possibly DDS1) and OSGi2) from Rel—3

* Possibly Service Layer APl from Rel—3

9%, oneM2M ZZ2EZ U AIEQ!
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—APIs in a library for an AE that located in the same device as CSE

Server/Client

Publish/Subscribe

TCP

HTTP, WebSocket

MQTT

UDP

CoAP

DDS

1) Data Distribution Service, 2) Open Service Gateway initiative
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I 9.3 Protocol Bindings
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= HTTP Binding (1/2)

* Header mappings

9%, oneM2M ZZ2EZ U AIEQ!
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— > N to 1 mapping

>

oneM2M Parameter AU
Header/component
1o path component
From X—M2M-O0Origin
Operation Method
Filter Criteria query component
Response Status Status—Code |
Code
ointOfAddress
g (attribute) Host
Resource Type Content—Type
Request Identifier X—M2M—RI
notificationURI
(element) of X—M2M—-RTU
Response Type
Response Status X—M2M-RSC |
Code
Content Message—Body

1 to 1 mapping
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I 9.3 Protocol Bindings

= HTTP Binding

= {contentinstance) resource creation example

* The Content parameter is carried in the body part

* The other parameters are carried in the header part
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I 9.3 Protocol Bindings

320

= CoAP Binding

= Header mappings

oneM2M Parameter CoAP Options
1o URI—Path
From oneM2M—-FR
Operation Method
Filter Criteria Uri—Query

Response Status Code

Response Code

P o/nz‘O)?4ddress Uri—Host, Uri—Port
(attribute)

Resource Type oneM2M-TY
Request [dentifier oneM2M—RQl
Response Type Uri—Query
Response Status Code oneM2M—-RSC

Content payload

9%, oneM2M ZZ2EZ U AIEQ!
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9.3 Protocol Bindings

= MQTT Binding

* Header mappings
*MQTT has no header concept
—The whole request/response primitive representation in XML or JSON is carried in the message body
* However, some parameters are carried in a MQTT topic

-E.g. “/oneM2M/req/{originator)/{receiver)”

= MQTT topics

* Registration topic using credential
* Request/response topics using Originator ID and Receiver ID

—To parameter, which is the target resource address, is carried in the body, while the Receiver’ s entity ID is
included in the topics

= A message example

* (omitted)
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9.4 Testing Framework

" |Introduction to Testing

= Verifies interoperability of different products

* Products are implementing standards for the interoperability
* To guarantee that, those need to be tested in terms of interoperability and conformance

* Tests provide feedback to enhance standard specifications

= |nteroperability test and conformance test
* |OP does not guarantee conformance, vice versa

* They're complementary so the both should be tested

Test

!

Regs. Devicey |

Conformance Test

9% oneM2M Z2EZE 2 A|

System Device, Interoperability Test

Device,,

o=
[— =y
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I 9.4 Testing Framework

323

= |OP vs., Conformance

" Interoperability test
*is end—to—end manner
* tests a complete device or set of devices
* shows a function is working, but don’ t know how
* involves interfaces of different products
* is manually done

* is wider scope but less thorough

* Conformance test
* is layer—by—layer manner
* tests a system component
* can test error behaviors
* involves test systems
* can automate and repeat executions

* is thorough and accurate, but scope is limited

9%, oneM2M ZZ2EZ U AIEQ!
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I 9.5 Interoperability Test

» Test Specifications (1/2)

= TS—0018, Interoperability Testing

*in version 1
—Configurations for zero hop and one hop

—Tested functions

— Registration

— Data management (container, contentinstance)
— Discovery

— Subscription/notification

— Device management

— Request polling

— Group management and fan—out

= Access control policy enforcement

= Non—blocking communication

*in version 2

—Tested functions to be added (TBD)

— Service subscription management
— Interworking with AllJoyn, OCF, LWM2M
- Etc.

9%l oneM2M EZ2EZ 2l A|&QI
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I 9.5 Interoperability Test

325

» Test Specifications (2/2)

= An example of interoperability test description

Interoperability Test Description

Identifier: TD_M2M_NH_10

Objective: AE creates a container resource in registrar CSE via a container Create Request

Configuration: M2M_CFG_01

References: TS-0001 [1], clause 10.2.4.1
TS-0004 [2], clause 7.3.5.2.1
Pre-test conditions: [ o AE has created an application resource <AE> on registrar CSE
Test Sequence
Step | RP Type Description
1 Stimulus AE sends a request to create a <container>

. op =1 (Create)

. to = {CSEBaseName}/URI of <AE> resource
PRO Check | fr = AE-ID
Primitive . rqi = (token-string)
.

ty = 3 (Container)
. pc = Serialized representation of <container> resource

9%, oneM2M ZZ2EZ U AIEQ!
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Sent request contains
¢ Request method = POST
* Request-Target:{CSEBaseName}/URI of <AE> resource
PRO Check o Host: IP address or the FQDN of Registrar CSE
HTTP o X-M2M-RI: (token-string)
o X-M2M-Origin: AE-ID

res+json; ty=3
.

« Content-Type: application/vnd.onem2m-res+xml; ty=3 or application/vnd.onem2m-

M je-body: Serialized representation of <container> resource

Sent request contains

2 o Method: 0.02 (POST)

o Uri-Host: IP address or the FQDN of Registrar CSE
PRO Check o Uri-Path: {CSEBaseName}/URI of <AE> resource

e oneM2M-TY: 3

* oneM2M-FR: AE-ID

« oneM2M-RQI: (token-string)

. Payload: Serialized representation of <container> resource

IOP Check  |Check if possible that the <container> resource is created in registrar CSE.
e rsc = 2001 (CREATED)
PESan?f;k  rgi = (token-string) same as received in request message
* pc = Serialized representation of <container> resource
Registrar CSE sends response containing:
« Status Code = 201 (Created)
PRO Check * X-M2M-RSC: 2001
HTTP * X-M2M-RI: (token-string) same as received in request message
« Content-Location: URI of the created resource.
Mca « Content-Type: application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
o M je-body: Serialized representation of <container> resource
Registrar sends response containing:
* Response Code =2.01
* oneM2M-RSC: 2001
PRSOCArll:‘eok * oneM2M-RQI: (token-string) same as received in request message

o Location-Path: URI of the created resource
« Content-format: application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
* Payload: Serialized representation of <container> resource

CoAP « Content-type: application/vnd.onem2m-res+xml or application/vnd.onem2m res+json

Sent MQTT PUBLISH message:
Topic: "/oneM2M/req/< AE-ID>/<Registrar CSE-ID>"
Payload:
. op =1 (Create)
to = {CSEBaseName}/URI of <AE> resource
fr = AE-ID
rqi = (token-string)
ty = 3 (Container)
pc = Serialized representation of <container> resource

PRO Check
MQTT
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I 9.5 Interoperability Test
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= |OP Test Events

= oneM2M IOP test events
* 1st test event in France (Sep. 2015)
-TS—00131) (Rel—1)
—26 companies, 64 test descriptions
* 2nd test event in Korea (May 2016)
—-TS—-0013 (Rel-1)
—20 companies, 70 test descriptions
* 3rd test event in Japan (Nov. 2016)
—TS—0013 (Rel-2)

» Feedbacks to WG2 and WG3

* bug—fix and clarifications had been made

—E.qg. serialization rules, ambiguous behavior descriptions

1) Interoperability Testing TS

9%, oneM2M ZZ2EZ U AIEQ!
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9.6 Testing Framework

» Test Specifications (1/3)

= Development procedure

* A series of test specifications are developed in order

order

327

Base Standard or Profile Specification

Implementation Check List (ICS/IFS)

|[dentification of Test Group Structure (TSS)

Specification of Test Purposes (TP)

Specification of Test Descriptions (TD)

Specification of Test Cases (TC)

Validation of Test Cases

\/

}

9%l oneM2M EZ2EZ 2l A|&QI

Implementation
Conformance
Statements
(TS-0017)

Test Suite Structure & Test
Purposes (TS-0018)

Abstract Test Suite &
Implementation eXtra
information for Test
(TS-0019)

Ol
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9.6 Testing Framework

» Test Specifications (2/3)

* |mplementation Conformance Statement (ICS)

9% oneM2M Z2EZE 2 A|

* Checklist of the capabilities supported by the Implementation Under Test (IUT)

—Allows quick & easy first good guess on potential interoperability between two or more implementations

Q# ICS Question Reference Status Support
Q1 Support of Feature F1 [x] Clause a OPTIONAL Yes/No
Q2 Support of Feature F2 [x] Clause b MANDATORY Yes/No
Qn Support of Message M1 [y] Clause ¢ CONDITIONAL Yes/No
Qk | Support of message Parameter P1 [y] Clause d OPTIONAL Yes/No

328

30|

[ == N

Ol

loT @E Z8iE 7

|2 MSME|A HES et AREQIE ST} oneM2Me| OfH



I 9.6 Testing Framework

» Test Specifications (3/3)

= An example of Test Purposes

* Detailed descriptions of test purposes for a particular requirement

TP Id TP/oneM2M/CSE/DMR/CRE/BV/001
Test objective Check that the IUT accepts the creation of a RESOURCE_TYPE resource with resource name
not provided by AE
Reference TS-0001 10.1.1.1
Config Id CFO01
PICS Selection PICS_CSE
Initial conditions  |with {
the IUT being in the "initial state”
and the IUT having registered the AE
and the AE having privileges to perform CREATE operation on the resource
TARGET_RESOURCE_ADDRESS
}
Expected behaviour Test events Direction
when {
the IUT receives a valid CREATE request from AE
containing
To set to AE_RESOURCE_ADDRESS and
Resource-Type set to RESOURCE_TYPE and
From set to AE-ID and
no Name attribute and IUT € AE
Content containing
RESOURCE_TYPE resource
containing
no ResourceName attribute
}
then {
the IUT sends a Response message containing
Name and
Response Status Code set to 2001
(CREATED) and
Content containing IUT > AE
RESOURCE_TYPE resource
containing
ResourceName attribute
}

329
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9%, oneM2M ZZ2EZ U AIEQ!
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9.6 Testing Framework

= Testing Tool

= oneM2M Tester is the name of open source project as well as the conformance test tool

* Project members are KETI, InterDigital, Ericsson, ETSI, TTA, etc.

* The tool was demonstrated during oneM2M 2nd IOP Test ('15.05)

B g wee

Testing tool

g i s i ol
R —
M2MTestcases.onel M2M_CSEBase_retri
T M2MTestcases.oneM2M_AE_create
M2MTest oneM2M_AE_retrieve
[ Raicnmns M2MTeske oneM2M_AE_update
P M2MTest oneM2M_AE_delete
’ M2MTest oneM2M_CNT_create
M2MTest oneM2M_CNT_retrieve

oneM2M_CNT_update

Open source project webpage

Runselected: 1 -+ times

Cancel OK
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9.6 Testing Framework

= Certification Program

» Phase—1 certification

* will be launched in 2016 per partner type 1 (regional SDO)
—TTA runs the certification program extending TTA" s oneM2M verified program in early 2016
* is compatible with oneM2M Rel—1 specifications

—Test specifications for Rel—2 would be available in 2017

» Phase—2 certification

* will be launched in 2017 globally
* The tool was demonstrated during oneM2M 2nd IOP Test ('15.05)

331
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9%t oneM2M ZZ2EE 2 A[RQIS

9.6 Testing Framework

= App Developer Guide

= provides a set of call flows for use case scenario
= provides XML and JSON messages for reference

» provides example usages of oneM2M RESTful APIs

* AE, container, contentinstance, latest, group, etc.

oneM2M Service

Light#1 Platform

s

Smartphone
embedding with
applications as a

remote light

controller

8

Light##2 Home Gateway

Figure 5.1: Overview of remote lights control use case [TR—0025]
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I Assignment

= Assignment 9

9%t oneM2M E2EZE 2 A

IOT AHIA0|A] A 8 4 QU= BIO|EIS 7FE510f oneM2MEZ0

2} XML JSON SAlo 2 ZHMEH HAIR
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Reference

[9.1] Procedures

Overview of Protocol Binding

a2 £X]: http://www.oneM2M.org/technical/published—documents
Generic Procedures

a2 EX: http://www.oneM2M.org/technical/published—documents

[9.2] Interoperability Test

Test Specifications
a2 £X: http://www.oneM2M.org/technical/published—documents

[9.3] Testing Framework

App Developer Guide
a2 £X: http://www.oneM2M.org/technical/published—documents
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7 |'_O_ I 7H (@) 10%}. OCEAN Open Sources

= Be ==

&Cube?] 7| 2 HZFZ sk&36t Raspberry pi 2001 A

SxtAlF|7| $IEt BHd 7EE BEE i)

— Ocean Open Source
— Mobius — &Cube 2| HH 2 J|=s
— & Cube SZIZ 2|8t raspberry pi 84 1=

— AdlM ClafolA HS
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10.1 OCEAN Open Sources 10%. OCEAN Open Sources

= What is OCEAN
= OCEAN (Open allianCE for iot stANdard) established in Jan. 6th, 2015 by KETI and
Korea Government,

= The objective of OCEAN is to share open sources based on lol standards and to
encourage co—working between its members

= The OCEAN supports early commercialize and vitalized ecosystem for loT

- HlO|E{Q] %2 T7|Z LsH= HOIXITH TS| 22IXQI 37|7L ok GIOES] ‘&M ‘0| O L5t IS Malster U
of {222 FRE o|njsts HY
= License policy

= 3—Clause BSD license policy

= OCEAN adapts IPR policy of the standards referred by open

= Current Members

= 464 members (Oct. 7, 2016)
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I 10.1 OCEAN Open Sources 10%. OCEAN Open Sources

» http://www.iotocean.org
= Have more platforms — become complicated

sy ]
N OCEAN About License Download Community Showcas
A%
N O C E AN About License Download Community Showease
. Dow
Open allianCE for
% i #
A global alliance based on open source and loT standards %
i PR W
OCEAN's aim is to share the open source developed based on loT standards and to promate the development and
commercialization of diverse loT services.
KéTl Download = Yellow Turtle
-
HARSH A
=m0
|
- 201508
| KETI Download - Lavender
=
‘ HALR =2 -
Mo v Cocamammy watinte M ODILIS. Platforin baseit o NGGE j
<=
KE‘rI NOTICE +MORE &Cube > * Lavendervi.0 201508 4 s 2nd conditions, i:e
> -
HHEUAGHE
HREARY TP BR[| . i
s e Ty i IoT Korea Conference & Int| Exhibition 2015 2015-09-30 Blue Octopus v1.1 & Cube: Lavender
OCEAN Publication Plan 2015-08-06 Yellow Turte v1.1 Lavender s an open source software of oneld2M-based loT Device Platform based on the Java Vi g‘
QOCEAN Site Renewal Guide 2015-07-22 Yellow Turtle'v1.0 ine elease 1
TP 2stanen AR— oo ey . _
= - IoT innovation Forum2015 #AF [ 2015.5.271 20150515 Blue Octopus v1.0 N OlRgEDes The source code and files of Lavender are under the OCEAN license terms and conditions, i.e., 3~
[T DIY Related exhibitions] Community participa 2015-04-24 Lavenderv1.0 Mot e T d open source ficense
eiig Versions
N ORPEES SeanCanbiRG Code Name Framework Version [ Ref. Standards
T— 1 S Lavender Java 1.0 oneM2M Release 1 Mac, Rasbian
Lavender [ Java K] | cneM2M Candidate Release 1
PREREQUISITES
MEmbeF'ShID alel(aUO” Download Lavender software Is running on a platform-independent Java Virtual Machine.
The OCEAN senvices including downloading You can download the source code and All O
source codes are provided for free under documents of the standard loT server publig VS A EOIIREMENTS
> E EME
the OCEAN membership. platform, cpenMobius® and loT device based| S '/ T ﬂ R QJHI‘\ N] N rs
In principle, the OCEAN membership is platform, &Cube® furthd _Smm Remarks =
permitted only to a person affiliated to a Operating System Viitideyre intlc, Mac 05X
3 ) Java Virual Machine Java 7
company or arganization MOTT Broker Mosguitto 1.4.x
Files
[Name Download Link
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10.1 OCEAN Open Sources 10%. OCEAN Open Sources

= Open source
= The OCEAN is now providing open sources of oneM2M—based loT platform called
“Mobius “ and “&Cube “, and relevant documents.

* For download of the open source, users should join to OCEAN web site
(http://www.iotocean.org).

—

OCEAN (Open alliance for iot standard)
~2015

2016~
_ Interworking
@ o ® OPEN
o ® NTERCONNECT Other Alliance
AllJoyn @ comsa s

loT 22 SAZ 7|8 MS A& HLS et AZSQUIESt oneM2M2] Of5H
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I 10.1 OCEAN Open Sources 10%. OCEAN Open Sources

" Platform Open Sources

Not yet

Blue Octopus
Mobius
Yellow Turtle Node.js
Java
Rosemary
Node.js
Java
&Cube Lavender
Node.js
Java
Thyme
Node.js

340
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I 10.1 OCEAN Open Sources 10%. OCEAN Open Sources

* Interworking and Tool Open Sources

Not yet

OCF IPE loTivity
Interworking AllJoyn IPE v Java
LWM2M IPE v Java
Resm.lrce Tree c#
Viewer
Tool
°“eM§l'_“TeSt Eclipse TITAN

341 I
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I 10.2 Mobius _ &CUbe 10%. OCEAN Open Sources

= Horizontal lol Platform

Service Domain A Service Domain B

loT Services
|

5,3 Data
\‘ Processing
. Internet
loT Platform S : :
o £ "
. o O 5 J;?'F
/ \ 22 | pQ mosius MOBIUS
ininininin pinininly’ ninie ¥ Frlniuin \alnininy fuiniie 1> o
: I i3 ~ A 4 Open loT Platform
1 1]
! /I_d\ ' /I_d\ !
! 1 i
! | |
i LA ! &Cube
: \.__‘/ i : =8 £ (Rosemary)
1 1 — 1
- ' 10 5 @ &Cubes 2
1 . > = $ s 3 g
I Fully addressable Thing i3 8 &cube &Cube  &Cube s 1
U -
; ) : - (Thyme) (Lavender)  (Lavender) % ﬁ,
Service Domain A Service Domain B ﬁ*
Horizontal loT Platform Model KETI’ s Open loT Platforms

loT Application Domains
(Mobius and &Cube) PP
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1 0.2 MObius _ &Cube 10%. OCEAN Open Sources

* |nterconnection Structure

Mca -
s H

&Cube : Lavender for Node.

343 I
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I 1 0.3 Utilization 10Z%t, OCEAN Open Sources

= How lol Devices Work

Things e—4oT device platforme—40oT service platform———eloT application

4 N 4 N\ o pu— —
& - 2 o o
2N |_ < <
" I /Ol I N [
- \NEXR et o s
| = = = loT App
— &= & Data upload Data retrieve
4 i N\ 4 I N 8 -
=
O Y s | e
N " / : J '.g | B A
s N N ) |
@ ﬁ . _/ Send command moBius Control request
—
\ . J VAR - ¢ &C u be
( A\ 4 I N\ (@)
=
\ =
. )\ /s
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I 10.3 UtilizatiOn 10%. OCEAN Open Sources

= Development Procedure

e <

BISEIDE

ey

*TAS: Thing Adaptation Software

345 I
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I 10.3 UtilizatiOn 10%. OCEAN Open Sources

= Development Method

water pump Yellow Turtle

temperature sens
e

il .
Gt e

PR—

e | ledlight moBIuUS
. ; (Open Platform) . i -
T R Product et

humidity sensor TALSIW ﬂ
supporting S/W
¥

Product design

loT 2 SUZ 7(2 MBAMEIA LS ?{eh MZCUIE 2 oneM2M2] Of5H
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1 0.3 Uti'izatiOn 10%. OCEAN Open Sources

= Basic State

ADN—-AE IN—CSE

mca
AE—SmartPot Configuration CSEBase

moBIUS
&Cube Interface
mca
Thing Interfaces loT App
ADN—-AE 7

loT 2 SAHE 7|8 MBAH|A HES ?Iet ARESQIESt oneM2ME] Of5H
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10.3 Utilization

= Device Registration

ADN-AE IN—CSE

mca

AE—SmartPot Configuration CSEBase

AE—
SmartPot

Thyme

348 I

10%. OCEAN Open Sources

moBIuS
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1 0.3 Ut"izatiOn 10%Zt. OCEAN Open Sources

* Thing(sensor) Registration

ADN-AE IN—CSE

mca
= moBIUS
St
container create
container—

Temperature

349 I
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1 0.3 Ut"izatiOn 10%Zt. OCEAN Open Sources

* Thing(actuator) Registration

ADN-AE IN—CSE

mca
AE—SmartPot Configuration CSEBase
: AE— moBIiusS

Th container—
yme subscription create (nu*) Temperature

container—
light

subscription—
light sub

350
I loT 2 SAUE 7|2 MEBAH|A HES ?let AFEQIEStoneM2Me] OfH



1 0.3 Ut"izatiOn 10%Zt. OCEAN Open Sources

* Thing(sensor) Data Upload

ADN-AE IN—CSE

mca
AE—SmartPot Configuration CSEBase

AE— moBIuS
contentlnstance create SmartPot

container—
Temperature

&Cube
Thyme

container—

&Cube Interface light

subscription—
light_sub

Sensor data

351
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I 1 0.3 Utilization 10%Zt. OCEAN Open Sources

* Thing(sensor) Data Retrieve

IN—CSE

mca
CSEBase

AE—
SmartPot

moBIUS

container—
Temperature

container—

contentlnstance retrieve
asuodsay

352 I
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1 0.3 Ut"izatiOn 10%Zt. OCEAN Open Sources

= Thing(sensor) Control

ADN-AE IN—CSE

mca
AE—SmartPot Configuration

— AE- moBIUS

container—
Temperature

&be
Thyme

container—light
&Cube Interface 9

subscription—
light_sub

Actuator control

mca
Thing Interfaces

ADN-AE

contentlnstance create

353 I
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I 10.4 Reference Hardware 0%, OCEAN Open Sources

* Raspberry Pi 3 Model B

= The Raspberry Pi is a series of credit card—sized single—board computers developed
in the United Kingdom by the Raspberry Pi Foundation

» Using Raspbian (Debian Linux) operating system(OS)
= Other OS support

=» Reference .

354
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10%}. OCEAN Open Sources

I 10.4 Reference Hardware

= CM1106 CO2 Sensor

= CM1106 is miniature infrared CO2 sensor module for detecting CO2 concentration

Measurement range: 0—2000ppm, 0—5000ppm
. Power supply: DC5V*5%, Pmax0.6W
. Dimension: 33%19,7*8.9mm
. Resolution: 1ppm
. Accuracy: = (50ppm+5% of reading)

. Response time: 60s
. Working condition: 0—-50°C,0—95%RH
Signal output: UART , PWM

1.

2

3

4

5

6. Sampling way: diffusion
7

8

9.

10. Life span: 10 years
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10%}. OCEAN Open Sources

I 10.4 Reference Hardware

= SMD RGB LED Module (SZH—EK045)

* RGB LED module consists of a full-color SMD LED made by R, G, B three—
pin PWM input voltage can be adjusted in three primary colors (red / blue / green)
strength in order to achieve full color mixing effect

= 1. using 5050 full-color LED
2. RGB tricolor limiting resistor to prevent burn
3. by PWM regulator may be obtained by mixing the three primary colors in different
colors
4. can be an interface with a variety of microcontroller
5. Operating voltage: 5V
6. LED drive modes: common cathode drive
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10%}. OCEAN Open Sources

I 10.4 Reference Hardware

= PL2303 USB UART Board (type A)

= USB TO UART solution with USB Type A connector

= 1. PL2303TA onboard (the latest device, compatible with PL2303HXA)
2. Supports windows XP/7/8/8.1/10/...
3 power mode : 5V output, 3.3V output, or powered by target board (3.3V—5V)
4. 3 LEDs: TXD LED, RXD LED, POWER LED
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10%. OCEAN Open Sources

I 10.5 Runtime Environment

= COZ2 sensor setup

358
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10%}. OCEAN Open Sources

10.5 Runtime Environment

= RGB LED setup

£ pi®raspbemypt: ~ - o X

€«_»

-> pin@(wiringPi)
“G” -> pinl(wiringPi)
“B” -> pin2(wiringPi)
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10%}. OCEAN Open Sources

10.5 Runtime Environment

= SSH client setup in Windows

= SSH client (PuTTY) download and installation
http://www .chiark.greenend.org.uk/~sgtatham/putty/

= PUTTY configuration and connection
1. Run — Host Name (Raspberry—pi IP address) — Open
2. Host Key confirm (Yes)
3. Connected — ID : pi, PW : raspberry (Raspberry—pi default)

PUTTY 473 S x ] 3
@ 5 pi@rasp =B
EEG) -
= I PUTTY M4 212 B4 '
=3 EEIE L]
E0lg :
Er= Host Name {or IP address) Pott
I 203254173126 2
s Hawa
B & AT} Telnet ) Rlogin @) SSH AlElE
g
=5 HEE HEY 22 B A e
ma B HA B =
o
uz
=i NEEER| i
i e
Hi0lEf | Az |
zey| —=
my [Azm
flogin
SSH
o
AlCiE sEANFSEE W
s T DOEE @ 40l BHS U
| aw
[ == |[ =8m ] (=g ][ a0 |
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I 10.5 Runtime Environment

361

= Repository Update

pi@raspberrypi sudo apt—get update

Reading package lists--- Done

= Add user

pi@raspberrypi

Do you want to continue [Y/n]? Y

sudo apt—get install samba samba—common—bin

= Samba installation

pi@raspberrypi sudo smbpasswd —a pi

New SMB password: (Input user password)
Retype new SMB password: (Input user password)
Added user pi.

= Samba user configuration

pi@raspberrypi sudo nano /etc/samba/smb.conf

------ (End of file)

[pi]

comment = raspberry pi folder
path = /home/pi

valid user = pi

writable = yes

browseable = yes

{CtrI)H{X) = Y > {Enter)

= Samba file server setup in Raspberry—Pi

10%. OCEAN Open Sources
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10%}. OCEAN Open Sources

10.5 Runtime Environment

= Samba file server setup in Raspberry—Pi
= Repository Update

pi@raspberrypi sudo service samba restart
[ ok ] Stopping Samba daemons: nmbd smbd.
[ ok ] Starting Samba daemons: nmbd smbd.

= Connect to Samba folder in Windows

(=)

= Run File Explorer

g 83 =2E 27) g~ 0 @

* |nput (raspberry—pi IP address)
ex) WwW203.254.173.126

= pi folder double click

* |nput (ID and password)

- 5
Windaws S0t [

YEoa 4s g
OG0 BEE Y=S YSHUAIL 203.254.173.126

— | |
\\:\ [ssscessse |
| S0 SUNG-PC

[Pl =5 7o)

GV ESTET - S )
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10.5 Runtime Environment 108, OCEAN Open Sources

* Node.js setup in Raspberry—Pi

* Node.js installation

mkdir node
cd node
sudo apt—get update
sudo apt—get upgrade
sudo apt—get remove nodejs
sudo wget https://node—arm.herokuapp.com/node_archive_armhf.deb
sudo dpkg —i node_archive_armhf.deb (Package install command)
node —v (Node.js version check command)
npm —v (External library installation tool npm version check command)

& pi@raspberrypi: ~ — O X &P pi@raspberrypi: ~ — O X
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10%}. OCEAN Open Sources

I Assignment

= Assignment 10

Raspberry pi 2}

|9F MSAHIA IS e AE2IESIt oneM2M2] O [5H
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Reference

[10.2] Mobius — &Cube

Interconnection Structure
2 £X: http://www.iotocean.org/main/

[10.3] Utilization
How loT Devices Work
2 E£X: http://www.iotocean.org/main/
Development Method
a2 &X: http://www.iotocean.org/main/

10%}. OCEAN Open Sources
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I 11.1 InSta" &CUbe and TAS 11%, &Cube MX|2} 2H|RA

Install
&Cube

* Download &Cube *Download TAS sample * Download Mobius
*|Install Node.js *Develop TAS API collection

* Configure &Cube * Configure TAS *|Install test program
*Run &Cube *Run TAS * Test device
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I 11-1 InSta" &CUbe and TAS 11%, &Cube M9} ZH|RA

= CO2 sensor setup

369
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11.1 Install &Cube and TAS 118, &Cube Sixiay SHl=S

= RGB LED setup

“-” -> pin@(wiringPi)
“G” -> pinl(wiringPi)
“B” -> pin2(wiringPi)
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I 11-1 InSta" &CUbe and TAS 11%, &Cube M9} ZH|RA

= &Cube: Thyme and TAS Download and Copy to Raspberry Pi

* Download &Cube: Thyme and TAS in www.iotocean.org

= Copy the Thyme and TAS source file downloaded to Raspberry Pi with samba

HE3 > 192.168.0.34 > pi
A glE a =&t E% /4 ==
Desktop 2016-05-27 2= 8. Ig £H
Documents 2016-05-27 2= g.. O =4
Downloads 2016-08-22 2= 8. I EQ
Music 2016-05-27 2= 8. Lt =04
Pictures 2016-05-27 2= .. IO O
Public 2016-05-27 2= 8. oY EQ
python_games 2016-05-27 2% g.. Itg =4
Templates 2016-05-27 2= 8. ItE EH
thyme-1.6.2.zip Videos 2016-05-27 @= 5. IOd G
Thyme 2016-08-22 2= 8.. Itg £H
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I 11.1 Install &Cube and TAS 113, &Cube HXI2} BHISA

= &Cube: Thyme Setup with Raspberry Pi

* Login Raspberry Pi with putty SSH program

"= Create Thyme folder and install Thyme

mkdir thyme

cd thyme
unzip thyme—1.6.x.zip
sudo npm install

, isarray@0.0.1,

372
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11.1 Install &Cube and TAS 11 Boube SRS

"useprotocol": "hitp",

|lcse|| : {
"cbhost": "203.253.128.151",
“cbmrt": "7579"!

N &Configure &Cube: Thyme "cbname”: "mobius—yt",

"cbcseid": "/mobius—yt"
= Open configuration file and edit el g

"appid": "0.2.481.1.1",

] ] i "appname”: “ae—edu0",
pi@raspberrypi sudo nano conf.json "appport”: "9727".

------ (Edit configuration file) "bodytype' 'json’,
(Ctrl)H{X) 2 Y > (Enter) } tasport™: "3105
"ént": [

n {
mobius-yt "parentpath": "/ae—edu0",

' "ctname": “cnt—co2"
ae-edul I8

"parentpath”: "/ae—edu0",
"ctname":  “cnt—led"

cnt-co2 }

"parentpath”: "/ae—edu0",
"ctname": “cnt—cam"

cnt-led

éub": [

sub-ctrl

"parentpath”: "/ae—edu0/cnt—led",
"subname": "sub—ctrl",

nu": "matt://autoset”

cnt-cam ] }

}
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I 11.1 Install &Cube and TAS

374

= &Configure &Cube: Thyme

" Parameters

11%. &Cube HX|2} ZH|2A

Parameter Description Content
useprotocol Configure communication protocol between thyme and mobius String (opt:  “http” , “matt” , “coap” )
cse Common Service Entity configuration area JSON Object
cbhost Configure CSEBase host server IP String (ex:  “192.168.0.2” )
cbport Configure CSEBase host server port String (ex: “7579” )
cbname Configure CSEBase resource name String (ex: “mobius—yt” )
cbceseid Configure CSEBase resource ID String (ex: “/mobius—yt” )
magttport Configure MQTT broker host server port String (ex: “1883” )
ae Application Entity configuration area JSON Object
. ! String (ex: “S12345” )
aeid Configure AE ID note: must start with  “S” or “C”
appid Configure Application ID String (ex:  “0.13123.0012” )
appname Configure AE name String (ex: “example” )
bodytype Configure message type of request/response String (opt:  “json” , “xml” )
! L . String (ex: “3105” )
tasport Configure TCP port for communication with TAS note: must same with TAS config info
cnt Container configuration area JSON Array
' . . String (ex: “/example” )
parentpath Configure parent path of creating container note: must start with */”
cthame Configure name of creating container String (ex: “temp” )
sub Subscription configuration area JSON Array
. . e String (ex: “/example/ctrl)”
parentpath Configure parent path of creating subscription note: must start with /"
subname Configure name of creating subscription String (ex:  “sub” )
String (ex: “matt://192.168.0.12/S123145” )
' L . note:
nu Configure natification URL of subscription MQTT case must match “matt: //lip]/[AE=ID]” format
HTTP case must match “http://[ip])/[path]”
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I 11.1 Install &Cube and TAS 115, 8Cube HXI2} BHISA

" Run &Cube: Thyme

" |nput &Cube: Thyme run command

node thyme.js

@ @ pi@raspberrypi: ~/Thyme — O %

375
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I 11.1 Install &Cube and TAS 115, 8Cube HXI2} BHISA

= TAS Setup with Raspberry Pi

= Create TAS folder and install Thyme

mkdir tas_co?2

cd tas_co?2
unzip keti_tas_thyme—v1.X.zip
sudo npm install

376
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11.1 Install &Cube and TAS 118, &Cube Sixiay SHl=S

= TAS (Thing Adaptation Software) Flow

TAS &Cube:Thyme Mobius

mca
" CSE

| - tcp connect (7622) : upload N
1 - tcp connect (7622) : control (if exist) N
| - tcp write (7622) : upload »l
- l - tcp write (7622): upload ) | - I - create contentinstance N
l - tep write (7622) : upload 7 ' ) | - create contentinstance L ) .
l - create contentinstance .
IN-CSE
{ “ctname” :” (Target container name)” , B
“‘con” :” {data)” } homenatol
ofl) bscript
{ “ctname” :" cnt_1" , “con” :” TAS2015" } Stechetion
{ “‘ctname” :” temp” , ‘con” 7 29.8" } contentlnstt]ance
7] LI} -9 % [ I} ” contentlnstance
{ “ctname” :” temphumi” , “con” :" 29.8, 47" } contentinstance
{ “ctname” :" 4491" , “con” :” 2938, 47" } contentinstance

377
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I 11.1 Install &Cube and TAS 113, &Cube HXI2} BHISA

" Configure TAS

= Open configuration file and edit

{?xml version="1.0" encoding="UTF-8"
------ (Edit configuration file) ?:ﬁgialc?::f— ves'?)
(Ctr)+(X) > Y > {Enter) xmins:m2m="http://www.oneM2M.org/xml/protocols"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema—
instance"
(tas)
{comport)/dev/ttyUSBO{/comport)
(baudrate)9600(/baudrate)
{parenthostname)localhost{/parenthostname)
{parentport)7622{/parentport)
(/tas)
{upload)
{ctname)cnt—co2{/ctname)

sudo nano conf.json

f piirasphemypi: ~/node/thyme_tas

GNU nano 2.2.6 File: conf.xml

(id)fe80:0000:0000:0000:0212:4b00:0235:bce5{/id)

{/upload)
{/m2m:conf)
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I 11.1 Install &Cube and TAS 113, &Cube HXI2} BHISA

= &Configure &Cube: Thyme

" Parameters

Parameter Description Content
tas Thing Adaptation Software configuration area Low level XML tag
comport Configure device serial port name S’f‘rlng (L',,n ux ex: “/dev/ttyUSBO" , Win ex:

COMO” )

baudrate Configure device serial port baud rate String (ex: “115200”
21aerenthostna Configure thyme TCP Server IP number String (ex: “127.0..0.1”7 )
parentport Configure thyme TCP Server port number String (ex: “3105” )
upload Sensor data upload configuration area Low level XML tag
download Actuator command download configuration area Low level XML tag
ctname Configure container name for mapping with thyme String (ex: temp)
id Configure device ID for mapping data container String
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I 11.2 Run &CUbe and TAS 11%. &Cube MX|2} ZH|RA

* Run TAS

* |nput TAS run command

node app.js

380
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11.2 Run &Cube and TAS 113, &Cube Mx|2} BH|RA

" Run &Cube: Thyme

= Simple scenario

—httpServer
203.253.128.151:7579

ADN-AE IN-CSE

mca

CSEBase

Thyme Configuration(ae—edu0)

—httpServer(9727): notification ae—edu0

—tcpServer(3105): TAS

cnt—co?2

AE create
cnt—led

container create
sub—ctrl

subscription create (nu)

cnt—cam

381 I
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I 11.2 Run &CUbe and TAS 11%}. &Cube MX|2} ZH|RA

= Run TAS

* Simple scenario -httpServer :
203.253.128.151:7579

ADN-AE IN-CSE

CSEBase

Thyme Configuration(ae-edu0)

-httpServer(9727): notification
&Cube -tcpServer(3105): TAS

Thyme contentlnstance create

&Cube cnt-led
Interface y

sub-ctrl

-
Thing Interfaces

382 I
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11.3 Test Device

=" Postman installation

11%. &Cube HX|2} ZH|2A

= Download API Collection (Download — Mobius — Yellow Turtle)
ex) mobius—yt—releaseXXX_.json.postman_collection

* |nstall and run Postman REST Client
Google Chrome Browser Menu — More tools — Extensions — Get more extensions —
Search {postman rest client) — ADD TO CHROME

Runs Offline v l

8y Google

Available for Android

Works with Google Drive

ATINGS
* %k k kK

ok ok ok aup
* % K &up
* Kk &up

>0
» GEE

¥ Extensions %/ & Chrome Web Store - po X
€« C' @ https://chrome.google.com/webstore/search/postman%20rest%20client?hl=en-US
£~ chrome web store
Postman
offer

Advanced REST client
offered by restforchrome blogspot.com

Insomnia REST Client
offered by insomnia.rest

Postman - REST Client shortcut
leafwind

Postman - REST Client (shortcut) add a icon on toolbar to open extension page

v & @ =

_ ADD TO CHROME
Developer Tools

ek dok (65191)

_ ADD TO CHROME
Developer Tools

ko (10968)

+ ADD TO CHROME
Developer Tools

KokdAK (219)

+ ADD TO CHROME
Developer Tools

Kkkkd (129)
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11.3 Test Device

=" Postman installation

= |mport Test API collection

1. Collections — Import Collection
2. Upload files — Choose {mobius—yt—releaseXXX.::*) — Import

Runner Import
IMPORT [D D

11%. &Cube HX|2} ZH|2A

Builder

New Tab
= - Collections
Import stman Collection, Environment, data dump, curl command, or a RAML /
WADL gger( Al GET
mobius-yt-release1 > Authorization
Import File 34 request
_— N
VHIF1 ive Type No Auth
Drop files here
Choo&e Files
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I 11.3 Test Device

385

Data retrieve

= Data retrieval example using Mobius API
Collections — {mobius—yt—releaseXXX,:::) — contentlnst?nce retrieve

M-IF77. contentinsta

"http://203.253.128.151:7

{con>1140</con)

11%. &Cube HX|2} ZH|2A

579/mobius-yt/ae_edu0/cnt-co2/latest
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I 11.3 Test Device 117, &Cube AX|2} BHISA

= Control request

= Control request example using Mobius API
Collections — {mobius—yt—releaseXXX.-:-) — contentlnstance create

'http://203.253.128.151:7579/mobius-yt/ae_edu0/dnt-led

1-IF74. contentinstance 2

POST I

<con)1{/con)

5
POST  M-IF74. comtentinmtance S22 44

386
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11.3 Test Device 115, &Cube Mx|2} BH|SA

= Discovery

= Discovery request example using Mobius API
Collections — {mobius—yt—releaseXXX.:-) — discovery

Builder

http]//203.253.128.151: 7579/mobius—yt/ae_edu0/cnt—co2?fu=1&ty=4&rcn=4&limit=1&crb=20170201&cra=20150101
B GET hzp://203.253.128.151:757%/mobius-yt/ae-edulicnt-co2?fu=1 Ry=4Rren=4&4imir=18crb=20170201 Aera=20150101 Params send v Save
ty : resource type (45_ipqrrt_1t_:e'ritl hstance)
rcn = response content type (4 = just url)
limit : max number of response|urls
crb - before created day
cra . after created day-~ =~
Resource URLs

387
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1 1 .3 TeSt DeVice 1%, &Cube Mx[9} BH|RA

" Mobius Resource Viewer EE

KETI &5 e Home | Resource Monitor

» http://203.253.128.151:7575

= = ‘
= X[AO| BEE AEQ| 2|AA MEE KETI {335z, MOBIUS Resource Monitoring Tool™

Technolagy Institute

= A O|lL= -?-." IAA = O-I The MOBIUS Resource Menitoring Tool ™ is a WEB based monitoring toel that supports visulaize aneM2M
= T M =l AT A e , 510 & e
resources and manage it.

POWERED BY 4
SYNCTECHNO

DOeEEe 0geeEe

388 I
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I 11.3 Test Device 117, &Cube AX|2} BHISA

" Mobius Resource Viewer

KETI =855 hittp': //203:253.128.151:7579/mobius—yt/ae_ eduO
Resource Path | IL[p //203.253.128.151:7579/maobius yt/ae edud |
B

389 I
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I 11.3 Test Device

390 I

" Mobius Resource Viewer

KEST o Escronics i
= Technology Institue ame

Resource Path

Instance Display Number 1 Latest

‘ mobius-yt =

Resource Monitor

@ 3 Latest

5 Latest

! ae-edud (=

@' mobiusu . web_sub )
@

J cnt-cam

) ent-co2

‘) cat-led

e 2017 T112JEK

4-20170 ... 635yU91

0' 4-20170 .. 695rDWm
() Ty

@’ sub-ctri )
Qi 4-20161 ., 042ffdy
Oi 4-20161 . 951S5LGy
() ey

@! mobiusu . web_sub )

11%. &Cube HX|2} ZH|2A

= Selected resource
+mnicint Object
pit "/noblus-yt fae-edulfent-co2”
ty: 4
200701 137032849"

" woklus-vi fae-edulf cnt —co2/4-201 701 1 3032849695y 31
+ "4-20170113032849605v0U91 "

200701 1537032843"

201801 13T032849"

sti 13182
nni: 9007199254740991
cst 3
con: "BZ3
i »
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1 1 .3 TeSt DeVice 1%, &Cube Mx[9} BH|RA

» Case study for ToT (Tweet of Thing)

Yellow Turtle twithe r,

moBIusS

Beon ——
- CO2Sensor

e

nCube:Thyme nCube:Thyme-Tweet

Camera . ®
LED

391
I loT 2 SAUE 7|2 MEBAH|A HES ?let AFEQIEStoneM2Me] OfH



1 1 .3 TeSt DeVice 1%, &Cube Mx[9} BH|RA

= Configuration for ToT twitterd

Raspberry Pi

IN—-CSE
(mobius—yt)

&Cube:Thym
e_Tweet

It

~

=~ mobius—yt
~

TAS (cnt—co2)

ae—edu0

Cube:Thyme T~ee
TAS (cnt-led) (& yme) e
5 E a == Subscription
contentinstance
contentinstance
Subscription

contentinstance
contentinstance
contentinstance

contentinstance

392 I
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I 11.4 Mobius Yellow Turtle 115, &Cube Axiet BHISA

* Mobius—yt(Yellow Turtle)

* Mobius—yt is a lol server platform based on Node.js
* Using Java Script
* Support MySQL Database
* Support HTTP, MQTT network protocols

Mobius Platform .usg

Véllow Tartle

—i recuest

db connector —> response

requester

responder

[ node js (Java) m

OS (windows, Linux, Mac)

)

393 I
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I 11.4 Mobius Yellow Turtle 115, &Cube Axiet BHISA

=  Construction

= Reference install guide of Mobius—yt in OCEAN

Mobius Platform nec.@¢ d%X 4

Yellow Turtle
g 5

DBMS » | MQIT Server .

. SIMQTT

[ Viobius Sern ';—:r]

394 I

loT 2 SUE 7[8 MFAH|A TS flet A=E2UESat oneM2M2] Of5H



I 11.4 Mobius Yellow Turtle

395 I

" |nstall MySQL Database

* |nstall MySQL Server and MySQL Workbench

I,
y Q The world's most popular open source database
MySQL.com .

Downloads Documentation l Developer Zone

Products Services Partners Customers Why MySQL? MNews & Events How to Buy

—~ T T AL OracleE

11%. &Cube HX|2} ZH|2A

Generally Available {GA) Releases Development Releases

MySQL Community Server 5.6.22

Select Platform: Looking far previous GA

varsions?
Wicrosoft Windows #

Recommended Download:

MySQL Installer 5.6
y5Q for Windows

All MySQL Praducts. Far All Windows Platforms.
In One Package.

Windows (x86, 64-bit), MySQL Installer MSI Download

Other Downloads:

Windows (x86, 32-bit), ZIP Archive 5.6:22 342.0M
(mysql-5.6,22-win3.zp) MDS; 00akch88271708 ££073£870dsabd | Signatuce

Windows (x86, 64-bit), ZIP Archive

(mysqi-5.5.23-winxs4.2ip) 18 | Signature

@ Ve suggest that you use the MDS checksums and GnuPG signatures to verify the integrity of the packages you
download.
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I 11.4 Mobius Yellow Turtle

" |nstall MySQL Database

= Download MySQL Database Tables from OCEAN

LoGouT | Mvead]

N
7N OCEAN About  Llicense  Download ~ Community — Showcase  Contad

&= &0 - @ D=l

Query 1 Administration - Data Importi

I

o Local instance MySQLS6
Qpen alli Data Import
s & PQ
& ﬂ Import from Disk  Import Progress
Options

O Tinport Fioni i Profect okl Ci¥isersiryeUbiWDocuments dumps | 4 company

Download - Yellow Turtle :
KETI SRimEe7e mpor : restore v (= mobiusdb
e el
- ) b Tables
L& » Yellow Turtle v1.0 (®) Import from Self-Contained File O WfserstryeubiDocumentsdumps export. sql
NTP wpvwupgn | Yoo Turte o . Select the SQL fdump file to import. Please note that the whole file will be imported. > . ae
isiass Mobius: ow Turtle
&Cube » = b
Yellow Turtleis an open source software of oneM2M-based IoT Server Platform based Defatilt Schema to be Imported To
; i .
P per ' . o -]~ Thedefault schema to import the dump into. g cin
e - The source code and files of Yellow Turtle are under the OCEAN license terms and con o : R Mottt il meisbed
WY DeryEas 85D open source license 1 et e [ cnt

Versions
[ Ref_Standards F Csr

[[Code Name [ Framework [Version =
[ellow Turtle | Node.js Java Script [ 1.0 T oneM2M Release 1 Olects WIiport {only avallable for Projest Fokters)
r mp... Schema Imp... Schema Objects [ 3 ||:|:|

PREREQUISITES I
PREREC I [ .E lookup
§ B > E mms
\ IREMENITOS .
Rem:rks dh: CentOS, Mac, Rasbi b Sd
m indov Linux R an 151 M i3
I Redhat and CeniOS, Mac, Rashian b B =ub

Goen Source Framework Node [s

Web Apolication Server Node js
Datsbase MySOL
CoAP Frameviork = | ts

MQTT Broker Mosquitto 1.4 x a
| 3 tsi
Press [Start Import] to start... -
Download Link: @ VI ew's
- oo | 5 Stored Procedures

J 5 Functions

swllation Guide Korea
ource 1.0
hysal Script

I File': Installation Guide_Mobius_Yellow_Turtle_v1.0_KR.pdf | Mobius Yellow Turdezip | YellowTurtle_s

criptsal

LAST PAGE
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I 11.4 Mobius Yellow Turtle 115, 8&Cube Ao} BHISA

" |nstall MQTT Server

* Mobius—yt supports MQTT protocol to communicate with loT devices {ex)&Cube}

= Download and install an open source MQTT broker Mosquitto http://mosquitto.org

% ok Bookmarks o Bookmerks [ %M [72%A2 [ BSECR=2C (27 p %=L 2280 - [IH0H AR [) SUMS-ELRT . »

e

Mosquitto

An Open Source MQTT va.1/v3.1.1 Broker

{3 mosquitto Setup - X
Mosquitto is-an open source (BSD licensed) message broker that implements the MQ Telemetry Transport protocol versions 3.1
and 3.1.1. MQTT provides a lightwelght method of carying out messaging using a publish/subscribe model, This makes it suitable
for "machine to machine" messaging such as with low power sensors or mobile devices such as phones, embedded computers or
microcontroliers like the Arduino. A good example of this Is all of the work that Andy Stanford-Clark (one of the originators of
MGTT) has done in home monitoring and automation with his twittering house and twitlering ferry. Andy gave & talk on this at
0OgaCamp that explains a bit about MQTT and how he uses it. The slides and audio are available online at slideshare:

Welcome to the mosquitto Setup
Wizard

This wizard will guide you through the installation of

mosquitto,
y . Itis recommended that you dose all other applications
’ Version 1.4.3 released I before starting Setup. This will make it possble to update
Welnzsday, Angust 10tk 2015 | Releases Bugs / Suppart relevant system files without having to reboot your
Documentation computer,
Tris s a bugfi relsass Pyt
Broker Downloads Click Next to continue.

Fix incorrect bridge notification on initial connection. Closes #4567096

Bufld fixes for CpenBSD.

Fix incomrect behaviour for autosave_interval, most noticable for autosave_inferval=1. Closes
#465438 Mosquitta test server
Fli handling of ouigoing QoS>0 messages for bridges tat could not be Sent because the bridge MQTT community
connection was down. mait2casm

Free unused topic free elements. Closes #468987
Fix some potential memory leaks. Closes #470253.
Fix potential crash on libwebsocksts emor

Links

Paho

Client library

Ifyou find mesquitto
useful, please consider a
donation to help support

« Add missing error strings to mosquitto_strerror.
« Handle fragmented TLS packets without a delay. Closes #470660

Elc incomart [nan fimgaut Wainn chasan whan sl trsadad interfare and kaanalie =0 Closac

Cancel
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11%. &Cube HX|2} ZH|2A

11.4 Mobius Yellow Turtle

* Node.js ?

= Node.js is a JavaScript runtime built on Chrome's V8 JavaScript engine

= Node.js uses an event—driven, non—blocking 1/O model that makes it lightweight and

efficient

= Node.js' package ecosystem, npm, is the largest ecosystem of open source libraries in

+de

the world

INnteractive

» Learn more about Node.js

* https://nodejs.org/ko/about/
* https://opentutorials.org/course/2136
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I 11-4 MObiUS Ye"OW Turtle 11%. &Cube HX|2} ZH|2A

" |nstall Node.js

= Download and install Node.js http://www.nodejs.org

‘ €& = C A |2 https)//nodejs.org/en/ o2 Iq] Ol ¢ a = rf{ji Nodejs Setup | = e |

H 9 ok Bookmarks  Bookmarks (' EOHM [ =WM2 [| RTSOSSC [ 2% p g azel . [JHOE AR [ shMEgEs . - O 2lEs02

Welcome to the Node.js Setup Wizard

n d e The Setup Wizard will install Nade.js on your computer. Click
Next to continue or Cancel to exit the Setup Wizard.

399
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I 11.4 Mobius Yellow Turtle

" |nstall Mobius—yt

= Download Mobius—yt from OCEAN hiip://www iotocean.org

KETI

arms (i Tommay Wt
NTP 2estsnpas

i
'n.\’ ORPREI

Download

Latest Version

Interworking

Tools

App Sample

old

Qpen Contribution

- Yellow Turtle

» Yellow Turtle v2.1.2

Mobius: Yellow Turtle

Yellow Turtfeis an open source software of oneM2M-based loT Server Platform based on Node js Java Scrip

t

The source code and files of Yellow Turtle are under the OCEAN license terms and conditions, i.e., 3-clause

BSD open source license

Download

Qpen allianCE for iot stANDard
e, g

2016-08-17 15:45

Versions
Code Name Framework Version Ref. Standards
oneM2M Release 1

PREREQUISITES

SYSTEM REQUIREMENTS

Remarks

Operating System WindowsX, Linux Redhat and Cent05, Mac, Rasbian
Open Source Framework Node js

Web Application Server Node.js

Database MySQL

CoAP Framework

MQTT Broker Mosauitto 1.4 x
Files

Name Download Link

Mabius Installation Guide Korea

Installation Guide_Mobius_Yellow_Turtle v2.1_

KR.pdf
abius Yellow Turtle Source 2.0.12 mobius-yt-2.1.2 zip
ysal Script DB Dump mobiusdb sql
OSTMAN Environment Script y-7579_posiman_environment_json
POSTMAN Script. mobius-yi-release].posiman_collection.json

test-as-virtual-device postman_collection json

test-for-group-resource-fanoutpoint postman_c
ollection json

) oven o1
iingan e

11%. &Cube HX|2} ZH|2A
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I 11.5 Run Mobius 113, &Cube Mx|2} BH|2A

" |nstall Mobius—yt

= Setting of configuration file (conf.json)
* csebaseport 1 Mobius—yt open port

* dbpass : MySQL Database access password

{
“csebaseport”: "7579",
"dbpass": “keti123"

* Run Mobius—yt

* run {node mobius.js) in command prompt
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11.5 Run MObIUS 11%}, &Cube MX|Q} 2H|RA

" Mobius—yt CSEBase retrieve

= CSEBase retrieval example using Mobius API
Run POSTMAN

Collections — {mobius—yt—releaseXXX.::-) — CSEBase retrieve

N Mobivis-yt
M-IF1. CSEBase Tf=== @ ¥

M-1F1. CSEBase Bl =5

http://203.253.128.151:7579/mobius—yt

GET | herp://203.253.128.151: 7S79/mobius-yt | Params send - Save

Headers (3)

© sccepr appli

icationfund.onem2m-prsp+em

Ik Edit Prese
@ xmzmri 12345
& x-m2mM-Origin 50.2.481.1.1.232466
Body 7 2000K me: 106
Prety £ XML = sve Response
b & <?xml version="1.8" encoding="UTF-8" standalone="ye=s"2?>
2~ |<mZm:cb xmlns:m2Zm="http:/ www.onem2Zm.org/xml/protocols”™ xmlns:xsi="http:// www.w3.org/2e8l/XML5chema-instance” rn="mobius
Lyt
3 <ty »5</tys
4 <Cct>20168419T128381</ct>
5 “<rix/mobius-yt</ri>
= <1t>20160419T128381< /11>
7 <lbI>mobius-yt</1bl>
8 ccst>lcfcst>
= <csi>/mobius-yt</fcei>
1ie <srt>1 2 3 4 1@ 16 23 23 24 25 26</srt>
IE <poarhttp://203.253.128.151:7572 mqtt://283.253.128.151/ :mobius-yt</poa>
12 </m2m: ch>
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11%. &Cube X2} ZH|RA

I Assignment

= Assignment 11

415 O|MIE &251 XHA2| oneM2M E|AAE TS0
DH|SA E|AA HOE 2 ¢ UEE I|UHEAL,
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11%. &Cube X[} BH|RA

Reference

[11.1] Install &Cube and TAS

TAS (Thing Adaptation Software) Flow
J2! &X: http://www.iotocean.org/main/

[11.3] Test Device

Mobius Resource Viewer
a2 £X: http://www.iotocean.org/main/
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I 12.1 Run &Cube and TAS for Local Mobius ™™™

"useprotocol": "http",

" &C u be Conﬁg u ration csecbt{wst “Local Mobius IP Address",

llcbmrtll: ll7579|l'

"cbname": "mobius—yt",

= Open configuration file and edit "cbeseid": "/mobius—yt"

‘ "é ": {
B n aei d": "S",

} mobius-yt "appid”: "0.2.4812,12.1",

"appname”: “ae—edu0",

"appport": ||9727||’

"bwytym": llison"’
{—— ae-edul "tasport’: "3105"

Yot 1
{

i "parentpath”: "/ae—edu0",
cnt-co2 babia A

"parentpath": "/ae—edu0",
"ctname": “cnt—ed"

cnt-led {

"parentpath”: "/ae—edu0",
"ctname": “cnt—cam”

’ 1
| sub-ctrl b [

"parentpath": "/ae—edu0/cnt—led",
"subname”": "sub—ctrl",

nhu": "matt://autoset"

cnt-cam )

[a—

}
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I 12.1 Run &Cube and TAS for Local Mobius " ™™

= 2l0|E2{2]| 2% 35 =IH

" |nput &Cube: Thyme run command

node thyme.js

Bios B pi@rasphernypi: ~/Thyme - O X
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I 12.1 Run &Cube and TAS for Local Mobius " ™™

= Run TAS

* |nput TAS run command

node app.js
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I 12.1 Run &Cube and TAS for Local Mobius 125 16T MH|A T

= Data retrieve

uj Runner Import D, Builder

Mobius-yt LO -':'-
L ] L] t 8 (] L] M-F77.cor @ _

Collections

M-IF77. contentinstance 2142 3|
.

A ke e http://192,168,0,151 :7579/mobius—yt/ae_edu0/cnt—co2/latest

GET hittp:/f203.253.128.151:757%/ mobius-yu/ae_edul/cnt-co2/latest Params “ Save

PUT
DE =z
- Headers (3]
. application/xml ] Bulk Edit
12345
PUT
SOrigin
DEL 8
- Body “aakies eaders (7) eSS Status Time: 116 ms
DEL Pieny R Preie XML =
1 |<?xml version="1.8" encoding="UTF-8" standalone="yes"»
A ABAd 2= <m2m:cin xmlns:m2m="http:/ w.onem2m.org/ xml/protocols” xmlns:xfpi="http://www.w3.org/2801/¥MLSchema-instance” rn="4
= -20161125120558888Fr6d" >
3 <pi>/mobius-yt/ae_sdud/cnt-co2</pi>
4 cty>a¢/tys
. 5 €ct>28161125T128558¢</ct>
6 <ris/mobius-yt/se_edud/cnt-co2/4-20161125128558888fred</ris
bE 7 «1t>2081611257128558¢/1t>
g 8 cstr>ic/st>
- ) <mni>9@871992547408991¢/mni>
18 CcsdAcfcss
21 <con»1148</cons
12 fmlme.cin
(con)1140¢/con)
DEL
DEL
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I 12.1 Run &Cube and TAS for Local Mobius 125 16T MH|A T

= Control request

Dj Runner Import D Builder

Collections

M-IF74. contentinstance Eli/t

Al v T L & htip: //192.168.0.151:7579/mobius—yt/ae_edu0/cnt—led

BEL. MeEs e POST | hrp:/f203.253.128.151 757 % mobius-yt/ae edulicne-ted | Param m Save
4 Eody @
form-dats sowww-form-urlencoded '™ raw binary XML W)

="UTF-8"2>
~onem2m.org/xml/protocols” Hmins:xsi="http://w

rersion="1.8" pncodi

> | <m2m:cin xmIns:m2m="hitp:
<Lcon>1g/con®

</m2m:cind

{con)1{/con)

DEL

i.w3.org/ 2881/ XMLSchema- instance™ >

o RS e

PUT  MA-TH

DEL  M-IFB8. subscriptio

PoST  MHFA

M-IF74.

M-IF77. co Status: 201 Created Time: 735 ms

Body c eaders (B)

DEL  M-IFBl.co

Prerty Preview XML =

<?uml version="1.8" encoding="UTF-8" standalone="yes"?>
| <m2m:cin xmlns:m2m="http://www.onem2m,.org/xml/protocols™ xmlns:xsi="http://www.w3.org/2881 /XML S5chema-in
-2816112512180089370gis">
cty>ad/ty>
«pi>/mobius-yt/ae_edue/cnt-ledc/pix
<rix/mobius-yt/ae_edud/cnt-led/4-201611251218009370qis</ri>
<ct>20161125T712188@</ct>
4 <1t>20161125T712180@</1t>

<st>l¢/st>

<es>l</cs>

<con>1</con>
</m2m:cin|

e

TS

e
H o0
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12%. loT MH|A JHE

12.2 Extension

» SK ThingPlug (Jun. 2015)

M4y st oT 1 EA0) ThingPlug?t &t SHUCE,
el e i A e

,‘: 4 - _-\'_- b '\)
\ INTERNET
O = ® }
~ i !

412'
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I 12.2 Extension

" Busan Smart City

DjOPSXIAMES J GRAIORSIAMA

szjo] olmat 2CHA| CjujojA S/ AH|A S
-=="] 9 1)
@ @

TS ADIEAEESES

TR A

m[ 5] &)

atsad
Machine to Machine

& (aternat of Thing moBius
7EU-City 213}
| sea | se | swie |
R :‘. = v

Rouay

D-Platform
(SDK, API)

= © B
7 e

D-Platform
El=CHORY

12%. loT MH|A JHE

ﬂlt7F’ 2nEsd il
B -

LegacyA[ANEICH HEBrHppR
=Sz (All of Things)

City-to-City
bl |
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I 12.2 Extension 128, loT HHlS S

" nlels (2015 ~)

& OCEAN
Open allianCE for iot stANdard

loT Services

SKT ThingPlug

’t\ Data

e € Busan Smart City
NIA Platform

&Cube &Cube  &Cube
(Thyme) (Lavender) (Lavender)
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I 12.2 Extension

= Seedream, Maxfor

loT Smart Farm

12%. loT MH|A JHE

(W Linked Open Knowledge

(I

=

3
Nutrient

machine control window,

External
weather sensors

i

'Big Data Internal e Internet | Flowfan

complex sensor.

‘i\\\ Nutrient

Heat pumps

CROP Encyclopedia

Connected Farm
Field Data

=

o)
_|
o
rH
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I 12.2 Extension 128, o7 IS S

" |Thing service

IiThing

-~

Voice Control Home Appliance

Inside, Outside or Anywhere

416
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12%. loT MH|A JHE

12.2 Extension

= TTEO service

g?/fszW/ //fzf’ ffif?’é’/fﬁﬁ‘«?

__»v”l”};” (27171172 oo/ brhit)
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12%. loT MH|A JHE

12.2 Extension

» Global Interworking (Drone)

MN-CSE
&Cube

(Lavender)

- e U -

Reference point for M2M communication with AE

IN-AE

i
Reference point for M2M communication with CSE mcc :

Mcc’ Reference point for M2M communication with CSE of different M2M service provider

‘\ - Mca I
\.\ 7 N == INTERDIGITAL

. P BT

', IN-AE IN-CSE
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12.2 Extension

419'

" Global Interworking

A smart city service

3 loT platforms

KETI/SKT

12%. loT MH|A JHE

NEC Laboratories Europe

Fraunhofer

moBIUS

Open loT Platform

M2M/IoT Applications

Monitoring App Control App Analytics App
E<l TH )
| | OpenMTC SO

Network Data Device
| APl APl API ]

8= 3 open mtc

U
Connectivity D
Management

E-Health Gateway Smart Building Enviromental
@ Eim =
-

Sensors and Actuators

e
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12%. loT MH|A JHE

12.2 Extension

" oneM2M Interworking

= AllJoyn, OIC(OCF), and Legacy systems

9> ALLSEEN
<> ALLIANCE

Legacy devices

PHILIPS
_Qj ﬁ_o :
= o T J
R— P oS VA [ 4
Legacy systemp o 1/ AllJoyn - m .« o 1
i message * . _ |
interface A Resource mappin ~__8 F
translation pping interface o E ]

0] {04
interface

_ ® OPEN h &
o ® INTERCONNECT v ¥ J/

loTivity & {M 2

|2 MZAMH|A HES 2l ARSQIESI oneM2ME] O[5
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12.2 Extension

" oneM2M Interworking

Non-oneM2M
‘ Jawbone ’

IN-AE
(onePalssApp)

oneM2M

IN-AE

NEST )

OPEN

omson s

INTERCONNECT  AllJoyn

Mcc’

...............................................................................

.......................................................................................................................................
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u

(ConnecThing Client) 1

oneM2M
Showcase
(ETSI, 2014)
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I 12.2 Extension 125, 10T MH|A 7Ht

= ConnecThing Demo

TlIA oneM2M Showcase wﬂf'm ‘: 'a 2 e m ST
(6/1/2015, Dallas, TX, USA) ‘W‘“’“’B‘E‘Mn #5 NEST" Con‘trol .
ating L loT .
I et vms with one M2M
Mobius Platform

v
=

N

Source: https://youtu.be/FngoyncRhCM
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I 12.2 Extension

" Conneclhing Demo

* |nterworking scenarios (oneM2M, AllJoyn, Legacy)

TIA oneM2M Showcase
(6/1/2015, Dallas, TX,'USA)

423

lol
— Platforms with one ]

https: //youtu.be/zHfIQwLBPsM

N N
DEMO #5
Interoperating Lega

s Platform

plt

Smart dice
(oneM2M)
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12%. loT MH|A JHE

12.2 Extension

" Conneclhing Demo

» All-in—one app & Interworking (OIC)

ol KoreajExhibition ’ S ma:[r‘tlpl uglw

| (10 28/20{ Seoul S. Korea)
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12.3 Develop Environment

= JDK Installation

= JDK download and installation

https: //developer.android.com/sdk/index.html
, Java Development Kit 7u79 Install )

## Java SE Develapment Kit 7 Update 79 (64-bit) - Custom Setup

( Android Studio Install -

X

12%. loT MH|A JHY

Welcome to the Installation Wizard for Java SE Development Kit 7 Update 79

p
= Javar

ﬁum SE Development Kit 7 Update 79 (64-bit) - Custom Setup

ORACLE

Select optional features to install from the list below. You can change your choice of features after
installation by using the Acd/Remove Programs utilty in the Control Panel

Feature Dascription

& :
=’ Java ORACLE
Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs wtility in the Control Panel

Feature Description
BB Development Took)

Jawa SE Development Kit 7
Update 79 (64-bit), including the

JavaFX SDK, a private JRE, a

This wizard will guide you through the installation process for the Java SE Development | Ep———
K7 Lpdata 79, i Source Gode Update 79 (64-bit),inclucing the -l Source Code
e oPX SDK,  privete JRE, a .
1Public JRE private JawsPX runtime, and the <l Public IRE private JavaFX runtime, and the
Jeva Mission Control tools suite. Java Mission Controd tools suite.
This will require 300MB on your This will require 300MB on your
hard deive. hard drive.
The Java Mission Cantrol profiing and diagnostics tools suite is naw available as part of the HoT ke ) Install to:
€:¥Progrom FilesvJavaridkl 7.0_79v — ¥ lovawidk1.7.0_79% Change...
Next > Cancel < Bock Next > Cancel < Back Next > Cancel
#7 Java SE Development Kit 7 Update 79 (64-bit) - Progress - 2 Java Setup - Destination Folder X bl
K > Javar K 5 :
=~ |ava ORACLE =2 avad ORACLE ORACLE
Install w: & Fully 1 .
S Exracting Tnstaller uccessfully Installed Java SE Development Kit 7 Update 78 (64-bit)
CreProgram FileserJavarrire? pro
T =
Click Next Steps to access tutorials, AP] documentation, developer guides, release notes
and more to help you get started with the JDK.
Mext Steps
- =
IT ZXpHIT | | -I | H 2 o | S 20 |E{L o 5
loT 2E SZ 7|8 MFSAMH|A JHHS et AFELIEU oneM2Me| O[H
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12%. loT MH|A JHY

I 12.3 Develop Environment

= Android Studio Installation

= Android Studio download and installation

https://developer.android.com/sdk/index.html
( Android Studio Install -+, Java Development Kit 7u79 Install )

Android Studio Setup - > Androd Studio Selup X

Verifying your system meets the minimum requirements
Systen Chede

Welcome to Android Studio Setup

Setup wil guide you thrcugh the installation of Android ‘We could not detect a Java Development Fit (JDK) v7 or newer on your system. Plezse
Studio. browse toits path if known:

Itis recommended that you dese all other zpplcations Browse. .
before starting Setup. This will make it possble to update

relevant system fles witout having to r=boot your or downioad the following compatible JOK:  jdk-7u67-windoms-x6+.exe

computer. and press Nexl’ afler installabon is complete,

Click Next t continue.

Android

N

Studic

= = o

Java SE Development Kit 7u79 Java SE Development Kit Tu79
You must accept the Oracle Rinary Code L I;;nu Agreement for Java SE to download this You must acceptthe Oracle Binary Code enze for Java SE to
scftware.

software.
Thank you for accepting the Oracle Binary Code License Agreement for Java SE; you may
n

Accept License Agreement '®  Decline License Agreement 0w downioad this software.

e e i Product / File Description File Size Download
Linux k86 1304 NB Linux x36 130.4MB  jok - linux-I586.rpm
Linux k86 1476 MB Linux x36 147 6 M8 7.
Linux x64 131.69 MB Linux x4 13169 MB
Linux k64 1464 MB Linux x54 146.4 MB
Mac OS X X64 196,89 NB Mac OS X x64 196,89 MB
Solars x86 (SVR4 package) 140.79 NB Solaris xB6 (SVR4 package) 140.79 MB
Solaris x86 §6.66 MB Solars x86 96,66 MB
Solaris x64 (SVR4 package) 24.67 MB Solaris x84 (SVR4 pachage) 24.67 MB
Solaris x84 16 38 MB Solaris x64 1638 MB
Solaris SPARC (SVR4 package) 140 MB Solaris SPARC (SVR4 package) 140 MB
Solaris SPARC 994 MB Solaris SPARC 994 MB
Solaris SPARC 64-bit (SVR4 package) 24 MB Solaris SPARC 64-bit (SVR4 package) 24MB
Solaris SPARC 64-bit 184 NB S-sparcyd.ar.gz Solaris SPARC 64-bit 18.4 MB
WInGows X85 138.31 MB WS-IDBS.exe Windows 86 13831MB  jOK-7u79-windows-i
Windows x64 140.06 NB Windows x64 14006 MB  juk-TuTS-windows-x64 exe
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I 12.3 Develop Environment

Android Studio Installation

= Android Studio download and installation

Android Studio Sstup

https://developer.android.com/sdk/index.html ( Android Studio Install )

- X

Verifying your system meets the minimum requirements
System Check

We could not detect a Java Development Kit (JOK) v7 or newer on your system. Please

#0 Rot=E?|

Browse to a JOK location

X

Android Studio Setup

- X
Choose Companents
Choose which features of Android Studio you want to install.

12%. loT MH|A JHY

ESD Check the components you want to instal and unchedk the components you don™t want to
browse to its path if known: install. Chck Next to continue.
re— inetpubs
Intel .
or download the following compattible JDK:  jdk-7uST-windows-x64. exe Select camponents to nstal: [ RN | Deaapd
and press Next after nstallation is complete, ¥ Jav?dm S5 Androwd
v {
I b’, = [¥] Android Virtual Device
in
db
include
jire
lib Space required: 4.2G8
ISP YN
< Back Cancel A BE 2HEI(w) H <Badk Next > Cancel
Android Studio Setup - X Android Studio Setup - X Android Studio Setup - X
Licenss Agreement Configuration Settings Choose Start Menu Folder
Please review the icense terms before instaling Android Studio. Install Locations Choose a Start Menu foldar for the Android Studio shortauts.
Press Page Down to see the rest of the agreement. Android Studio Installation Location Select the Starkt Menu folder in which you would like fo areate the program's shortcuts. You
«can also enter a name to create a new folder.
o get started with the Android SOK, you must agree to the foloring terms and ~ &ﬁmmﬂErWEatnanMmﬂ.
joonditions. -
[(c: Wrogram FilesWiandroidWandroid Studo Browse.. — .
This is the Android SOK License Agreement (the “License Agreement’). Accessibility Fy
ACCESSOries
1. Introduction Administrative Tools
Chenhan
14 The Ao SDX (efered toin the Ucense Aoreenent s the 0K and specfaly kot ST Ittt Locatny iy
fncluding the Android system files, packaged APTs, and SDK library s, if ar The location specified must have at least 3.2G8 of fi . rossCer
when they are made avadable) is licensed to you subject to the terms of the License M%mﬂ::mww:: e otlees! of free space grompt:
reement, The License Agreement forms a legally binding contract between yousnd v er
e e - | c:WusersWarchaWappataWiocalWandroid Weck Browse ava
I you accept the terms of the agreement, dick I Agree to continue. You must accept the Java Development Kt
agreement to instal Android Studio. Legitech hal|
[Joa net create shortauts
<Back Cancel <Back Cancel <Back Cancel




12.3 Develop Environment

428 I

= Android Studio Installation

= Android Studio download and installation

12%. loT MH|A JHE

https: //developer.android.com/sdk/index html ( Android Studio Install )

Installation Complete

Setup was completed successfully.

Completed

Show detais

oy
it i dodecnd w99 s Adond S sart o e A oot

[ ¢ wol_le

@ android Stude et Wzard

Guﬁ“.ﬂmp.n,u-
Ardvesd St 8 1y

H' Install Type

Checis e by & tp you wast o Adioad St

O Gandars
Arhuig S wll be scalled] with e most <ormamon seftngs and opsons
Becemmpnded for mon e
Custom

You Gl CUSIOMITh TN WEETINGS W) COMpOnents indlaled

15 update

SBX Lompnents 15 Domnlosd:

Andeoid SDE Buid-Tooks 2401 m2M
Andiid SD% Plattorm Tooks 24401

Andeoid SDE Tooks 2517 208
Andoid Supgort Repoiitaey E1
Gaogle Repotory 109 W8
kel 186 Ermulibir Actalerabas (HAYM imilalia) 173 ME

® Welcome to Android Studic

Ve

Android Studio

% Start a new Android Studio project

1 Open an existing Android Studio project
¥ Check out project from Version Control
O Import projact (Echipse ADF. Gradle, etc)

O Impert an Android code sample

waﬂlﬂﬁlm
Andreid Shudio i ready to ypdate.

0 Configuee » el
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I 12.3 Develop Environment

= Android Studio Installation

= Execute Android Studio

s Click “Start a new Android Studio project” .

* Type the application name and company domain

12%. loT MH|A JHE

“Andiroid Studho Setup Wizard

@ Welcome to Android Studio

Recent Projech

Ne Project Opan Yat

Quick Start
@ Start 3 new Android Studio project
% Open an ‘existing Android Studia project
m Import 2n Andraid code sample
VCS

‘, Check out praject from Version Control

@ Import project (Eclipss ADT, Gradls, stc)

,& Configure
Iiz'; Dacs and How-Tos

Androd Studio 132 Buld 141.2178183:° Check for updates now.

=] & [zl

[ cime v e

H New Project

Ardrojd Studic

Configure your new project

Application name: ‘ TestApp

Company Domain: | com.test

Package pame: testcom testanp

Project location: CheUsersivAdr

ojectsitTestapp

(o | N ] [ |
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Android Studio Installation

I 12.3 Develop Environment

12%. loT MH|A JHE

= Configure ADK version and activity for targeting android devices

* Change Minimum SDK to API 23

* Select “Blank Activity”

® Create New Project

A Target Android Devices

Select the form factors your app will run on
Different platforms may require separate SDKs

Phone and Tablet

Minimum SDK | AP| 23: Android 6.0 (Marshmallow)
Lower AP| levels target more devices, but have few
By targeting API 23 and later, your app will run on
of the devices
that are active an the Google Play Store,
Help me choose

| Wear
Minimum SDK APl 21: Android 5.0 (Lollipop)
Y
Minimum SDK AP 21: Android 5.0 (Lollipop)
| Android Auto
| Glass

SDK  Glass Devels Kit Preview (API 18)

| Previous | Ll | Concel |

Add Mo Activity

s

Google Play Servicss Activity

‘E
Tia b

Google Maps Activity

H Add an activity to Mobile

Blank Activity with Fragment Fullscreen Acivity Google AdMob Ads Activity
r
Login Activity. Master/Detal Flow Mavigztion Drawer Activity

|

W
o
I
I
| I
\ I
1 I
| I
| I

| preious | [Ccancat | [ st |

e

loT 2

S 78 MEME|A JHLS I8 AZQUESUI oneM2M2] O[3

A3 <



12%. loT MH|A JHE

I 12.3 Develop Environment

= Android Studio Installation

= Customize the activity

* Input activity name and click “Finish” button.

* Right menu show the project file structure.

|| ek StodobeiectnTaisg) - i Sso 131
L T L T AT T ]

|EHD ¢ XBFE QR e G penk 350547 am
: in S Lt o iy

H Customize the Activity

Creates & new blank activity with an action bar.

Actity Name: | esmcrty
Layout Name: | main

Tt | Mainactivty
Meru Resource Name: | meny main

Blank Actvity

The name of the resource fle 1o craate forthe menu tams

H
= B | | e i s v

431
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I 12.3 Develop Environment

432 I

= Android Studio Installation

= Android Studio Virtual Devices

e

=

File Edit Wiew MNavigate Code Analyze Refactor Build Run Tools VCS Window Help

12%. loT MH|A JHE

Ik = >

Ol O

* Click “AVD Manager” menu

12. The default virtual device is Nexus 5

2. [Add a new virtual device]
3. Click “Create Virtual Device”

4. Select a the phone type as VD

o XD QAR & > Uwppr| > &6 L FE

H Select Hardware
e 1 e deliation
e | - e, = o s B 2 O Nexus One
@ wewsiang 106 » 1850 ekl 4 Goodesss w1 Cagery, Mame = sae Arstuoon L)
™ Mems S 40 4BOCIOC hpl
BN T - -
Wese Newa & 358" 164002360 séte o ::w':;:
Tasir p— ass prome ot
— e & ar a0 e
| o o
ey N & rsaze hes
oA B0 e
" WVGA ABOAO0 map
WaCA T20n1280 sheg
| 1o o et || impart i praties | (@ e Oaves.
EEE o
o = E=1 HIS O|5 = =
— =2 A0 Il ! CleEl— Jdla= T [ P2 —i
loT 22 S3E 7|8 MSA{H[A 74 |5t AFESQIE{ Sl oneM2M2] OSH
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I 12.3 Develop Environment

= Android Studio Installation

= Android Studio Virtual Devices

System Image

0 5 O G " el s | avonme
37" 480800 hdpi :ﬂ".!.. |

The name of this AVD.

P 2 . Manshallon Google API (Geogie nc ) 136 | change

85 ot undscage
Emulated B e viost Gu
Performance =
(] Store a snapshot for faster startup
an @ither e Hout GRU or Snagt
Questiors an AP level? =
— 7 Pionien Frame Frania Nievicn Erama
[ Show downioadsble system images [ Seethe AP level distribytion chart
Crme | [N (o] [ preion | [ i | o | [
- — — - - = —— =
O swisane - B —— - - o
e

............................
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I 12.3 Develop Environment

= Android Studio Installation

= Click start button to turn on the VD

1080 = 1A wetdpl 23

£80 « 300: hipi

1080 = 1850 i 23

3 Goagle 4P = 650 M3

12%. loT MH|A JHE

Size on Dk
Giile AP ]

Size.nn Dk
1ca
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I 12.3 Develop Environment

=" Android Studio Installation

= Wait for the VD system loading

435
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I 12.3 Develop Environment

=" Android Studio Installation

= Android Studio Theme(Option)

()
[ Open. #Setings 0 e cemedherveas e e

Reopen Project Y B
Q | Appearance & Behavior » Appearance
Close Project —_————

%ﬁ_ Appearance & Behavior U1 Options

Appearance

g Projoct hucige G Menus and Taclbars Theme: |Intell) g

Other Settings System Settings (ove Darcula
Import Settings... File Colors E

pnts by (not recommended|:

woiows | [3s= 5l

I save Al Notifications S
(B synchronize Quick Lists

Export Settings... Scopes B Narn|

Show icons in quick navigaticn Show Flags for Lai

Invalidate Caches / Rest Ke.ymap o

Export to HTML. :'dult;'f‘s [ Automatically position mouse cursor an default button
& Vi S ’
1 Print.. Verson Contrel . Fide navigation popups on focus loss

Add to Favorites Build, Execution, Deployment 0J Drag-n-Drop with ALT pressed only

File Encoding Languages & Frameworks

Pl Tools Toottip initial delay (ms:

Make File Read-only

Power Save Mode s R Ontccs
Exit Animate windows Show tool window bar
D Show memory indicator Show tool window nui

[ Disable mnemonics in menu Allow merging buttons
D Disable mnemonics in cantrols D Small labels in editor t¢ 8
Display icons in menu items E\ Widescreen tool winda

U Side-by-side layout on the left OJ Side-by-side layout on the right

Presentation Made

Font size: | z4n

436
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12.4 Practice

" Web View APP

= New Project

Application Name —) Company Domain —) Project

' New Project

Android Studio

Configure your new project

Application name: My Application } |

Company Domain: | araha.example.com ‘

Package name: com.example.araha.myapplication Edit

Project location: C:wWorkWAndroidProjectMyApplication H ‘

437 I

¥

Configure Minimum SDK

x}& Target Android Devices

Select the form factors your app will run on

Different platforms may require separate SDKs

Phone and Tablet

Minimum SDK MAPI 15: Android 4.0.3 (IceCreamSandwich) n

Lower API levels target more devices, but have fewer features
available. By targeting API 15

and later, your app will run on approximately 94.0% of the
devices that are active on the

Google Play Store.

Help me chogse

D Wear

Minimum SDK ‘ API 21: Android 5.0 (Lollipop) n
O

Minimum SDK ‘API 21: Android 5.0 {Lollipop) n

[ Android Auto

[ Glass (Not Installed) Download

Minimum SDK n

\ Previous ‘ l Cancel |

12%. loT MH|A JHY

loT 22 SAZ 7|8 MSAH[A JHLS Pt AREQUIES oneM2M2| Of5H



12.4 Practice 12%t |oT AH|A 72t

" Web View APP

= New Project
Empty Activity Setting Activity Name and Layout Name

L

| | A Customize the Activity

Add No Actity

Blank Actviy

G

Fullereen Activty Googla AdMob Adk Activity

- .

Creates a new empty activity

Activity Name: | MainAc tivitﬁ I

Generate Layout File

Layout Name: | activity_main ‘

Google Maps Activty Login Activty Master/Detal Fow Navigation Drawer Actvty Seroling Actiity

I Empty Activity f

\wm;\ el || i

The name of the activity class to create

I
S i
‘ Previous ‘ Next | | Cancel | m
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I 12.4 Practice

" Web View APP

= Basic Default Code

activity_main.xml

4 WeApsiond = D5
g v Clapp
E manifests
[ java
¥ [ com.erample araha myapplicatic
€ o MainActivity
* 1 com.example.arsha.myapplicatic

L
av

v Cires
b B3 drawable
k- v [ layout
2 activity_mairuml
& » & mipmap
v » [ values
> @ Gradle Scripts

DHY ¢4 X000 QR ¢ Hiapp- P &5 L B FLAS ?
| T MyApplication Capp “lwc [main Cires [ layout [ activity mainami

-

B activity_mainxm! ¥

&) MainActivity java % \
Jezant version="1.0" encoding="uti-g"z
<Relat ivelavoul xnins:android="http://schemas. android.con/spk/res/android”
Mmins: tools="h11p://schemas . androld.con/l oo |s* androld: layeul_width="match_paren|*
androld: layout_helght="mat ch_parent* androld:paddingLett="5dp"
androef padd inaisht=" 150"
androiel:paddinaTop="160"
andrald:pack ingBot tom="15dp" 1001z conl exet="_MainAct [vi1y™>

<TextVien androidstext="Hel lo tior Id1* android: lavout _width="ur ap_content™
androjd: layout heioht="wrap content® /=
~/Relal [vel ayeut

Ele Edit View Mavig

jate (}zde Analyze Refactor Build Run Iools VCS Window Help
DD ¢4 XO0 QR ¢ Hilopp P & L @ FRLAW ?

=
=

v [ mantfesis
& AndecidMarifestaml |

v Bljava
v [ com exarple arshs myapplicati

& Capture:

1 Proest.

@ b MainActivity

[ com.example.arabamyapplicatiy

v Bores

5 B drawable

2 v EJ layout

fi [ activity_mairixml
v » B mipmap

| o

g ¥ (@ Gradle Serpts

3

&

*

<l wersion="1.0" encoding="ul[-8" 7>
manifest wmins:android="ht tp://schemas android. con/enk /res/android”
paticage="com exanple. araha. mvappl lcation” 2
<appl icat ion
android:al | omackup="true"
androld: icon="iimipmap/ Ic_launcher™
andraid: label="tty Appl leat lon'
androld:woor’lslin#true‘]
androld: theme="G51y 10 fAppTheme" >
cactivity androidiname=" Mainhctivity" >
intent—{ | 1er>
<act o0 andro|d name="androld. intent act lon. MAIN" />

<calegory android:name="andraid. intent .cal egory | ABNGHFR" />
<fintent-Tilter>
<fack v ty>
</app! icat o

</man|fost>

MainActivity.Java

| Ble Edb View Novigate Code Anoyze Befactor Buld Run Tooks VCS Window Help
CRO #» XOF QA ¢ 2> UifRepp-/> & &
| CiMyapplication  Caapp " Cluc Dmain ' Cljava 1 com | E7 example [ araha - B3 myapplicatin
@ B B scivity mainant X © MainActivity java %
package con. example . arahs. a0l (3t ion

& Captures

inport

3 ¥ [ com example-arahamyapplicati
N WATSTIOMR = o' 1o /51 st st o1

* 1 comexample araha.myappiicati

o protected void onreats(Bundie savedinstance
super orcreste (swedinstancestate)

setContent¥ien(R. |ayout act ivity_azin)

L va ¢LEM ?

12%. loT MH|A JHY

£ MainActivity

AndroidManifest?

Descript and configure the android

project

* App name, ID, icon, theme
* App access right

* Activity, Service, Intent

439 I
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I 12.4 Practice

440 I

" Web View APP

= WebView Layout Source

Tty i Al i
e Lt Yiew Navigete Code Avstyge Beloclol Bl W Tooh VCS Wiwdw bl
DHG #» X000 AR ¢ Hidp-/pEa Ll ¥ ILB & ?
| TiMphgplication “iepp Tes Tliman T

_Q&IMMan&wﬂ’HﬂbmmWhﬂ\'\sHmw
SO #+ X0 AR ¢ Hgpm-r ool ¥8 ELA S 2
| i Myhpplication Tiagp [lu Timan Dy Dl 5wty man

- .

Wtanini B ko verhss B M
() Grmdie tredd framhed i dn Fima (3 meendie 090}

¥
-

[repr—

activity_main.xml

12%. loT MH|A JHE

{?xml version="12.0" encoding="ut—8"?)

{RelativeLayout

xmins:android="http://schemas.android.com/apk/res/android

n

xmins:tools="http://schemas.android.com/tools"
android:layout_width="match_parent"

android:layout_height="match_parent"

android: paddingLeft="@dimen/activity_horizontal_margin"

android: paddingRight="@dimen/activity_horizontal_margin"

android: paddingTop="@dimen/activity_vertical_margin “

android: paddingBottom="@dimen/activity_vertical_margin”
tools :context="_MainActivity")

{WebView

android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/webView"
android:layout_alignParentLeft="true"
android:layout_alignParentTop="true"/)

{/RelativeLayout)
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I 12.4 Practice 12%t |oT AH|A 72t

package com.example.araha.myapplication;

import android.support.v7.app.AppCompatActivity;

import android.os.Bundle;

= Web View APP import android.view.Window;
import android.webkit. WebChromeClient;
= WebView Java Source import android.webkit WebView;

import android.webkit. WebViewClient;

MainActivity.Java public class MainActivity extends AppCompatActivity {
package com.example.araha.myapplication; @Override
protected void onCreate(Bundle savedinstanceState) {
ImpOI't andrOId.SUppOI’t.V?.aDD.AppCOl‘npatACtIVIty; super.onCreate(savedlnstancestate);

i ndroi Bundle; . . .
import android.os.Bundle setContentView(R.layout.activity_main);

public class MainActivity extends AppCompatActivity {
WebView webView = new WebView(this);

g‘gt\é irt:gevoi d onCreate(Bundle webView.getSettings().setJavaScriptEnabled(true);
savedinstanceState) { webView,setWebChromeClient(new WebChromeClient());
super.onCreate(savedinstanceState); webView.getSettings().setBuiltinZoomControls(true);
} setContentView(R.layout.activity_main); webView.setWebViewClient(new WebViewClient());
) webView.loadUr("http: //www.naver.com");

setContentView(webView);

}

N1
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I 12.4 Practice

SKT ¢

My Application

" Web View APP

_ = NAVER
= WebView Java Source

AndoridMainifest.xml
LA G| ARX YE-8 FuzCc Am =S

{?xml version="12,0" encoding="uti-8"?)

{manifest xmins:android="http: //schemas.android.com/apk/res/android" GA M Y ZDES W EOHAN
package="com.example.araha.myapplication" ) CoeTEETEE s T
{uses—permission android: name="android.permission.INTERNET"/)» FCHER] v HIA K2 A8 AL AT G
{application

android:allowBackup="true" WSIPYHI91 'S 5 2H-EY 28 AU

android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android: supportsRti="true" -
android :theme="@style/AppTheme" ) H= 24“’25?:_1 Hl-= 231 25?—45"51 745—’5—1"1 Lé“’*l
{activity android:name=",MainActivity" )
(intent—filter)
{action android:name="android.intent.action.MAIN" /)

2 AR ZITF 47 S, TR BIEN

2 ZEj= £ 618 N

{category android:name="android.intent.category.LAUNCHER" /)
{/intentfilter)
{/activity)
{/application)

XA OIE 2 Olc‘a‘ 2 EH6|FIRE FER E,
g8 =2 et EEAHESSZ.

{/manifest)

442
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I 12.4 Practice 128, loT HHIE A

= Mobius and APP connectivity

= |mport sample project

N - [CH ) 2 My Appiication - [C#Work#tAndroidPrcject ) pl- ® Select Eclipse or Gradle Project to Import X
| File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Hel Edit View Navigate Code Analyze Refactor Bulld Run Tools VCS Window Hel i i ‘ect folder. build.arad] . g
= v @ . i | T ; ; i elect your Eclipse project folder, build.gradle or settings.gradle
O HD ¢#» X000 QR ¢ Hifap-/> &5 New New Project.. e
y — — [ Open.. Import Project..
: I B e i ;
l?]:-’::psrm G, Dmémfn ?; ?w; E: alyout nT:?w;":m: Reapen Project v Project from Version Control .“W.W"Jﬂ ACO0 BX O &8 Hide path
Tojec| > -3 W ivity_mainxm 7 In;
- : i il Close Project New Module.. SV 1 CpworkSpaceWMobiusYTSampleApp-v0.2 ‘ﬁ
|8+ [ MyApplication /o HAnEi 00 patette &I 2 o I : p PIEAPP-YU. =
Wb Extemal Libraries & Seftings.. Chl+Alt+S  Import Module... s LI Workspace
" | D_Il‘ym’ f (5] Project Structure..  Ctrl+Al+Shift+S  Import Sample.. ¥ X MobiusYTSampleApp-v0.2
| Framelayout . 2k
_ Other Settings YA C++ Class N
: ;ILTHE&ILEyOLI! (Hon_zonlal} T B C/C++ Source Fle onta) » O gradle
i | |LmealLayoul (Vertical) P g - I p
F [ Tabletayout Shiod:etiry [ e+ HeaderFle feal > O idea
$ ;_—-‘hableRow El Sove Al Qukis E 2Tt » @app
[ rdLayout () synchranize Cirl+Alt+Y ETaMeRew » [ buid
8 [Tl RelativeL ayout Invalidate Caches / Restart.. L GridLayout N
H 1 Widgets B ot [F RelativeLayout » O gradle
g iAb] Plain TextView Power Save Made ?m“m E] .gitignore
- ) Large Tt a0 b Pain Textiew ® buildgradle
Ab] Medium Text - B0/ arge Text P .
8 Small Test At Medium Text ill gradle properties
ot Button B gradlew
1.!- Small Bution gradlew.bat
® ) RadioButton IJ-:, local .
QI(hackEuu il local.properties
9 Switch [} MobiusYTSampleApp-v0.1.iml
= Togglefution [ MobiusYTSampleApo-v0.2iml
& ImageButton ! .
[} MobiusYTSampleApp.iml
* -
Download the sample source from loT Ocean(www.iotocean.org) “ ’—c | ‘ ’—H 1 ‘
ance elp

[ Download/App Sample/Android App/MobiusYTSampleApp—v0.3]

443
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I 12.4 Practice 128, loT HHIE A

= Mobius and APP connectivity

= |mport sample project

Android/app/ manifest(AndroidMainifest_xml)

) hiobiusYTSampleApp-v0.2 - |G pleApp-v0.2] - |app] - ifestmi - Android Stuio 2.1.2 = @3 R
File Edit View Navigate Code Analyre Refactor Build Run Tools VCS Window Help |
DHD ¢## XOF QR ¢ HMp- /P 8B Ram ¥8 FLEM ? a A
[ MobiusYTsampleApp-v0.2 [dapp [Isrc [lmain ' AndroidManifestm) - L - - -
B 6 i ¥ @k # 1| B androidvanitestami X ‘ ) MobiusYTSampleApp-v0.2 - [CWWorkSp YTSampleApp-v0.2] - [app] - Wapp _mainxml - Android Studio 2.1.2 - 0o x
%" 3 app |Eile Edit View Navigate Code Analyze Refactor Build Run Tools WC5 Window Help
m v Dmanf’?i}i ) Jeomt versi -0 encoding="ut{-#"% DEHG #» X000 AR ¢2 Hasp- s Aae Y8 SEBE& ? Q
o -,“ 5 Androidhanifastxml <mnifest xmlns:androld="http: //schemas_android.con/apk/res fandroi . o
i 7 Dl package="ke | i -con. mhiusyl sl apn” > I3 MobiusYTsampleApp-v0.2 [iapp (s Cimain Cires [llayout = activity mainsml |
g » [T keti commobiusylsampleapp 5 ; . o % ' Androic * @ -1 androidManifestaml X | [8 activity main.xml x @
& » [ keticom. ndoiiTe u android nane="andr oid_permission. INTUTICLT" /3 v Caapp Palette #F - By B O -~ O Compore. T = - -1 g
.;} [ keti.com mobiusytsampleapp (122 T B v O n':am‘fnsb ) D'T'W"'“ Wi e v & Device Screen
v Care andr vid:al | owackon="1 rue = B Ardedidiaites ] [ |Frametayout B-E0 . 6 QAR O
g [ drawable ™ android: icon—"Ga pmap/ i c_lsuncher” g 7 1 java [ LinearLayout (Horizontal i s iR il + || linearLayouth
E. » [ layout android: label="Mebius Yellow Turlle Samlefon” g > [ keticommobiusytsampleapp LinearLayout (Vertical)
5 > B mipmap andeoid:aupportalifl="trae” & b [ keicommobiusytsampleapp .
> Elvalues android- theme-"Estyl e /ApnTheme" > | m > B ket i f =
v i S Caclivily androidnane=" Hainhclivily’ > h'd =1 keticom mobiusytsampleapp £ TableRow
<intent filters v Gres | GridLayout
<aclion android:nane="ands oid. intenl action MAIN J § [ drawable (7 RelativeLayout
¥ [ layout Widgets
<category andioid:name="andraidl_intenl_category. LAL § gyo s D_
<linlent-1iller> |® activity_mainam| (B! Plain TextView
E cactivityo 537 Gt > [ mipmap [Bb Large Text Properies 2 O T
g = foiting,  Soe b ot ¥ [ values 1) Mediurn Text
i <mets data » (2 Gradle Scripts 8] Smell Text
* android:name="con_goosle_android yms.version” : F—
amdroid svalue="0452000" /5 . Button m:'o _pi
G % Small Button <
2 <Jappl i cation>
£ RadioButton accessibili
; gl CheckBox accessibili
a B Switch
i w accessibili
o = ToggleButton
B Terminal  [2/0: Massages ) 6 Android Manitar | & & ImageButton il
L0 Grade build finiched in 55 105me (2 minutes ago) ¢ & imageView backgrou® #fffeeb ™
& == ProgressBar (Large) backgrau!
: == ProgressBar (Normal) backgrout
21, == ProgressBar (Small) dickable [ i
i Design Text =

[ Terminal M0 Messages 4 6 Android Moniter  “2TODO W Event Llog  [E]Gradle Console
I Gradle build finished in 53 105ms (3 minutes ago) st L

o)

Android/app/res/layout/activity_main.xml(Design)
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12.4 Practice

= Mobius and APP connectivity

= USB Debugging Mode on Android

Change device to debugging mode

G ¥ T . 89% M 1110 PM

& Software info

ca $Em T . 89% M 1:10 PM

Settings SEARCH

GE

€« Developer options

GE

& Developer options

?Q ?roid THED Accessibility On @ on ®
Baseband version Accounts Take bug report Take bug report
GY20KKKU3SDPH2 ‘

Google Desktop backup password Allow USB debugging? Desktop backup password

Kernel version
3.10.61-9143115
dpi@SWDC3318 #1

Backup and reset

Full desktop backups are not currently protécted.

Stay awake

USB debugging is intended for
development purposes only.

Full desktop backups are not currently protected.

Stay awake

Thu Sep 1 09:56:27 KST 2016 . ) Sereen will never sleep while charging e It can be used to copy data Screen will never sleep while charging. S
Biild nuriber Language and input between your computer and your
MMB29K. GO20KKKU3DPH4 Bluetooth HCI snoop log , ) device, install applications on Bluetooth HCI snoop log ) )
o Battery Capture all Bluetoath HCI packets ina fle. your dexice without notification, Gapture all Bluetooth HCI packets n a file.
; ) . and read log data. : ;

ESE fqr Android status e Storage Running services : Running services

nrorcing
SEPF_SECMOBILE_6.0.1.0026 View and control currently running services. R View and control currently running services,
Thu Sep 01 10:29:34 2016 @ Date and time Fiuaglon Debugging
Security software version @ User manusl USB debugging USB debugging
MDF v2,0 Release 6 Debugging mode launches when USB is A Debugging mode launches when USB is .
VPN V1.4 Release 6.1 connected connected.
ASKS v1.1.160825 @ Developer options

) Revoke USB debugging authorization.. Revoke USB debugging authorization..

KNOX version o About device 9ging gging
KNOX 2 6

Click “Build number”

continue
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I 12.4 Practice

= Mobius and APP connectivity

= App Running

Android Phone Device Debugging Mode Connect

File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

® MobiusYTSampleApp - [C:#Work#AndroidStudioProjects#MobiusYTSampleApp] - [app] - ... #app#src¥main#AndroidManifestxml - And

DHO ¢4 X0 QR & D> Hilfap~ /> 8 L @ CELE & ?
[ MobiusYTSampleApp  [#app [“1src [1main & AndroidManifestxml -
" I

8 1! Android b ‘ © 5 ® Device Chooser X
2 v Caapp
o] v [ manifests ° Choose a running device
® 2] AndroidManifesi Device State Compatible Serial Number

> Djava D 42f0270586987faf [OFFLINE] Offline No, minSdk(API 16]42f02705869...

> Cires

» (& Gradle Scripts
2
5
k1
B
a
~
v
% (O Launch emulator
> Android virtual device: Nexus 5 API 23 x86 u 3
o LJ
2
=1 [ Use same device for future launches
The selected device is incompatible.
S The selected device is incompatibl
S
3 [ OK ] I Cancel ] l Help ]
A
*
[& Terminal [%10: Messages 1 6: Android Monitor “2T0DO B

Gradle build finished in 944ms (moments ago) 4 Scanning files to index... 10:41 CRLF$ UTF-28

Allow USB debugging?

The computer's RSA key
fingerprint is:
2A:38:31:F6:96:89:8B:8F:7D:
8F:C6:36:EA:88:85:40

0 Always allow from this
computer

CANCEL 0K

12%. loT MH|A JHY

He Analyze Refactor Build Run Tools VCS Window Help

IC:#Work#AndroidStudioProjects#MobiusYTSampleApp] - [app] - ..Wapp#srcimain¥AndroidManifest.xml - Android §

=T :vp\> B sre ) B main ) B AhdroidMahifest.Xml\>

O QR ¢ D> llap~ /P B 0 @B CELE & ?

© ® Device Chooser

© Choose a running device

Device

Samsung SHV-E210S Android 4.4.4 (API 19)

(O Launch emulator

State | Compatible  Serial Number

Online v

Android virtual device:

D Use same device for future launches

Nexus 5 API 23 x86

B

sages '@ 6: Android Monitor ~ “2TODO 0 Event Lo
b44ms (moments ago) 3. Scanning files to index.. 1041 |CRLF #| UTF-8 |Conte)
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= Mobius and APP connectivity

= App Running

Mobius Yellow Turtle SampleApp

etrieve

Retrieve CO2(MQTT)

Mobius Yellow Turtle SampleApp

cozEm

MQTT Co2 X8

& % 2
Mobius Yellow Turtle SampleApp

Mobius Yellow Turtle CiU0| A H &

cozam MOTT Co2 XM

.
Mobius Yelio
Mobius Yellc

coz MOTT Co2 28

Mobius

Yellow Tur

coz N

Mobius Yellow Turtle SampleApp

tie CIHIO]A H&

MOTT Co2 28

Control LED
ow Turtle C{U0|A H&
am
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* App Code Review

* |nternet Permission Setting [ MQTT ]

AndoridMainifest.xml

{?xml version="12.0" encoding="uti—8"?)
{manifest xmins:android="http://schemas.android.com/apk/res/android" package="keti.com.mobiusytsampleapp" )

{uses—permission android:name="android.permission.INTERNET" /)
(uses—permission android:name="android.permission.WAKE_LOCK" /)
{uses—permission android:name="android.permission.ACCESS_NETWORK_STATE" /)
{uses—permission android:name="android.permission.READ_PHONE_STATE" /)

{application
android: allowBackup="true"
android :icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android : supportsRti="true"
android:theme="@style/AppTheme" )
{activity android: name="MainActivity" )
(intent—filter)
{action android:name="android.intent.action.MAIN" /
{category android :name="android.intent.category.LAUNCHER" /)
{/intent—filter)
(/activity)
{service android: name="org.eclipse.paho.android.service. MqttService" /)
{/application)

{/manifest)

448
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* App Code Review

= Code Structure Review
p‘l‘lb‘l"i:}MainAc‘tivity() { handler = new Handler(): }

protected void onCreate(Bundle savedlnstanceState) {...}

AT A

public void GetAEInfo() {...}

» Switch - Get Co2 Data With MQTT =
public void onCheckedChanged(CompoundButton buttonView, boolean isChecked) {...}

« MQTT Subscription =

public void MATT Create(boolean mtqaStart) {...}

« MQTT Listener =/

private IMgttActionlistener mainlMqttActionListener = new IMgttActionlistener() {...}:
f~ MQTT Broker Message Received »

private MattCal Iback mainMattCallback = new MattCallback() {...}:

v etk

Mobius Yellow Turtle SampleApp

Mobius Yellow Turtle C|HFO| A T <

public void onClick(View v) {...}
@verride

public void onStart() {...}
@0verride

public void onStop() {...}

» Response cal lback Interface =/

public interface IReceived {...}

»« Hetrieve CoZ Sensor »
class RetrieveRequest extends Thread {...}
Request Control LED »

class ControlRequest extends Thread {...}

=~ Heqeust AL Creation =
class aeCreateRequest extends Thread {...}

« Retrieve AE-ID =/
class aefetrieveRequest extends Thread {...}
/» Subscribe Co2 Content Resource =/

class SubscribeResource extends Thread {...}

R Cco2 =3 QTT Co2 =3|
=2 011910 220 25H= 0 o|M O
0 S S Q
D B on/o O S
GREEN OFF BLUE OFF

12%. loT MH|A JHY
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450

" App Code Review

/= Regeust AE Creation x/
class acCrcatcRequest extends Thread {

}

private final Logger LOG = Logger.getlLogger(aeCreateRequest.class.getName())

String TAG = aeCreateRequest.class.getName():
private |Rcccived receiver:
int responseCode=0:
public ApplicationEntityObject applicationEntity:
public void sctRccciver(IRececived hanlder) { this.receiver = hanlder: }
public aeCreateRequest(){
applicationEntity = new ApplicationEntityObject():
applicationEntity.sctResourceName(ac.getappName()):
¥
@verride
public void run() {...}

/= Retrieve AE-ID =/
class aeRetrieveRequest extends Thread {

private final Logger LOG = Logger.getlLogger(aeCreateRequest.class.getName())

private IReceived receiver:
int responseCode=0;

public aeRetrieveRequest() {...}
public void setReceiver(lReceived hanlder) { this.receiver = hanlder: }

@verride
public void run() {...}

12%. loT MH|A 7

= Code Structure Review [ AE Create or AE Retrieve -]

mobius-yt | ncubeapp | l g327zab1sn_sub

{?xml version="12.0" encoding="uti—-16" standalone="yes"?)

{m2m:ae xmins:m2m="http://www.oneM2M.org/xml/protocols"
xmins :xsi="http://www.w3.org/2001/XMLSchema—instance" rn="ncubeapp")

{pi)/mobius—yt{/pi)
{ty)2(/ty)
{ct)20160928T161212{/ct)
{ri)/mobius—yt/ncubeapp{/ri)
1t)20160928T161212{/It)
{api)0.2.4812.2.00012.0012.0001 1 14{/api)
{aeiyoooox{/aei)
{rrdtruel/rr)

{/m2m:ae)

Note: In oneM2M standard Android Application is mapping with Application Entity(AE). It should use the AE—ID as
request “origin” to do other resource operation(Create, Retrieve, Update, Delete).
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* App Code Review

» Code Structure Review [ CO2 Retrieve, LED Control ]

<?xml version="1.0" encoding="utf-16" standalone="yes"?> <m2m:cin
xmins:m2m="http://www.onem2m.org/xml/protocols”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” rn="4-
20160925121654339wkyn"> <pi>/mobius-yt/ae-edu0/cnt-

led</pi> <ty>4</ty> <ct>20160925T121654 </ct> <ri>/mobius-yt/ae-edu0/cnt-
led/4-

20160925121654339wkyn </ri> <It>20160925T121654 </It> <st>18</st> <mni>90
07199254740991</mni> <cs>1</cs> <enf>text</enf> <con>4</con> </m2m:cin>

/* Retrieve Co? Sensor »/
class Retrievefequest extends Thread { —>
private final Logger LOG = Logger.getLogger (RetrieveRequest.class. getName()):
private |Received receiver:
private String ContainerName = “cnt-co2":

public Helrievelleques! (String containerName) |
this.ContainerName = containerName:

l —

public RetrieveRequest() [

public void setReceiver(|Received hanlder) { this.receiver = hanlder: }

®verride
public void run() {...}

]

/* Request Control LED »/

class ControlRequest extends Thread |
private final Logger LOG = Logger.getLogger (ControlRequest.class.getName()):

private IReceived receiver:
private String container_name = "cnt-led”:
public ContentInstanceObject contentinstance: ESUDY
public ControlRequest(String comm) { —
contentinstance = new ContentlInstanceObject(): ]
contentinstance.setContent (comm) :

1

<?xml version="1.0" encoding="utf-16" standalone="yes"?> <m2m:cin
xmlns:m2m="http://www.onem2m.org/xml/protocols”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" rn="4-
—> 20160925130205542urps” > <pi>/mobius-yt/ae-edu0/cnt-
#Override co2</pi><ty>4</ty><ct>20160925T130205</ct> <ri>/mobius-yt/ae-edu0/cnt-co2/4-
public void run() {...} 20160925130205542urps </ri> <It>20160925T130205 </It> <st>3756 </st> <mni>90071
) 99254740991 </mni> <cs>3</cs><con>719</con></m2m:cin>

public void setReceiver(|Received hanlder) { this.receiver = hanlder: }

451
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I 12.4 Practice

* App Code Review

» Code Structure Review [ Subscription create for MQTT ]

/* Subscribe Co2 Content Resource »/
class SubscribeResource extends Thread [
private final Logger LOG = Logger.getLogger (SubscribeResource.class.getName()) :
private |Received receiver:
private String container_name = "cnt-co2": //change to control container name

public ContentSubscribeObject subscribelnstance:
public SubscribeResource() {...}
public void setReceiver(IReceived hanlder) [ this.receiver = hanlder: }

&0verride
public void run() [...}

<2xml version="1.0" encoding="utf-16" standalone="yes"?> <m2m:sub
xmins:m2m="http://www.onem2m.org/xml/protocols”
xmins:xsi="http//www.w3.0rg/2001/XMLSchema-instance”
rn="s2016092510541136100z3_rn"> <pi>/mobius-yt/ae-edul/cnt-
co2</pi><ty>23</ty> <ct>20160925T133651 </ct> <ri>/mobius-yt/ae-edul/cnt-
€02/s2016092510541136100z3_rn</ri> <It>20160925T133651 </It> <st>0</st><en
c><net>3</net> </enc> <nu>mqtt//192.168.25.47/52016092510541136100z3_su
b</nu><nct>2</nct> <cr>S2016092510541136100z3 </cr> </m2m:sub>

452
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* App Code Review

* Code Structure Review [ Button Click Event ]

case R.id.btnContro|_Green: { public void onClick(View v) {
if (((ToggleButton) v).isChecked()) {
ControlRequest req = new ControlRequest("1");

req.setReceiver(new IReceived() { switch (v.getld()) {
@Override
public void getResponseBody(final String msg) { . .
handler.post(new Runnable() { case R.id.btnRetrieve: {
@0Override RetrieveRequest req = new RetrieveRequest();
public void run() { textViewData.setText(™);
textViewData.setText(™** - #xxikerk | Eny Green MIOI(HE)..” ); req.setReceiver(new IReceived() {
. @Override
13 public void getResponseBody(final String msg) {
»; } handler.post(new Runnable() {
re:] start(); @Override
}else { public void run() {
ControlRequest req = new ControlRequest("2"); textViewData.setText("**** sttt 0o x| ***;
req.setReceiver(new IReceived() { }
@Override D;
public void getResponseBody(final String msg) {
handler.post(new Runnable() { »;
@Override .
public void run() { req.st_art(),
textViewData, setText(™* %% | ED) Green HI(AZ)..” ); } break;
}
}); ooo
}
»;
req.start();
break;

453
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* App Code Review

» Code Structure Review [Switch onCheckChanged Event]

public void onCheckedChanged(CompoundButton buttonView, boolean isChecked)
& G if (isChecked) {
Log.d(TAG, "MQTT Create”");
MQTT_Create(true);
}else {
Log.d(TAG, "MQTT Close");
Mobius Yellow Turtle C|HFO| A < ) MQTT_Create(false);

Mobius Yellow Turtle SampleApp

co2 =8| MQTT Co2 X3 }

/* MQTT Subscription */
FERENREE public void MQTT_Create(boolean mtqgStart) {
if (mtqgStart && mattClient == null) {

/* Subscription Resource Create to Yellow Turtle */

M P A AL T SubscribeResource subcribeResource = new SubscribeResource();

102 St SRt A RMONT) subcribeResource. setReceiver(new IReceived() {
2. LED Green, Blue on/off H0f &% public void getResponseBody(final String msg) {
handler.post(new Runnable() {

publicvoidrun() { - }

}
»;
subcribeResource. start();

/* MQTT Subscribe */

MaqttClient.generateClientld());
maqttClient.setCallback(mainMqttCallback);
try {
IMqttToken token = mqttClient.connect();
token_setActionCallback(mainIMattActionListener);
} catch (MattException e) {
e_printStackTrace();

GREEN OFF BLUE OFF
}else{

/* MQTT unSubscribe or Client Close */

maqttClient.setCallback(null);
maqttClient.close();
maqttClient = null;

454

3
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maqttClient = new MqttAndroidClient(this.getApplicationContext(), "tcp://" + csebase.getHost() + *:" + csebase.getMQTTPort(),
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* App Code Review

» Retrieve by POSTMAN [ CO2 Sensing Data ]

M-IF77. contentinstance 2| &2 Z=3|

{mp_url}}/{{cb}}/ae-edul/cnt-co2/latest Params Save
Headers (4) Pre-request I t Code

O Accept application/xml = X Bulk Edit Presets

@ xmamri 12345 =

@ xM2m-origin Sae_edu1 =

Q nmtype long =

Body k feade (8) Status: 200 OK Time: 213 ms
Pretty W r A XML WV ) WE C Save Response

1 | <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

2 | <m2m:contentInstance xmlns:m2m="http://www.onem2m.org/xml/protocols"” xmlns:xsi="http://www.w3.org/2001/XMLSchema
-instance" resourceName="4-2016092817175840750Md">

3 <parentID>/mobius-yt/ae-edul/cnt-co2</parentID>

4 <resourceType>4</resourceType>

5 <creationTime>20160928T171758</creationTime>

6 <resourcelID>/mobius-yt/ae-edul/cnt-c02/4-20160928171758407S0Md</resourcelD>

7 <lastModifiedTime>20160928T171758</lastModifiedTime>

8 <stateTag>0</stateTag>

9 4740991</maxNrOofInstances>
10 <contentSize>3</contentSiZe>

11 <content>461</content>
12 T

455
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* App Code Review

" Retrieve by Java Code
[ CO2 Sensing Data |

private String ServiceAEName = "ae—edu1";

public void GetAEInfo() {

csebase.setinfo("192.168.25.47","7579","mobius—yt","1883"); //Sample IP

/* Retrieve Co2 Sensor */
class RetrieveRequest extends Thread {

456

private final Logger LOG = Logger.getl ogger(RetrieveRequest.class.getName());
private IReceived receiver;
private String ContainerName = "cnt—co2";

public RetrieveRequest(String containerName) {
this.ContainerName = containerName;

public RetrieveRequest() {}
public void setReceiver(IReceived hanlder) { this.receiver = hanlider; }

@Override
public void run() {
try {

12%. loT MH|A JHE

String sb = csebase.getServiceUrl() + "/" + ServiceAEName + "/" + ContainerName + "/" + "latest";

URL mUrl = new URL(sb);

HttpURLConnection conn = (HttpURLConnection) mUrl.openConnection();
conn,setRequestMethod("GET");

conn,setDolnput(true);

conn,setDoOutput(false);

conn,setRequestProperty("Accept”, "application/xml");

conn,setRequestProperty("X—M2M-RI", "12345");
conn.setRequestProperty("X—M2M—Origin", ae.getAEid() );

conn.setRequestProperty("nmtype”, "long");

conn.connect();

String strResp =™';

BufferedReader in = new BufferedReader(new InputStreamReader(conn.getinputStream()));

String strLine="™;

while ((strLine = in.readLine()) = null) {

strResp += strLine;

if (strResp I=™) {

receiver.getResponseBody(strResp);

conn.disconnect();

} catch (Exception exp) {

LOG.log(Level. WARNING, exp.getMessage());

N

<?xml version="1.8" encoding="UTF-8" standalone="
<m2m:contentInstance xmlns:m2m="http://www.onem2n

</m2m: contentInstance>

-instance" resourceName="4-201609281717584875
<parentID>/mobius-yt/ae-edul/cnt-co2</parent]
<resourceType>4</resourceType>
<creationTime>20160928T171758</creationTime>
<resourceID>/mobius-yt/ae-edul/cnt-co2/4-2016
<lastModifiedTime>20160928T171758</lastModif]
<stateTag>@</stateTag>
<maxNrOofInstances>9007199254740991</maxNrofIn
<contentSize»3</contentSize>
<content>461</content>
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* App Code Review

= Control by POSTMAN [ LED Control ]

M-IF74. contentinstance 2| &2 84 M-IF74. contentinstance 2|42 44

I {mp_ur}}/{{cb}}/ae-edui/cnt-led POST {{mp_url}}/{{cb}}/ae-edul/cnt-led

form-data x-www-form-urlencoded ® raw binary Text v

Accept application/xml
T T I T T e

locale ko 2 | <m2m:cin
3 xmlns:m2m="http://www.onem2m.org/xml/protocols"

° X-M2M-RI 12345 4 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
5 <enfrtext</cenf>
- 6 <con>1</con>

X-M2M-Origin Sae-edul 7 | </m2m:ciny]

Content-Type application/vnd.onem2m-res+xml; tyF4

Ptype ol

e e e e e e e e e e e B T e
ey haw  prevew | ML v 5D [1 Q  soveresponse 1: Green LED ON

1 |<2xml version="1.8" encoding="UTF-8" standalone="yes"?> 2 G LED OFF
2~ | <m2m:cin xmlns:m2m="http://www.onem2m.org/xml/protocols” xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance” rn="4 . reen
-20160928183913558udys">

:;)il;;;xé;)i,;s-yt/ae-edul/cnt—leddpi> 3 Blue I_ED ON

<ri>/mobius-yt/ae-edul/cnt-led/4-20160928183913558udys</ri>

<ct>20160928T183913</ct> 4: Blue LED OFF

<1t>20160928T183913</1t>

VWENAVEW

<str>e</st>
10 <con>1</con>
11 ccnf>textc/cnfs

12 </m2m:cin>;

457
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@Override
public void run() {

try {
String sb = csebase.getServiceUrl() +'/" + ServiceAEName + "/" + container_name;

= App Code Review URL mUrl = new URL(sb);

HittpURLConnection conn = (HitpURLConnection) mUrl.openConnection();
conn.setRequestMethod("POST");

" Contl’Ol by JaVa COde conn.setDolnput(true);
conn.setDoOutput(true);

[ LED Control ] conn.setUseCaches(false);

conn.setinstanceFollowRedirects(false);

private String ServiceAEName = "ae—edu1"; conn.setRequestProperty("Accept", "application/xml");
conn.setRequestProperty("Content—Type", "application/vnd.oneM2M—res+xml;ty=4");
conn_setRequestProperty("locale”, "ko");
conn.setRequestProperty("X—M2M-RI", "12345");
conn.setRequestProperty("X—M2M—Origin", ae.getAFid() );

public void GetAEInfo() {
String reqContent = contentinstance.makeXML();

csebase,setinfo("'192,168.25.47","7579","'mobius—yt","1883"); conn,setRequestProperty("Content—Length", String. valueOfreqContent.length()));

DataOutputStream dos = new DataOutputStream(conn.getOutputStream());
dos.write(reqContent.getBytes());
} dos.flush();
dos.close();

BufferedReader in = new BufferedReader(new InputStreamReader(conn.getinputStream()));
String resp="";

String strLine="";
while ((strLine = in.readLine()) = null) {

class ControlRequest extends Thread { resp += strLine;

private final Logger LOG = Logger.getLogger(ControlRequest.class.getName(); s "

private IReceived receiver; if (resp 1=") {

private String container_name = "cnt—led"; receiver.getResponseBody(resp);

public ContentinstanceObject contentinstance; conn.disconnect();

public ControlRequest(String comm) { _
contentinstance = new ContentinstanceObject(); } catch (Exception exp) {
contentinstance.setContent(comm); ) LOG.log(Level. SEVERE, exp.getMessage());

}

public void setReceiver(IReceived hanlder) { this.receiver = hanlder; } } }

458
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* App Code Review

= Content Instance Creation Java Code

public class ContentinstanceObject {
private String content =™;
public void setContent(String contentValue) {

this.content = contentValue; }

public String makeXML() {

String xml =",

xml += "(?xml version=W"12,0W" encoding=W'UTF—8W"?)";

xml +="{m2m:cin ";

M-IF74. contentinstance 2|22 44

1

7| </m2m:cins|

POST {mp_url}}/{{cb}}/ae-edul/cnt-led

(6) Body ®

form-data x-www-form-urlencoded ® raw binary  Text
<?xml version="1.8" encoding="UTF-8"2>
<m2m:cin
xmlns:m2m="http://www.onem2m.org/xml/protocols"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance">
<cnfrtext</cnf>
<con>1</con>

public String makeXML(){

12%. loT MH|A JHE

xml += "(?xml version=W"12,0W" encoding=W'UTF—8W"'?)";

xml += "{m2m:contentinstance ";

xml += "xmins:m2m="http://www.oneM2M.org/xml/protocolsW" ";
xml += "xmins:xsi="http : //www.w3,0org/2001/XMLSchema—instanceW")";

459

String xml ="™;
xml += "xmins:m2m=w"http: //www.oneM2M.org/xml/protocols¥" ";
xml += "xmins:xsi=W'hitp: //www.w3.0rg/2001/XMLSchema—instanceW")";
xml += "(cnitext{/cnf)";
xml += "{con)" + content + "(/con)";
xml +="¢/m2m:cin)";

return xml;

xml += "{contentinfo)text{/contentinfo)";
xml += "(content)" + content + "{/content)";
xml += "¢{/m2m:contentinstance)";

return xml;
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* App Code Review

= AE Create by POSTMAN

M-IF50. AE 2|aA MY

POST {mp_url}}/{{cb}}
POST Vv {mp_url}}/{{cb}} Params m
A Headers (6) L @ € >
Aut t lead (6) Body @ t t t
O Accept application/xml
o R X » L s
o locale ko form-data x-www-form-urlencoded raw binary  Text
Q@ xmamri 12345 1 |[?xml version="1.e" encoding="UTF-8"2>
2 m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols" xmlns:xsi="http
© xm2m-origin s /XLSchema-instance"
3 <api>0.2.481.2.0001.00T.0%0 ap
o Content-Type application/vnd.onem2m-res+xml; ty=2 4 <rr>trlue</rr>
5 \ N5
0 nmtype short

Body € (10) 1 Status: 201 Created Body 9) Status: 409 Conflict
Pretty ew XMLV 0O Q s Pretty XML = S
1 |<>xml version="1.2" encoding="UTF-8" standalone="yes"?> 1 |<?xml version="1.8" encoding="UTF-8" standalone="yes"?> »
2~ | <m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols" xmlns:xsi="http://www.w3.org 23 <'"2'":r_5‘p x:]'"s”!’zm' http://ww.onenzm.org/xml/protocols”™ xmlns:xsi="http://www.u3
/XMLSchema-instance” rn="ncubeapp"> ~ /XHLSchema-instance™> .
3 <ty>2¢/ty> 3 <cap>resource is already exist</cap>
4 <pi>/mobius-yt</pi> A </m2m:rsp>
5 <ri>/mobius-yt/ncubeapp</ri>
6 <ct>20160928T7193850¢</ct>
7 <1t>20160928T7193850¢/1t>
8 <api»@.2.481.2.2001.001.0001112</api>
9
10
11 </

460
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public void run() {
try {
String sb = csebase.getServiceUrl();
URL mUrl = new URL(sb);
HittpURLConnection conn = (HitpURLConnection) mUrl.openConnection();
A C d R . conn.setRequestMethod("POST");
| conn.setDolnput(true);
pp O e eVIeW conn.setDoOutput(true);
conn.setUseCaches(false);
conn.setinstanceFollowRedirects(false);

n AE Create by Java Code conn.setRequestProperty("Content-Type", "application/vnd.oneM2M—-res+xml;ty=2");
conn.setRequestProperty("Accept”, "application/xml");
private String ServiceAEName = "ae—edui"; conn.setRequestProperty(‘locale”, "ko");

conn.setRequestProperty("X—M2M—Origin", "S");
conn.setRequestProperty("X—M2M-RI", "12345");
conn.setRequestProperty("X—M2M—NM", ae.getappName() );
String regXml = applicationEntity. makeXML();

lic voi tAEIN{ conn.setRequestProperty("Content—Length", String. valueOfregXml.length()));
public void Getasino) DataOutputStream dos = new DataOutputStream(conn.getOutputStream());
csebase,setinfo("192,168.25,47","7579", 'mobius—yt","1883"); dos.write(reqXml.getBytes();
ae.setAppName('ncubeapp’); dOS.qushO,_
dos.close();

responseCode = conn.getResponseCode();
BufferedReader in = null;

String aei ="";
{?xml version="12,0" encoding="UTF—8"?) if (responseCode == 201) {
} {m2m:ae xmins:m2m="http: //www.oneM2M,org/xml/protocols" // Get AEID from Response Data
xmins:xsi="http: //www.w3.0rg/2001/XMLSchema—instance" rn="ncubeapp") in = new BufferedReader(new InputStreamReader(conn.getinputStream()));
{api)0.2.4812.2,00012.0012,0001114{/api) Stringresp="";
(rr)true(/rr) String StrLine; <?xml version="1.0" encoding="UTF-8" s
</m2m:ae> While ((StrLine = in.readune()) != nuII) { <|‘ﬂ2m:ae xmlns:mzl;»:"http:;’/www‘onemZm.o
resp += strLine; -instance" rn="ncubeapp”>
} <pi>/mobius-yt</pi>
ParseElementXml pxml = new ParseElementXmi(); iﬁiii;iéﬁézumassm;m
Class aeCreateRequest extends Thread { aei = pxml.GetElementXmi(resp, "aei"); < fmobius . yE/ hellbeappe/iis
private final Logger LOG = Logger.getLogger(aeCreateRequest.class.getName()); ze setAEidi aei); ’ ! <1t>20160928T193850¢/1t> ‘
- —_ . " ’ <apl»>@.2.481.2.0001.001.0001112</a
String TAG = aeCreateRequest.class.getName(); Log.d(TAG, "Create Get AEID[" + aei +"T); bhleob bty
private IReceived receiver; in.close(); ' <rr>true</rrs
int responseCode=0; y </m2m:ae>|
public ApplicationEntityObject applicationEntity; if (responseCode = 0) {
public void setReceiver(IReceived hanlder) { this.receiver = hanider; } receiver.getResponseBody( Integer. ioString{responseCode) ); }

public aeCreateRequest()}{ conn.disconn ;
applicationEntity = new ApplicationEntityObject(); } catch ('E,'(oepﬁoe:&p) {
applicationEntity.setResourceName(ae.getappName()); LOG.log(Level. SEVERE, exp.getMessage());
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* App Code Review

= AE Retrieve POSTMAN [ AE—ID ]

M-IF56. AE 2|22 E3|

{(mp_url}}f{{cb}

° Accept application/xml
@ xm2mRi 12345
@ x-m2m-origin Sandroid
o nmtype short
Body kie Headers (8)
Pretty Raw rEVIEWN XML =)

N

/XMLSchema-instance" rn="ncubeapp">
<pi»/mobius-yt</pi>

<ty»2</ty>

<ct>20160928T193850< /ct>
<ri>/mobius-yt/ncubeapp</ri>
<1t>201609287193850< /11>

eel.eeel1l12</api>
<aelrncubeapp</aei>

ATT2Lrues/rr
|</m2m:ae>

HOWHNO W e W

o

<?xml version="1.@" encoding="UTF-8" standalone="yes"?>
* | <m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols” xmlns:xsi="http://www.w3.org/2061

Params Send ~ Save

Bulk Edit Presets

Status: 200 OK Time: 121 ms

Save Response

12%. loT MH|A JHY
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* App Code Review

= Subscription Creation by POSTMAN

M-IF58. subscription 2|22 $4

POST Vv {{mp_url}}/{{cb})/ae-edul/cnt-co2

h

Accept
X-M2M-RI
X-M2M.Origin
Content-Type

locale

000000

nmtype

application/xmi

12345

Sxxxy
application/vnd.onem2m-res+xml; ty=23
ko

short

M-IFS8. subscription 2|22 44

12%. loT MH|A JHY

POST {{mp_url}}/{{cb}}/ae-edut/cnt-co2
(6) Body @
form-data x-www-form-urlencoded ® raw binary
1 | <?xml version="1.8" encoding="UTF-8"?>
2 | <m2m:sub
3 xmlns:m2m="http://www.onem2m.org/xml/protocols”
4 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance’
5 <enc>
6 <net>3</net>
; v
7
8 | l<nu>mqtt://192.168.25.47/ncubeapp_rn</nu>l I
9 </

Body (10)
Pretty XML Vv
1 |<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
2 v | <mamisiiiaaml 2
"ncubeapp_rn">
3 = = 1/cnt-co2</pi>
a4 <ty»23</ty>
s £290120098T1 29948 . [t
6 I <ri>/mobius-yt/ae-edul/cnt-co2/ncubeapp_rn</ri> I
7 TTr2Y TITTIASTIT
8 <st>a</st>
9w <enc>
10 <net>3</net>
11 2
12 [ <nu>mqtt://192.168.25.47/ncubeapp_rn</nus|
13 ACTSZE/NCTS
14 <cr>ncubeapp</cr>
15

| </m2m:sub>

201 Created lime: 150 ms

(1  Save Response

=it / /wwvi.onem2m.org/xml/protocols” xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” rn

463 I
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* App Code Review

= Subscription Creation by Java Code

private String ServiceAEName = "ae—edui";
public void GetAEInfo() {

csebase.setinfo("192.168.25.47","7579","mobius—yt","1883");
ae.setAppName('ncubeapp”);

}

/* MQTT Subscription */
public void MQTT_Create(boolean mtaqgStart) {
if (mtqgStart && mattClient == null) {

/* Subscription Resource Create to Yellow Turtle */

SubscribeResource subcribeResource = new SubscribeResource();

subcribeResource.setReceiver(new IReceived() {

public void getResponseBodyf(final String msg) {
handler.post(new Runnable() {
public void run() {

}
hE

}
b;
subcribeResource.start();

[* Subscribe Co2 Content Resource */
class SubscribeResource extends Thread {
private IReceived receiver;
private String container_name = "cnt—co2"; //change to control container name

public ContentSubscribeObject subscribelnstance;

public SubscribeResource() {
subscribelnstance = new ContentSubscribeObject();
subscribelnstance.setUrl(csebase.getHost());
subscribelnstance.setResourceName(ae.getAEId(+"_m");
subscribelnstance,setPath(ae.getAEid(H"_sub");
subscribelnstance,setOrigin_id(ae.getAFid());

public void setReceiver(IReceived hanlder) { this.receiver = hanlder; }

12%. loT MH|A JHY

private String ServiceAEName = "ae—edul";
public void GetAEInfo() {

csebase.setinfo("192.168.25.47","7579","mobius—yt","1883");
ae_setAppName('ncubeapp”);

}

/* MQTT Subscription */
public void MQTT_Create(boolean mtqqgStart) {
if (mtqaStart && mattClient == null) {

/* Subscription Resource Create to Yellow Turtle */

SubscribeResource subcribeResource = new SubscribeResource();

subcribeResource.setReceiver(new IReceived() {

public void getResponseBody(final String msg) {
handler.post(new Runnable() {
public void run() {

}
hE

}
»;
subcribeResource, start();

}

/* Subscribe Co2 Content Resource */
class SubscribeResource extends Thread {
private IReceived receiver,
private String container_name = "cnt—co2"; //change to control container name

public ContentSubscribeObject subscribelnstance;

public SubscribeResource() {
subscribelnstance = new ContentSubscribeObject();
subscribelnstance.setUrl(csebase.getHost();
subscribelnstance.setResourceName(ae.getAEid()+"_rn");
subscribelnstance.setPath(ae.getAEId(+"_sub');
subscribelnstance.setOrigin_id(ae.getAEid();

public void setReceiver(IReceived hanlder) { this.receiver = hanlider; }

<?xml version="1.8@" encoding="UTF-8"2> ‘

<m2m; sub
xmlns:m2m="http://www.onem2m.org/xml/protocols"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” rn="ncubeapp_rn">
<enc>
<net:>3¢/net>
</enc>
(nu>mqtt:!f192.168.25.47{ncubeappﬂrn</nuﬂ
</m2m: sub>
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* App Code Review

= MQTT Client Subscription, Listener, Callback, Response Java Code

/* MQTT Listener */

private String ServiceAEName = "ae—edu1"; private IMgttActionListener mainiMqttActionListener = new IMgttActionListener() {
@Override
public void GetAEInfo() { public void onSuccess(IMqtiToken asyncActionToken) {
String payload = ™;
csebase.setinfo("192,168.25.47","7579", "mobius—yt","1883"); int mqttQos = 1; /* 0: NO QoS, 1: No Check , 2: Each Check */
ae.setAppName("ncubeapp’);
MattMessage message = new MattMessage(payload.getBytes();
MQTT_Req_Topic = "/oneM2M/req/: mobius—yt/"+ae.getAEid(}+"_sub™"/xml"; try {
MQTT_Resp_Topic = "/oneM2M/resp/ :mobius—yt/+ae.getAEd(H+"_sub™+"/xml"; maqttClient.subscribe(MQTT_Req_Topic, mattQos);
} } catch (MqttException e) {
e_printStackTrace();
/* MQTT Subscription */
public void MQTT_Create(boolean mtqqStart) { }
if (mtagStart && maqttClient = null) {
/* Subscription Resource Create to Yellow Turtle */ L
SubscribeResource subcribeResource = new SubscribeResource(); /* MQTT Broker Message Received */
subcribeResource.setReceiver(new IReceived() { private MattCallback mainMgttCallback = new MqttCallback() {
@Override
subcribeResource.start(); public void connectionLost(Throwable cause) { Log.d(TAG, "connectionLost"); }
@Override
/* MQTT Subscribe */ public void messageArrived(String topic, MgttMessage message) throws Exception {
mattClient = new MqttAndroidClient(this.getApplicationContext(), "tcp://" + csebase.getHost() + ":" + Log.d(TAG, "messageArrived");
csebase.getMQTTPort(), MqttClient.generateClientid()); textViewData.setText(");
mattClient.setCallback(mainMgttCallback); textViewData.setText("™*** MQTT CO2 AAIZt Z=3| ** WriNnWriwn" + message.toString().replaceAll("Wtl¥wn", ™);
try { ArrayList{(String) mattMessage = new ArrayList{String)();
IMattToken token = mqttClient.connect(); mqttMessage = MqttClientRequestParser.notificationParse(message.toString());
token_setActionCallback(mainiMattActionListener); String responseMessage = MqttClientRequest.notificationResponse(mattMessage) ;
} catch (MqttException e) {
e.printStackTrace(); /* Make xml for MQTT Response Message */
MattMessage resmessage = new MattMessage(responseMessage.getBytes());
} else {
/* MQTT unSubscribe or Client Close */ try {
mattClient.setCallback(null); maqttClient.publish(MQTT_Resp_Topic, resmessage);
mattClient.close(); } cateh (MqttException e) { e.printStackTrace(); }
mattClient = null; }
} @Override
} public void deliveryComplete(IMgttDeliveryToken token) {

Log.d(TAG, "deliveryComplete”);
465
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* App Code Review

* Android Studio Generate APK
* Build —) Generate Signed APK...

If have Key store, Select “Choose existing”

If do not have Key store, Select “Create new”

Save location and input file name, Password, Alias, Certification information.

. ® MNew Key Store 4 # Generate Signed APK X
* Select key file
Key store path: udioProjectsWmykeystore jks Key store path: Vork#aAndroidStudioProjectsWmykeystore jks
° Locate the APK path . Password: L Copfirm: **"* Create new... Choose existing...
Key Key store password; =<+**=***
® MobiusYTSampleApp - [C:¥Work#AndroidStudioProjects¥MobiusYTSampleApp] - [app] - ... #¥app¥srd Key alias: mykeystore
Eile Edit View Navigate Code Analyze Belactor Run Tools VCS Window Help Allas: yRaystve Key password: ~ teeeeeee
DHO #» XD & Qi’;‘. Make Project Ctrl+F9 3 EL ¥ @ Password: . Canfirm:  =+** | Remismber pastwords
p— — ~ - b 1 idi N - |
3 aiobiusvmmplupp Cieapp Osc & Project ol ytsampleap Mal:d_nty (years): — m —— e
% # Android v €' Rebuild Project 1 activity_main.xn Certificate
- Caapp MobiusContig{ First and Last Name: Dongha Park
E - i
5 & Gradle Scripts vl static String . - ¥ Generate Signed APK *
4 'Q'gamzaﬁnnal Unit:  Research Note: Proguard settings are specified using the Project Structure Dialog
5 el Organization: KETI APK Destination Folder: I PrajectsWMobiusyTSampleAppWapp |
g id Type:
. X s uild Type: | release
E Deploy Module to App Engine... 2¢° IRece i ved{ City or Locality: Seongnam Halld Typ n
“ - void getHesponseBody(String ) 'S P Flavors:
{? } State or Province: Gyeonggi-do
Country Code (XX 82
“ Cancel Previous m Cancel Help
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" App Code Review

= Android Studio Generate APK Install
* Move the APK file to Android Phone Device

* Use the File Manager to locate the APK file and install it
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I Assignment

= Assignment 12

A& oIMIE &85t Co24=x|0]| w2t LEDS
on/off Al7|= MH|A O{EZ|H|0[MS THEsH EAIL,

Het & 24 Q= MH|A KNS

3
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I Reference

[12.1] Run &Cube and TAS

&Cube configuration
2 £EX: http://www.iotocean.org/main/

[12.2] Extension
SK ThingPlug (Jun. 2015)

% £X: https://sandbox.sktiot.com/
Busan Smart City

2! EX: http://www.iotocean.org/main/
ConnecThing Demo

SIA EX{1 : https://youtu.be/FngoyncRhCM
sS4 EX2 : https://youtu.be/zHIQWLBPsM
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Chapter 13. oneM2M Platform based Service Application

13.1 MH|A 712 & 2F SIEYIN
13.2 Raspberry Pi MIA A
13.3 TAS ZHM & Mobius A =

= Assignment
= Reference




Y- I'Q-I 7 H.-?. 13%}, oneM2M ZZE7|dt MH|A S8 od| A&

10
k]

Raspberry Pi 2} MIA C|HIO[AZIS| ¢ HIEHE H

TAS ZE= E45I¢ HIA C|HI0|A HEES SiEslCt.

— Q7 StEH|0] =22

— AH|A 2E! J|=l

— Raspberry Pi 2 MIA| C|HIO|AE HE
— TAS IE 2N

— MIA| C|H}IO|A X3
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Raspberry Pi2 model Comm. Module
B

» Main Device — Raspberry Pi2 model B
* Module — KETI Smart Plug
= Comm.Module - TI CC2530, CP2103 USB—to—Serial

13%. oneM2M

Device

ZHE7

|8 MH|A S& oM &5
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I 13.2 Raspberry Pi

13%t. oneM2M SHE

= 2| AFZlt 20| EA 2 &S Raspberry Pioll USBE HZ

= ADIE E3{O= EAM

474 I

D=1t 2M(ZigBee) RF M S
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* Node.js TAS MEIC IOjY 2|AE

! + | tas thyme-1.4

E&'
ot (2]

=

5 27|

y

HEZ 77 =

# 22 71|
4 oesc
& Dropbox
& Google EEHOIE
B 82 s
g a4
= AR
_SNM
HIEHT
DeviceDey

Q8 e ma
2 Dropbox

rEE

475

[T

Hu ﬁ =
&

= e
r

(B appJs

2] confxml

[ package json
[B] serial s

(B serial_rpijs

@ timerjs

% Y . % Y .

13%}. oneM2M 31 7|8 AH|

|>
0[0
ol
2
=
ke
o>

L—
- SIS

- IEEHFE HO0|E Al 7|

« FI|HMe2 $4IE HO[E MS

« ARZX}o] ME 2/ X0
App.js : Q! S& FE
serial,js : SAPE ¥ IE
Confxml : 2t & AH Zt

Package.json
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= node/thyme_tas CIHEZ|2 0|F5IH npm= Ssil 2to|=E2{2] AX|

= sudo npm install
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I 13-3 TAS I_!.g & MObiUS *-IH'I E% 13%. oneM2M EHZ7[dt MH|A

" 7= A A

(app.is) = C
» SM 2E ASS st serialjs ZE
(&EH =
var sh_timer = require('./timer’); %’g
var sh_serial = require('./serial);
CHEr
{serial.js) EA == = AAISET
var util = require('util'); " I EEE E'-I E”OI -I = T — OI-'—
var os = require('os); = XA o5} H
var serialport = require(‘serialport); X-IIO-I I}"AIII —o °|.7| TI — I- l_
e = c
var SerialPort; -I I LIS
var myPort;
exports.open = function(portname, baudrate) { _
SerialPort = serialport.SerialPort; = Seria| IIE §EI-% %ﬁl EE E?Ed%
myPort = new SerialPort(portname, { $_|§' =7 |§_|-
baudRate : baudrate,
buffersize : 1

//parser : serialport.parsers.readline("Wriwn")
D;

myPort.on('open’, showPortOpen);
myPort.on('data’, savelLastestData);
myPort.on('close’, showPortClose);
myPort.on('error', showError);

)

477
loT 2 SUZF 7|8 MSMH|A LS et AEQUEAUT} oneM2Me| O



I 13.3 TAS Z}d & Mobius AH HE

478

AOE 211 M|

{app.js)

upload_client.on(data’, function(data) {
(&%)

for (j = 0; j { download_arr.length; j++) {

if (download_arr[jl.ctname == sink_obj.ctname) {

cin = JSON.stringify({id: download_arr|il.id, con:

sink_obj.con});
sh_serial.g_down_buf = cin;
sh_serial.serial_event.emit('down);
break;

= ZiHOlH WIY¥el REd

13%t oneM2M E3H

Z70dt Mu[A& S& ol &

>

-

» AM2XE| MIAIX[E E35H Serial
I SEE HOEH NS

{serial.js)

exports.serial_event.on('down', function () {
console.log(exports.g_down_buf);
myPort.write(exports.g_down_buf);

»;
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479

AOIE E2{1 0| £ &

{serial.js)

HE2E (1/2)

function savelastestData(data) {
if (data =—='{') {

}

_sink_buf_index = 0;
g_sink_buf_start = 1;
pre_.c=";
cur_c = util.format('%s', data);
g_sink_buf = pre_c + cur_c;
pre_c = g_sink_buf;

else if (data== ")) {

}

cur_c = util.format('%s', data);
g_sink_buf = pre_c + cur_c;
pre_c = g_sink_buf;

exports.g_sink_buf = g_sink_buf;
exports.serial_event.emit('up');
exports.myPort = myPort;

g_sink_buf_start = 0;
g_sink_ready = 1;

else if (g_sink_buf_start == 1) {

}
}

cur_c = util.format('%s', data);
g_sink_buf = pre_c + cur_c;
pre_c = g_sink_buf;

HIO[E 4

Zagmy|

=2 A0

Ht MH|A

0l0
oo
2
=
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>
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= AOIE S2{1 Hojf =4 & HE2E (2/2)

(app.js) = AMHE HEE A| ctnamed siEsH=
=2
¢ Ez| X0 ADIE =Z=8{1 MY X%t

sh_serial.serial_event.on('up', function () {
if(tas_state == 'upload’) {
console.log(sh_serial.g_sink_buf);

// parsing sensor data, manage id according with ctname
var sink_str = util.format('%s', sh_serial.g_sink_buf);
var sink_obj = JSON.parse(sink_str);

for(var i = 0; i { upload_arr.length; i++) {
if(lupload_arrlil.id == sink_obj.id) {
var cin = {ctname: upload_arrlil.ctname, con: sink_obj.con};
upload_client,write(JSON.stringify(cin));
break;
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I 13.3 TAS ZHd & Mobius At

rode/thyme

&P oiraspbenypi

TAS SZf=tH

AlSH ( sudo node thyme.js )
= Node/thyme tas C|EIE2|o] MEJC {2 = £XE TAS A3l (sudo node app.js)
& SEF 0l
OT @ ZaHZ 7|8t HZAHIA HHLS O[5 AFROIELIT oneM2MO] Of3H

= Putty 2} Lol & S
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* Postman REST Z3| 1}

M-1F77. contentinstance 2|22 =5

GET {{mp_uriPA{{cb}smartplug/status/latest Params Send b Save
Headers {3}
application/xmil Bulk Edit Presets
Body (7) us: 200 Of Time: 85 ms
Prety E XML = Save |
1 <?xml wersion="1.8" encocing="‘UTF78" stan‘daloﬁﬁ=':§;es” B
2= <m2m:cin xmlns:m2m=""http: /[ vwww.onem2m.org/xml/protocols” xmlns:xsi="http:// vwww.w3.org/ 2881/ XMLSchema-instance” rn="desc™>
3 <pi>/mobius-yt/smartplug/status</pi>
4 <ty>4</ty>
5 <ct>201702e1T154100</ct>
= <rix/mobius-yt/smartplug/status/desc</ris
F <1t>2017828171541808</1t>
8 <et>20180201T7154100< /et
5 <acpi>/mobius-yt/AE_1/def_acp</acpi>
13 <st>1</st>
11 <mni>2ee7199254748391 </ mnix
12 <cs»13</cs>
13 <con>48.88W,1,6248< /con>

1a </m2m:cin|

to

—_

Job

= Mobius AH2te| HES= e S&
» http://Mobius AMHFEA/mobius—yt/AOIE E2{1 X3| E2HE-Z|/latest

» Chrome?| postman ¢=2 S5 AOIE S2{1 ME X3

482
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I 13.3 TAS = & Mobius M HS

= Postman

M-IF74. contentinstance 2j - 4449

POST Hfmp_url}H{{cb}¥smartplugfeontro

formn-daza AN = raw binary.
<?xml version="1.8" enceoding="UTF-8"2?>

3 <con>ex/con>
3 </m2m:cin>

Body = = (2)

Pretoy XIVIL =)

<m2m:cin =xmlns:m2m="http://www.conem2m.crg/xml/protocols"

REST M|0{ 2HH

1 <?xml wersion="1.@" encoding="UTF-8" standalons="yes"?>

2~ <m2Zm:cin xmlns:m2m="http:/ www.onem2m.org/xml/protocols"

<ty >acSty>
<pi>/mobius-yt/smartplug/control</pis
<ri>/mobius-yt/smartplug/control fdescc/ris
<ct>20170201T154434</ ct>
<et>»20189201T154434</et>
<It>201782081T154434< /11>

<strl</st>

3 <cs>1<fcs>

11 <con>»@</con>

J BN B W

0o

12 <acpi>/mobius-yt/AE_1/def_acp<facpi>
1 < /fm2m:cin>

* Mobius AH2Ie| ASS

* http://Mobius MHFEA/mobius—yt/A0}

= Chrome?| postman ¢4

AL
oo

=
o

Xt
)

xmlns:xsi=""http:/  w

Job

Sall AO0IE

T

to

—_

Lorg/2eel/XMLSchema-inst

=23 Mo

xmlns:xsi="http:// www.w3.0org/28e1/XMLSchema-instance™

Params

13%t, oneM2M Z2H

S

rn="desc">

ES31 Mo SHEZ|
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Assignment

=  Assignment 13

13%}. oneM2M E3HZ7|HE MH|A

MIAlE! TAS codeE AMBSI ANLE =8| FHE Z2(617] flet

CIEZO0|E S& MH|A o{=2]7[0]

1= JHEa EAL.

S ol &

>

484

= SUE 7|8 MSBAH|A HES ?Iet AREQIES

7} oneM2M2]| O sl



13%t, oneM2M EHEZE7|HE MH|A 28 o A&

Reference

[13.1] MH|A IR & 27 SIEAIN
A2 MH|ASOI BAF ADIE £2{1 P5
% EX: http://www.belkin.com/kr/Products/c/WSPWR/
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Chapter 14. oneM2M Platform based Service Application Example ||

14.1 MH|A 72 & 27 st=¢|0f
14.2 Raspberry Pi MM HS
14.3 TAS 24 & Mobius A A=

= Assignment
= Reference



ol 72 143, oneM2M Z3HE 7|4 MulA S8 OF| &

Raspberry Pi 2} MIA C|HIO[AZIC| ¢ HIEHS H

TAS ZE=ES 24510 HIM ClHI0|A HAEES Sttt

10
q

— 27 st=4o] =2l

— MH|A 2E 7=l

— Raspberry Pi 2 MIA{ C|HIO|A HEF
- TAS ZE 24

— MIA| C|H}IO|A X3

487
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14,1 MHIA 7 & R SHEQ0] s st e

B HMo| M|

E AI85to] ZHetst AOtE JtAEL
Smart Gas Lock Service) 7+&4

I I:ﬂfﬂiﬂw _I [ = 5 Il

G HaSES WA Ay in | ll.“r_
= L
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14.1 *-Iulé 7H_9_ & R__I.'. gl-E%"O.I 14%t oneM2M ZE 7|Ht MH|A 28 oX] A& |

Raspberry Pi2 model B Main Module

= Main Device — Raspberry Pi2 model B
* Module — Mini Servo Motor (SG—90), Gas Sensor (MQ—6), ADC(PCF8591), Buzzer
= ETC — breadboard, wire, 5V power X2, UTP cable, 12C connector

489
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I 14.2 Raspberry Pi M

490 I

= RaspberryPi2 GPIO Header

- | o~

B | P

By

29

Raspberry Pi2 GPIO Header

MNAME

3.3v DC Power

NAME

= e

C Power 5v

GPIO02 (SDA1 | FC) DC Power Sv
GPIOO3 (SCL1 , IC) Ground
GPIOG4 (GPIC_GCLK) (THDO) GPIO14
Ground (RXD0) GPIO15
GPIMT (GPIO_GEMO) GPIO_GEN1) GPIO18

GPIO27 (¢

GPIO22 (GPIO

3.3v DC Pow

GPIO1G (SPI_MO
GPIOS (SPI_I
GPIO11 (SPI_CI

Ground
1D_SD (1"C
GPIODS
GPIOUS
GPIO13
GPIO1%
GPIOZ26
Ground

ID EEPROM)

Ground

{ GEMN4) GPIO23
(GPIC_GENS) GPID24
Ground

3N GPIO08
CE1_N) GPIQOT
I°C 1D EEPROM) 1ID_SC

~
D
=~
.--. F,
:-..-
.
‘»

‘._
o
=

Ground

GPIO12

Ground

e GPIO16
e GPIO20
e} GPIO21

000000000 000000C

hitp/Asww element14.com

#*

by

L= B

&

A =g B R =1 = =3

T

14%, oneM2M E3HE 7|0 MH|A S8

Mini Servo Motor
- VCC

— GND

- SIG

Gas Sensor
- VCC

— GND

- SIG

ADC

- VCC

— GND

- SCL

— SDA

Buzzer

ol H& |
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14.2 Raspberry Pi MIA A=

» 0= ¢4 32

>
3
|>
0l0
oo
2
]
[k
>

14%. oneM2M S3Z 7|

SONSER

Sl YWCC
— G pVCC
== GIND )VCC

RASP ADC
SCL; 1SCL AINO
SDA SDA
GND GND
(3v) VCC VCC (3v)
GPIO
e MOTER
SIG
l— GND
| VCC (5v)
BUZZER
LUEHH(5v)
46 GN

- ¢ O81 20| ZF 2= Raspbe

:

rry Piof] HZ,

DE= EE9| oF MA(5V) AE

 Raspberry Pi — ADC — Gas SensorZte| ¢z ( 12C EAl)

« Raspberry Pi — Motor, Raspberry Pi — Buzzer HZ ( GPIO E41)
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492

* Node.js TAS = T 1

e

v .

# HiE 717
L ELg-
& GE2EE

b BN

N W N N

= M
plgRE
tas
tas-1.4
DH2A T08H

& Onelrive
(= QT
ILab (2701071

J veee
I

(lﬂ

™ I-kl on

E
et
L]

» BHEE ZEIRLE

Ly miold

& ap s

= confxmi

3 package json
2| tirner s

b 4

tas-1.4

alAE
= o
2 Hos ua
smoy
*¢ o Huzzawm

1

-

L—
- SHY|s

22X FI|2 JtA Bt X3
* AFE X0 HE 2E| H|0]f
* 7t 2ol HE B Mof

App.js : M2l
Confxml : 2t & M™ Zt

Package.json : 2fo|E2{2| 2|
Ax| A4 ok

ol H& |
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I 14.3 TAS I_!.g & MObius L-IH-I E% 14%. oneM2M EHE 718t MH|A S oflx| &E |

= 2to|Ea{2| Ex| 345 =t

1

* node/tas CIHIE2|E 0|S510 npmE =35l raspi, raspi—i2c, raspi—pwm, rpi—gpio x|
* sudo npm install raspi; sudo npm install raspi—i2c;

* sudo npm install rpi—gpio; sudo npm install raspi—pwmj,

493
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I 14.3 TAS I_Il.g & MObius *-IH-I E% 14%. oneM2M EHE 718t MH|A S oflx| &E |

. 7] MY By

A L
var net = require('net); A =o ol x=|= ol=
var util = require('util’); = M 2SS WMo R Z2[6k7] flet
var fs = require('fs'); 2jo|E2iz| 2=

var xml2js = require(’xml2js');
var gpio = require('rpi—gpio’);
var raspi = require('raspi');

var PWM = require('raspi—pwm').PWM; = JIA MIMO] 12C T 2E| BE9|
var 12C = require('raspi—i2c').12C;

var i2c; PWM Al

var pwm,

var sh_timer = require('./timer');

var usecomport = ";
var usebaudrate = ";
var useparentport = ";

var useparenthostname = ";

var upload_arr = [];
var download_arr = [];
raspi.init(function() {
i2c = new 12C();
pwm = new PWM();
D;

494
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495

s B MY Y HES

fs.readFile('conf.xml', 'uti—8', function (err, data) {
= 2F)

}

gpio.setup(16, gpio.DIR_OUT, write);

v
N—
-

D;
}
D;

function write(mode) {

if(mode == true) {
gpio.write(16, true, function(err) {
if (err) throw err;

}),

} else {

gpio.write(16, false, function(err) {

if (err) throw err;

}),
}

console.log('[JW LOG] Buzzer HIGH");

console.log('[JW LOG] Buzzer LOW");

-~

14% oneM2M SE 7|4t MH|A 28 of|x| A& ]

Mode HE+-E AMESIH £2X2Q| on,
off Zt= [0
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496

* Servo 2 E A

upload_client.on('data’, function(data) {

&)

// Mobius =) nCube -) Tas (downlink message)
for (j = 0; j { download_arr.length; j++) {
if (download_arrj].ctname == sink_obj.ctname) {
cin = JSON.stringify({id: download_arr[i].id, con: sink_obj.con});
if(sink_obj.con == lock’) { // control message
pwm.write(180);
console.log("[JW LOG]lock control message received - "
+ sink_obj.con);
} else if(sink_obj.con == "ulck’) {
pwm.write(10);
console.log("[JW LOG]lock control message received - “
+ sink_obj.con);
}

break;

-

14% oneM2M Z2HE 7|Ht MH|A 22 of|&] A& ||

= ZiHIOlH WI¥el o

= AZXe| MIAIXIQ!  flock’
‘ulck’ € 3l Servo 2HE

Ao
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7IA 23| 2 HEE (1/2)

sh_timer.timer.on('tick’, function() {

tick_count++;
if((tick_count % 2) == 0) {
if (tas_state == 'upload’) {
var gasValue = i2c.readByteSync(0x48);
var con = [GasSensing]' + gasValue;
var leakStatus = false;
if(gasValue ) 200) {
write(true);
pwm.write(180);
leakStatus = true;
} else {
write(false);
pwm.write(10);
}

for (var i = 0; i { upload_arr.length; i++) {
if(leakStatus == true) {
if (upload_arr[i].ctname == 'warn’) {
con = [LeakWarn]leak'
var cin = {ctname: upload_arr[i].ctname, con: con};

console.log(JSON.stringify(cin) + ' =——=)");
upload_client.write(JSON.stringify(cin));
break;

(ASF)

143, oneM2M S3ZF 7| MH|A S oldl &5 11

= 2=X0IC} 2C EAE E510{ 71A
MM 2 23| & MHZ g2

= JFA MIA ZH0] 2002 Ho{71H X}
O =2 Servo MotorE SXHA|7{ &
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" JA X3 U HZE (1/2)

} else {

if (upload_arr[i].ctname == 'homepot01') {
var cin = {ctname: upload_arr{i].ctname, con: conj};
console.log(JSON.stringify(cin) + ' =——=)");
upload_client.write(JSON. stringify(cin));

break;

e

}
}
}

if((tick_count % 3) == 0) {
if(tas_state == 'connect' || tas_state == 'reconnect’) {
upload_client.connect(useparentport, useparenthostname,
function() {
console.log('upload Connected);
tas_man_count = 0;
for (var i = 0; i { download_arr.length; i++) {
console.log('download Connected - ' +
download_arr[i].ctname + ' hello’);
var cin = {ctname: download_arr[i].ctname, con: 'hello’};
: upload_client.write(JSON. stringify(cin));

-

14% oneM2M Z2HE 7|Ht MH|A 22 of|&] A& ||

= MHE HZ2E Al homepot012]
Ea| xo0f 7tA MA Zt XE
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I 14 3 TAS I—!.g & MObiUS L'IH'I = 14%}, oneM2M Z3H=E 7|

TAS SZistH
4AlsH (sudo node thyme.js)
TAS A3l (sudo node app.js)

_ A
T SEE

nCube SZI3HH
= Node/thyme C|EIEZ| LHHIA nCube
al = ""E

E{52} oneM2M2] O [SH

» Node/tas C|HIEZ|o| METC &
£xt 3ol
0T QE SUE 7|2t HEMHIA HHLS 5t A=l

= Putty SHH LHo|| At
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14%. oneM2M

14.3 TAS 2} & Mobius AMH HS

* Postman REST Z£3| 1M

oldl H& 11

2|st AF2QIE{HIT} oneM2M2] O [5H

M-IF56. AE 2| &= =3
GET hap 7.192.197:7579/mobius-yt/keti01/c atest
Authoriz
pe
Body
Pretty 5
- ding="UTF-8" standalone
m2m:ci S :m2m Ttp:/ /W onem2m. org/xml ="http: 3.org/2001/XMLSchema- tance” "4~ 2829105455
iy i t/ 1/ent_2</pi>
<ct>20168829T185455¢/ct
ri>/mobius-yt/keti@l/cnt_2/4-2016@829185455234wuo r
:11'-2910@329?19545) t>
t>7919</st
\'N:'\i 71‘392)4749“91 mni
- o
GAS 137
-
A =XF $10|
o E OO O ™1 /-
_|_::2|
o
7|8t HZME|A JHES

Sl GAS MIA Z}

* Chrome?| postman ¢i2

Mobius AMH{2t2| A
* http://Mobius MEHZF2A/mobius—yt/MA ECEELZ|/latest
A
H

loT 2 SHZ -
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I Assignment

= Assignment 14

HIAIEl TAS codes

AE3st ZEE Hofst7] flgt 2=

14%, oneM2M E32H

MH|A O{ZE|AHI0|E= THESH EAL.

20| S&
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Reference

[14.1] MH|A 7HQ & 2F =0
o4& MHIAFOI LA} 7fAE
—&£X . http://www._uplus.co.kr/ent/iot/lotgasApp.hpi
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